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Disclaimer

This presentation does not represent
the views of my past, present or future 
employers. All comments and opinions

are my own.
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001 > Case Introduction
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Detection & Response

● Client had MDE (Microsoft Defender for Endpoint)
● Short dwell time

○ First alert 6h after installation
○ 30min after the manual operation had started

● MDE alerted when attacker executed another instance of CS BEACON
● No detection (or prevention) on the first instance of CS BEACON

○ Or loaders (KeePass.exe/other components, which are introduced 
shortly)

● Binaries retrieved from MDE but were also available on VirusTotal
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010 > Malware Analysis
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Version mismatch
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Built the same way 

as the legit one…
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…which makes it 

easy to extract ☺
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Our sample

Legit KeePass
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Our sample

Legit KeePass
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Our sample

Legit KeePass

What are you?
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KeePass-2.57-Setup.exe

ShInstUtil.exe conf.bin

Executes Decrypts & Executes

KeePass.exe

• The installer writes several files to disk

• Most of the files are the same as in the real 

version

• The app also works like the original

• Three files are malicious:

• KeePass.exe (.NET)

• ShInstUtil.exe (C)

• conf.bin (Encrypted data)

• KeePass.exe launches ShInstUtil.exe, that 

decrypts and executes CobaltStrike
BEACON from conf.bin file

Overview
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MainForm class has 

192 lines more than 

the legit one has
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1. Loops through the database 
and writes Account, Login 
Name, Password, Web Site 
and Comments to memory 

stream,

2. If the password vault has 8 
or more passwords, proceed 
with writing the file on disk 

(and something else…).

3. Writes the memory stream 
to file {0}.kp on AppData

folder. {0} is 3-digit random 
number between 100 and 999.
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1. KeePass.exe creates launch 
parameters for ShInstUtil.exe. 

The launch parameter is 
hexademical string which is 
build in the MainForm class.

2. ShInstUtil.exe is launched 
with starting parameter --

query {hexademical_string} 
and executed in hidden mode.

3. KeePass.exe also sets up 
persistence for ShInstUtil.exe

with the built string query.
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ShInstUtil.exe?
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Purpose in the real KeePass

● Shell Install Utility in the real KeePass

● It helps install or uninstall the KeePass shell extension, which allows you to 
right-click .kdbx files (KeePass databases) in Windows Explorer and see 
options like “Open with KeePass.”

● Typically, two parameters:
○ --install
○ --uninstall
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1. The Main function checks if the 
binary has been started with --

query parameter.

2. If the check is passed, it will 
load content of the file conf.bin

into the memory in function 
sub_401040. The main function 

stores the returned memory 
stream to variable.

3. Uses the provided hexademical
query string for RC4 decryption of 
the conf.bin content [shellcode]. 

4. Uses EnumFontsW API with a 
callback function pointing to the 

start of the shellcode. 

When EnumFontsW enumerates 
all installed fonts, it invokes the 

callback function, effectively 
executing the shellcode during the 

enumeration process.
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1. First VirtualAlloc call allocates 
memory for the shellcode (content 

of the conf.bin)

2. After VirtualProtect, the payload 
is written to that memory location

3. Dumping the memory section 

reveals the decrypted shellcode
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Licence ID is the same one that 

Black Basta uses

Source: https://unit42.paloaltonetworks.com/edr-bypass-extortion-attempt-thwarted/

Source: https://medium.com/@Intel_Ops/hunting-black-bastas-cobalt-strike-96a81a6ea781
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C2 domains similar to what 

BlackBasta uses
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C2 domains similar to what 

BlackBasta uses
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OSINT Leads
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Our sampleLegit KeePass

SuspiciousGood
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Our sample

Suspicious
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7020BB7A7A798C1BE684569FAD4CFE4956E7C856
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Unfortunately, no other samples.



© 2025 Juho Jauhiainen / Accenture PowerPoint-template © Slidemania

Debug file paths

● F:\work\KeePass\KeePass-2.56\

● Unfortunately, no additional samples identified
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Same BEACON, similar campaign

Source: https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/fake-advanced-ip-scanner-installer-delivers-dangerous-cobaltstrike-backdoor/
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011 > Case Summary
& Lessons Learned
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Case Summary

● Low confidence attribution to ransomware group
● KeePass weaponized with password stealing capabilities and BEACON
● Usage of malvertising and requires user activity
● Windows 11 search bar displays ads (also the malicious ones) from Bing

○ WHY?????
● Dwell time extremely short – even though MDE failed to detect BEACON
● Impact for the victim…
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Impact

● No lateral movement

● No ransomware

● No additional malware deployed

● KeePass credentials compromised
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What-if: If MDE had not 
detected the BEACON, 
would the incident have 
led to ransomware?
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Lessons Learned

● Sometimes malware analysis is faster than forensics

● Emphasize the importance of MFA everything

● Limits users' ability to install and run applications (f.e. application 
whitelisting)
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Thank you!
Do you have any questions?

juho.jauhiainen[at]accenture.com
accenture.com

@JuhoJauhiainen

/in/jauhiainen


	Slide 1: Open-Source Software Weaponized as Part of a Compromise
	Slide 2: Disclaimer
	Slide 3: Juho Jauhiainen
	Slide 4: Table of Contents.
	Slide 5: 001 > Case Introduction
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: Detection & Response
	Slide 15: 010 > Malware Analysis
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Overview
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31: ShInstUtil.exe?
	Slide 32: Purpose in the real KeePass
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40: OSINT Leads
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46: Debug file paths
	Slide 47: Same BEACON, similar campaign
	Slide 48: 011 > Case Summary
	Slide 49: Case Summary
	Slide 50
	Slide 51: Impact
	Slide 52: Impact
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58: What-if: If MDE had not detected the BEACON, would the incident have led to ransomware?
	Slide 59: Lessons Learned
	Slide 60: Thank you!

