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Self intro!

§  Lena Yu aka LambdaMamba
§  Founder of World Cyber Health

§  Founder of Malware Village

§  Creator of Malmons aka Malware Monsters

§ Before Malware...
§ TEE and RISC-V researcher



What does it mean to be 
"Natural" ?



“Natural”
§“Existing in or derived from nature; 
not made or caused by humankind.”

🍃🐝🦠 💻📀👾



What is ”Natural Science”?

§Popular definition:
§“The natural sciences seek to understand how 
the world and universe around us works.”

🍃🐝🦠



“(Un)Natural”

§Both natural and unnatural
§ Manmade entities created through unnatural means

§ Behaves naturally in an unnatural ecosystem

👾 🦠



What is ”(Un)Natural Science”?

§My definition:
§ The (Un)Natural Sciences seek to understand how the 

world and universe work—including the human-made, 
'unnatural' world, which still operates within 
natural laws on a broader scale.

💻📀👾



The "(Un)Natural Science"



What is Pathogen?

§My definition is:
§Any biological agent that has evolved or 
adapted to invade a host organism and cause 
harm to its biological systems.



What is Malware?

§My definition is:
§Any software that is intentionally developed 
to cause harm to the victim device.



Pathogens vs Malware

§ Dependent on “host” for survival
§ Pathogen host: Organisms

§ Malware host: Device

§ Causes “harm” for host
§ Pathogen:  cell damage, death, etc.

§ Malware: loss of data, resources, etc.



What is (Computer) Virus?

§My definition is:
§A type of malware that is intentionally 
developed to infect other files or programs by 
embedding its code, enabling it to replicate 
and spread
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(Computer) Viruses and Malware

§Viruses ⊊  Malware
§"Viruses are a proper subset of Malware."
§Every virus is a malware

§But not every malware is a virus
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The Digital Ecosystem

§Where “(Un)natural selection” takes place
§ Personal computers

§ Servers

§ Internet

👾



Malware Families and Species

Source - britannicaSource - Malpedia



On "(Un)Natural Selection"



The ”Un(natural) selection”

§ Pressures that affect evolution of malware
§ System-wide updates

§ Defender actions

§ Profitability for malware operators
§ Competition with other malware

§ Trends in the real world



What is EGT?

§ “Evolutionary game theory (EGT) is the application of 
game theory to evolving populations in biology. It 
defines a framework of contests, strategies, and 
analytics into which Darwinian competition can be 
modelled.”



ILOVEYOU

§ Mass outbreak in 2000

§ Relied on one deterministic action
§ Email attachment 

§ Social engineering

§ Send itself to every contact

§ “Pure Strategy”

Source - Wikipedia



Simile 

§ Released in 2002

§ Introduced randomness
§ 50% chance of infecting file and “metamorphizing”
§ 90% of virus code dedicated to “metamorphosis”
§ ”Mixed Strategy”

Source - broadcom.com



Emotet

§ First detected 2014
§ Ongoing operations

§ Retaliates against defender actions
§ Law enforcement took down C2

§ Updated its bots to use new backup C2 servers

§ Tit-for-Tat

Source - BlackBerry



Malware Symbiosis

§ Different families can collaborate
§ Loaders, infostealers, ransomware

§ The CrackedCantil ”Malware Symphony”
My Virus Bulletin Paper



The "(Un)Natural Historian"



From an “(Un)Natural Historian” perspective

§ Treat malware as if it’s a living entity
§ Survive

§ Adapt

§ Evolve 

§ I made Malmons aka Malware Monsters



Malware Monsters aka Malmons

github.com/LambdaMamba/MalwareMonsters



Bringing them to life…

github.com/LambdaMamba/MalwareMonsters



Explaining Malware via Malmons



Explaining Malware via Malmons



Explaining Malware via Malmons



Explaining Malware via Malmons



Borrowing Old Book Styles



“The (Un)Natural History of Malware”



“The (Un)Natural History of Malware”



Malmons for BSides Dublin

The LockBit Malmons
Full Video: www.youtube.com/shorts/H0lunRYNuc0



Animating the LockBit Malmons



Painting LockBit Malmons



Painting LockBit Malmons



Painting LockBit Malmons



Exploring Dublin



Stay tuned for more Malmons...



Please support our non-profit
 World Cyber Health (WCH)!

§ Our WCH projects:
§ Malware Village

§ MARC I, BOMBE, EMYAC

§ Malmons aka Malware Monsters

§ NO-HAVOC 
§ Networked Online Helpline for All Victims Of Cybercrime

§ YEP-HAVOC 
§ YEet Prompts at the Helpline for All Victims Of Cybercrime

malwarevillage.org

github.com/LambdaMamba/MalwareMonsters nohavoc.now



Break systems, but not promises!
(Question everything, stay curious!)



Email: lena.yu@worldcyber.health

Twitter: @LambdaMamba

Linkedin: linkedin.com/in/lenaaaa/

Q&A

Website: LambdaMamba.com


