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Self intro!

* | ena Yu aka LambdaMamba
* Founder of Horld Cuber Health

* Founder of Malware Y1llage
* Creator of Malmons aka Malware Monsters

* Before Malware...
* TEE and RISC-Y researcher
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What does 11 mean to be
"Natural 7




‘Natural”

“Exi1sting 1n or derived trom na’[ure
not made or caused by




lhat 1s "Natural Science”?

"Popular definition:

"“The natural sciences seek to understand how
the wor 1d and universe around us works.”




“(Un)Natural”

"Both natural and unnatural
* Manmade entities created through means
* Behaves 1N an ecosystem




lhat 15 "(Un)Natural Science”?

"My definition:

* The (Un)Natural Sciences seek 1o understand how the
wor 1d and universe work—




The “(Un)Matural Science™




lhat 1s Pathogen?

"My definition 1s:
"Any biological agent that has

to 1nvade a host organism and cause
harm to 11s biological systems.




lhat 1s Malware?

"My definition 1s:
"Any sof tware that 1s developed
To cause harm to the victim device.




Pathogens vs Malware

" [Jependent on “host” for survival
* Pathogen host: Organisms
* Malware host: Device

*Causes “harm” for host
* Pathogen: cell damage, death, elc.
* Malware: loss of data, resources, elc.




lhat 1s (Computer) Yirus?

"My definition 1s:
"A type of malware that 1s
developed to infect other ftiles or programs by

embedding 11s code, enabling 11 to replicate
and spread




(Computer) Yiruses and Malware

"Yiruses ¢ Malware
""V1ruses are a proper subset of Malware.”
"Every virus 1s a malware
*But not every malware 1s a virus




The Digital Ecosystem

"llhere “(Un)natural selection” takes place
*Personal computers
" Servers
* [nternet




Malware Fami1lies and Species

H Z Fraunhofer
l a FKIE
Inventory Statistics Usage ApiVector Login

Library ~ Families  Actors

12 3 »
Search
Enter keywords to filter the families below.
0S  Common Name Last Updated Status

1 = Lumma Stealer 2025-04-17 =]

2 Supper 2025-04-17

3 Interlock 2025-04-17 =]

4 8 Interlock 20250417 B9

5 = Berserk Stealer 20250417 %

6 =% # BLACKCOFFEE 2025-0417 K B

7 = & Derusbi 20250417 W B

8 = @ Hikit 2025-04-17

9 = @ WINELOADER 2025-0416 %

10 & & SNOWLIGHT 2025-04-16 % B

11 == & GRAPELOADER 2025-04-16 % B

12 = Lynx 2025-04-16 % B8 E
13 B & BeaverTail 2025-04-10 ==] E
14 @ & InvisibleFerret 2025-04-09 E
15 = ResolverRAT 2025-04-15 B2 §
16 = PortStarter 2024-1015

17 @ & RN Stealer 2025-04-15

118 4 AIRASHI 20250410 W B8

19 A & BPFDoor 2025-04-14 ==

- — mp'ocla

20 == WhiteSnake Stealer 20250414 H B <
21 = neshta 2025-04-14 % B

Source — Malpedia Source - britannica




Un (Un)Natural Selection™




The "Un({natural) selection”

*Pressures that affect evolution of malware
" System—wide updates

* Defender actions

* Profitability for malware operators

* Compet1ition with other malware

" Irends 1n the real world . _




What 1s EGIY

" “Evolutionary game theory (EGT) 1s the application of
game theory to evolving populations in biology. It
def1ines a framework of contests, strategies, and
analytics into which Darwinian competition can be

model led.”




ILOVEYOU

" Mass outhreak 1n 2000

*Relied on one deterministic action
* Fmail attachment
* Soc1al engineering
* Send 1tself to every contact
* “Pure Strategy”

Source - Wikipedia




S1m1le

"Released 1n 2002

* [ntroduced randomness
= 0% chance of 1nfecting file and “metamorphizing”
= 90 of virus code dedicated to “metamorphosis”
" "Mixed Strategy”

mEtAPHOR 1b BY tHe MeNTAI dnlLER /29A

mELAPHOR 1b BY tHe MeNTAI drlLER /234

Source - broadcom.com




Emotet

"F1irst detected 2014

* Ongo1ng operations

*Retaliates against defender actions

* | aw enforcement took down C2
* |pdated 11s bots to use new backup C2 servers

* [1t—for-Tat

Source - BlackBerry




Malware Symbiosis

"[Different families can collaborate

" | paders, infostealers, ransomware

* The CrackedCantil] "Malware Sumphony”

Conflict

Ransomware encrypts
files before other

DUBLIN malware can perform

2 -4 October, 2024 / Dublin, Ireland
More than one

ransomware attempting
to encrypt files

Malware attempt to kill

CRACKEDCANTIL: AMALWARE SYMPHONY DELIVERED cach other
BY CRACKED SOFTWARE; PERFORMED BY LOADERS,
INFOSTEALERS, RANSOMWARE, ET AL. Malware competing

for resources
Lena Yu Other interferences

World Cyber Health, Japan

Eﬁ“&ﬁ‘- o]

My Yirus Bulletin Paper

Description

This makes the infection obvious to the victim, who will then take measures to remediate the infection.

The system may go down, which means that other malware does not get a chance to perform.

Even if infostealers successfully exfiltrate encrypted data, the attacker may not have the decryption
key, rendering the stolen data useless.

Some resources may be inaccessible to other malware.

Complicates the encryption/decryption process.
Race conditions may occur if multiple ransomware attempt to encrypt the same files at the same time.
Spikes in computational resource usage can alert the system.

Malware developed by competing parties may attempt to kill each other, as seen in the case of botnet
malware Mirai [2].

Some malware disguises itself as legitimate processes and antivirus programs, while other malware

attempts to kill these, mistaking them for legitimate processes or antivirus programs [3].

Malware such as coinminers utilize a lot of computational resources, which can cause other malware
and crucial system processes to slow down.

Malware blocking certain connections/resources which are required by other malware.

Multiple malware attempting to access the same resources at the same time could lead to race
conditions, errors, glitches and more.

Table 1: Examples of conflicts between multiple malware.




The “(Un)Matural Historian




From an “(Un)Natural Historian” perspectiive

*Treat malware as if it’s a living entity
" Survive

" Adapt

" Fyo]lue

* | made Malmons aka Malware Monsters




Malware Monsters aka Malmons




Bringing them to life...




Explaining Malware via Malmons

This is Slammer.
A wmputer worm
from 2003 that
caused a massive

Denal & Service
(D0S) on internet hosts




Explaining Malware via Malmons

Slammer explocted
a buffecr owertlow
bus n Microsdk s
SO\ secver and
Dcs\d’av Ens'«\e
database products,

with extreme ‘\'m@‘c‘\c,
Cdus'ms them To collqpsg,

v | The taused a slowdown

of systems worldwide




Explaining Malware via Malmons

Mm
vulterable cl
\0) MQA \c\‘ Geded

Crv\s \p \u\s




Explaining Malware via Malmons

The entie worm

was 00‘\1 376 \D\.ITCS) Th\s small size allowed
Q!\d £ixs insude a a Yo propasqtc,
Single packet. B Ll ¥ ex’(ce«\e\‘ fast.

By Lena aka LambdaMamba
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“The (Un)Natural History of Malware”

g PP R R P

Fig. / //ut'u\[/.n‘/.:



“The (Un)JNatural History of Halware”




Malmons for BSides Dublin

The LockB1t Malmons
Full Yideo: www voutube .com/shor ts/HO lunRYNuch




Anhimating the LockBit Malmons




Painting LockBit Malmons




Painting LockBit Malmons




Painting LockBit Malmons

The \.0(.\%\?3'\'\

\ a\moﬁs
b\\LE.I\QYh_

a¥a LambdaMamba.




Exploring Dublin




Stay tuned for more Malmons. ..

SLAMMER v toc

EXF I

HF PO

SCANNING. ..

LENA (LAMEDAMAMER)




Please support our non—-proftit

borld Cyber Health (WCH)!

*Jur YWCH projecis: 2 &‘EJ

* Malware Y1llage
= MARC I, BOMBE , EMYAC *

* Malmons aka Malware Monsters

* NO-HRVOC

" Networked Online Helpline for ALl Victims Of Cybercrime | oiuarevillage.org

* YEP-HAYOC
* YEet Prompis at the Helpline for All Yictims Of Cybercrime

=
3

g1thub .com/LambdaMamba/MalwareMonsters nohavoc .now




Break systems, but not promises!

(Question everything, stay curious!t)




(&H

lebsite: LambdaMamba .com

Email: lena .yu@rldcyher‘ health
Twitter: @ ambdaMamba

| inkedin: 1inkedin .com/1n/lenaaaa’




