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1. Intreducing HordStar

WordStar is highly flexible and very wisible. Watch the
screens as vou glve commands, and lnfurlﬂtlun in  wvarious
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John Deere’s Chief
Technology Officer
Jahmy Hindman:

“As much as they are doing
productive work in the field,
planting as an example, they are
also data acquisition and
computational devices.”

“...we have more software
development engineers today
within Deere than we have
mechanical design engineers.”




In some cases, the manufacturer of the vehicle may not have title or ownership interest in
the software and can transfer no more nights than the manufacturer has. For example, the vehicle

owner may license software from one or more suppliers of components or licensors of software.

If the manufacturer elects to use open-source software 1n the vehicle, the vehicle software may

. . = - . . . 11 -
be subject to the restrictions of various third-party, open source licenses.  In the absence of an

express written license 1in conjunction with the purchase of the vehicle, the vehicle owner
receives an implied hicense for the life of the vehicle to operate the vehicle, subject to any
warranty limitations, disclaimers or other contractual hmitations in the sales contract or
documentation. Even 1if TPMs for the vehicle software did not exist, accessing the vehicle

software 1n contravention of these licenses could violate copynight, trade secret, or contractual
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CAL POLY

College of Engineering

Tractor Hacking

TractorHacking.github. io
Tim Letz m Andrew McGuan m AJ Fite

Project Description Objectives

John Deere farm equipment is used by farmers worldwide. Unfortunately the company is This group intends to learn more about the computer architecture of John Deere tractors
overly restrictive on the maintenance they allow the machines’ owners to carry out. The in an attempt to avoid their software restrictions. Our main objectives are:

company has imposed software checks that require a mechanic from a John Deere « Obtain an engine control unit (ECU), which acts as the base of all communications on a
specific dealer, using equipment made available only to these dealers, to diagnose and tractor, learn about its architecture, and have it running in a benchtop setup

fix errors. The errors have the potential to shut down the entire machine, even ifit is « Gain access to a live John Deere tractor and tap into its communication lines, to learn
isnlate:r:l to a small or unimportant part of the tractor. _If an owner trieg to replapt? a f.elul‘tggr about the type of messages being sent during operation and periods of error

part without John Deere Software, the tractor can reject the part until a technician verifies - Document our process on a publicly available webpage, so that others can pick up our

the part. This is extremely limiting for the equipment owners, because it increases the work and continue where we left off
downtime of the machinery, and transport and repair costs can be expensive.
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John Deere Service Advisor keygen John Deere PLD PaylLoaD encrypt-decrypt tool
price: $99.00 riice: $165.00

JOHN DEERE PLD FILE ENCRYPTOR/DECRYPTOR (EDITOR) v0.1

John Deere PLD HieiD i

PLD file:

I PRICE: 499 EUR

TKT file:
| PLD File DataBase : 999 EUR
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oA L S o Very powerfull Developer level tool, you can use it to:

3 Deare Serves ALNTS... BN RN s « Decrypt PayLoad (PLD) file to txt/ini format;
- « Madify PLD file expiration;
= Modify PLD factory options such as speed limit (for example change 40 km/h to 50 km/h);
y ; » Adjust PLD file to different product serial;
John Deere Service Advisor - Encrypt PLD file;
= Program controller with medified PLD using Service ADVISOR;
Price: $1 ﬁﬁ,l}ﬂ * Support Windows XP;
* Shipped with USB key.
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Data Arms Race:

Exploiting a Tractor Load
of Vulnerabilities In The
Global Food Supply Chain.
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Summing Up

Don’t be a snob
* People outside the tech industry still understand tech
* Alljobs are tech jobs now

It’s not just John Deere
* Companies are “disrupting” the concept of ownership
* Commercial thinking is not good for engineering

Owning things is a human right
* If all you have is a license to use, it can be taken away from you
* Ownership is becoming more and more nebulous

We need to start talking about ethics

* These systems didn’t magically appear
* Someone made all of these things
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REPAIR MANIFESTO

. IF yOuU CAN'T FIX IT, YOU DON'T OWN IT. g

REPAIR IS BETTER THAN RECYCLING

Making our things last longer is both more efficient and more
cost-effective than mining them for raw materials.

REPAIR SAVES YOU MONEY '
Fixing things is often free, and usually cheaper than replacing ‘ >
them. Doing the repair yourself saves you money:. &
REPHIR TERCHES ENGINEERING

The best way to find out how something works is to take it apart.

REPRAIR SAVES THE PLANET

Earth has limited resources. Eventually we will run out.
The best way to be efficient is to reuse what we already have.

-

= kv | ENTROPY | St
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CFP: Open now! bsidesbelfast.org/speak/

Early Bird tickets: 11am Monday 26" May!

General ticket release: 14 July!

BOWMEY
\OSINESHEE

BELTAST

2029

BSides Belfast: 11" September!
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