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INTRO - A mystery!
Azure
Basics
In the weeds
Undocumented behaviour
Microsoft’s Position
Possible ways to abuse

Defence



LETS SOLVEA
MYSTERY




Home > Subscriptions >

Subscriptions « © GuestMakesSub
_ ‘ Subscription
4 Add [} Advanced options v [,0 Search X & [i] Cancel subscription & Rename > Change directory 2" Feedback
. L | - Overview ~ Essentials
Showing subscriptions in | ENGTTEE
directory. Don't see a subscription? Switch B Activity log Subscription 1D : b46f177a-e6d2-467d-8b8f-34bc3375713b Subscription name : GuestMakesSub
directories
i Access control GAMD Directory I My role - Owner
P Se.., I Subscriptions : Filtered (2 of 2) @ Tags Status . Active Plan © Azure Plan
My role == all X O - o Parent management group : IShouldNotMakeThis Secure Score : 21%
iagnose and solve problems
Status == all
o Q Security
Y Add filter £ Events Spending rate and forecast Costs by resour
25
Subscription name T, > Cost Management 20
15
GuestMakesSub oee > Billing ‘0
Subscription 1 0 > Settings :;
) Help 11708 1109 LAFALY IRFAR) 112 113 1114 1115
l Current cost
CA$21.39

Guest made subscription!



FAGTS ABOUT THE GASE

Entra ID account credentials leaked
to the dark web

Account is a guest B2B user in
tenant

Guest user had no

= group memberships
= directory roles

= RBAC roles

= permissions granted

Somehow guest made a
subscription?
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AZURE - BASIG



ENTHRAID

HR systems

000

COD

External identities

@]
-

Workload identities

SaaS apps

Cloud

infrastructure

Microsoft Entra ID

On-premises apps

From Microsoft’s Entra ID homepage

Active Directory

Devices


https://www.microsoft.com/en-gb/security/business/identity-access/microsoft-entra-id

ENTRAID
BASIGS

Entra ID Directory

*

Authenticate

T

Authorized Authorized Authorized

v v

Users / Guests Service Principals Devices



ENTRAILD
BASIG PRIVILEGES

|
Assigned

RBAC Roles Directory Roles App Roles

Service Principals

Assigned

RBAC Roles Directory Roles AP| Permission



ENTRAID
GROUPS

a O

Users / Guests Service Principals

— Member[f

Group
I

Assigned

L.

RBAC Roles Directory Roles App Roles APl Permission
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Contains
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AZURE RESOURGES - | o | comane—
BASIGS Management Group Entra ID Directory

Contains

b

Subscription

Contains

%)

Resource Groups

]
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VMs Databases Network Resource
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AZURE RESOURGES
RBAG ROLES

Built-in role

Description

Contributor

Grants full access to manage all resources, but does not allow you to assign roles
in Azure RBAC, manage assignments in Azure Blueprints, or share image galleries.

Owner

Grants full access to manage all resources, including the ability to assign roles in
Azure RBAC.

Reservations Administrator

Lets one read and manage all the reservations in a tenant

Role Based Access Control Administrator

Manage access to Azure resources by assigning roles using Azure RBAC. This role
does not allow you to manage access using other ways, such as Azure Policy.

User Access Administrator

Lets you manage user access to Azure resources.

Reader

View all resources, but does not allow you to make any changes.

Source: https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles


https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#contributor
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#owner
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#reservations-administrator
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#role-based-access-control-administrator
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles/privileged#user-access-administrator

AZURE - INTO THE WEEDS



ENTHA “] H Resource
B2B GUESTS

Tenant

: :
L— Federates ————)p

: s
,

”

|
|
| L7
| , Entra ID Directory

Microsoft Account Entra ID Directory

Authorizes

= Guests have very little
default privilege: source
docs

User : Guest


https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions

Home > Users

‘o. Simon Guest

User

AN T

O Search X & f Edit properties '_I-_II Delete () Refresh Q_ Reset password (O Revoke sessions (97 Manage view ,Q? Got feedback?

Overview Monitoring Properties

Audit logs

© MO pe

Sign-in logs Basic info

Diagnose and solve problems

A %

Custom security attributes

Simon Guest

smaxwetstewor [

Guest

, Assigned roles

Pe

Administrative units

Groups . g . :
User principal name smaxwelistewa [N >  Group memberships 0

Applications

-

Object 1D 9dccdcbd-cd48-4531-a38a-6647ebe78cd7 ([N o _
* - Applications 0
w Licenses :
Created date time Nov 7, 2024, 9:13 AM
LJ Devices Assigned roles 0
User type Guest
Azure role assignments . . .
J Identities MicrosoftAccount Assigned licenses 0
@ Authentication methods
2 New support request My Feed
()  Account status & Sign-ins () B2Binvitation
.
“ © Enabled Last interactive sign-in: Nov 13, 2024, 4:.07 PM “ Invitation state: Accepted

Last non-interactive sign-in: Nov 13, 2024, 7.47 PM

Edit See all sign-ins Reset redemption status

. B2B collaboration
“ Current user is external

Convert to internal user



ALEDS WELL
UNDERSTOOD FEATURE




BILLING
AGREEMENTS

= Two ways to be billed for direct

agreements

= EA is legacy

= MCA is replacement

Source: MCA docs, EA docs

Enterprise
Agreement

=)

EA Enrollement

Optionally Contains

&

Department

Contains

v

C

Account

Contains

v

-

-

Subscription

Microsoft Customer
Agreement

=)

Billing Account

Contains

v

Billing Profile

Contains

v

Invoice Section

Contains

v

-

-

Subscription


https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-microsoft-customer-agreement
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-enterprise-agreement

Mc A Owner
Contributor =—3Jp ~— Creator
BILLING HULES o
Billing Account

Contains

v

Owner
— Assigned —p» Contributor Creator
Reader
User Billing Role Billing Profile
Contains
Owner —
Contributor )  Creator

Reader

Manager ﬁ

Invoice Section
|

Contains

v
=

L

Subscription

Creator ——->p



Administrator
EA Reader —> | - Creator
BILLING HULES EA Enrollement

I
Optionally Contains

Administator
Reader ) @)

Billing Role Department

Contains

\ = Creator

Account

Contains

Subscription



EAVISUALIZED BY MICROSOFT

Microsoft Entra EA Roles
Microsoft Entra roles/RBAC Azure EA Enterprise
tenant Enrollment Administrator
: H ;
Azure RBAC Y
Management EA Degartment Department
Groups Asure (optional) Adminfstrator
¢ b RBAC : ;
. _’ > Owner \J
W - - == EA Account
Subscriptions » b e — - N Owner Account Owner

Resource
Groups

Source: microsoft.com

Resources ' . . .


http://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/design-area/azure-billing-enterprise-agreement

BILLING ROLES

= Billing account owner

=A: = Billing account contributor
= Enterprise Administrator — Billing account reader

— Enterprise Administrator (read only) = Billing profile owner

— Department Administrator = Billing profile reader

— Department Administrator (read only) = Invoice manager

= Account Owner = |nvoice section owner
= |nvoice section contributor
= |nvoice section reader

= Azure subscription creator



AZURE - UNDOGUMENTED BERAVIOUR



BILLING ROLES ARE
WEIRD!




GROSS-TENANT BILLING PRIVILEGES

Home Resource
Tenant § Tenant

| :
L— Federates =+ >
| :
!
!
!

Entra ID Directory

Authorizes

a

Guest

L

Subscription Billing Role Subscription

Create 0 >




HOME TENANT

Home > Subscriptions >

Subscriptions « Create a subscription

Default Directory

-+ Add Manage Policies - ,C')? Feedback

Global administrators can manage all

subscriptions in this list by updating their Basics Advanced Budget Tags Review + create
policy setting here.

View list of subscriptions for which you have Subscription directory _ Industries _

role-based access control (RBAC) permissions

to manage Azure resources. To view Management group O Root manaaement aroun

subscriptions for which you have billing

access, click here 0 Cannot specify management group since target subscription directory is different than the current directory.
Showing subscriptions in Default Directory
directory. Don't see a subscription? Switch

directories Subscription owner O I

£ Se... Subscriptions : Filtered (2 of 2)

My role == all
Status == all

*o Add filter

Subscription name T

Azure subscription 1

Normal Sub



Microsoft Account Entra ID Directory

Authenticates

I
! .
L— Federates =
| :
I
I
I

Resource
Tenant

D

Entra ID Directory

Authorizes

a

Guest

Assigned

&

RBAC Role

Owner

Subscription



Home > Subscriptions >

Subscriptions «
I

4 Add [ Advanced options v

Showing subscriptions in [ ENEGTEE

directory. Don't see a subscription? Switch
directories

O Se... I Subscriptions : Filtered (2 of 2)
My role == all
Status == all

Y Add filter

Subscription name T,

GuestMakesSub AL

Subscription 1 “os

RESOURGE TENANT

o GuestMakesSub

Subscription

£ Search

- Overview

B Activity log

Ao Access control (IAM)

@ Tags

2. Diagnose and solve problems
Q Security

Events

Cost Management

Billing
Settings

VNV N

Help

«

@] Cancel subscription / Rename —2> Change directory }3? Feedback

~ Essentials
Subscription 1D : b46f177a-e6d2-467d-8b8f-34bc3375713b Subscription name : GuestMakesSub
Directory . Il ndusties (N My role . Owner
Status . Active Plan : Azure Plan
Parent management group : IShouldNotMakeThis Secure Score : 27%
Spending rate and forecast Costs by r
25
20
15
10
"
0
11/08 11/09 1/10 "M 112 1/13 11/14 11/1%

I Current cost
CA$21.39



WHAT WAS MIGROSOFT'S
VIEW OF ThIS?




MIGROSOFT°S POSITION

= Confirmed this behaviour was intended as a feature

= No controls exist, at time of meeting, to prevent guests using billing role privilege
across tenant.”

= Not a vulnerability as subscriptions are a security boundary in Azure

*This was updated and Microsoft now proposes controls. We will cover at the end.



GAN GUEST MADE SUBSGRIPTIONS BE ABUSED?



UNIQUE
PRIVILEGE MODEL

= Guest only has
access to their
subscription...
and it’s empty :(

5

Entra ID Directory

Authorizes

Guest

Assigned

|

o

RBAC Role

Owner

!

L

Subscription

Authenticates +
Authorizes

Internal User

Assiined

o>

RBAC Role

Owner

'

b

Subscription



GOMPLETELY
FAILED ATTEMPTS



BILLING ATTACK?
NO!

= Who ends up paying for this new subscription?
= Guests billing account gets billed for subscription and all resources created inside of it

= No way to use this for guests to offload costs



ﬁldPSGHIPTIUN TOSUBSGRIPTION?

= Subscriptions purpose is
to be logical containers!

= Worst attacker can do:
request one subscription
transferred to guest
controlled one

Guest

= Can i have plz? =P

D D,
L

Subscription Subscription



ENUMERATE THINGS
GUESTS NORMALLY GAN'T!



Home

Subscriptions > GuestSub2

Subscriptions

Add Manage Policies

Showing subscriptions in | EGENGEG

directory. Don't see a subscription? Switch

directories
A Se.. Subscriptions : Filtered (3 of 3)
My role == all
Status == all
7 Add filter

%
<_.

simon [ ~ 1$ az ad us

‘. A B I A

Subscription name T}

GuestSub?2 2o
Subscription 1
GuestMakesSub

. T ~
Switch to PowerShell \_ Restart G

.-.(\ R - ‘:“ ' e W — (\ \.

1TSS e Vi

er list ——q

|

GuestSub?2 | Access control (IAM)

Subscription

‘ A~ Search ’

2
|

Manage files

[ 1€

Overview

Activity log

Access control (IAM)

Tags

Diagnose and solve problems
Secunty

Resource visualizer

Events

Cost Management
Billing
Settings
Programmatic deployment
! Billing properties
Resource groups
S5 Resources
Preview features
—= Usage + quotas
2 Policies
QQ_ My permissions
v— Resource providers

mm Deployments

| S [, W S . mand_abdoa ol .

.7 New session

U /t I QLU LUl .

Z Editor

Add ~ ¥ Download role assignments

L M-’ul:iuula\-o'su AW I e

Number of role assignments for this subscription

1 4000

w\-n'] udd'v-o-'

Edit columns C Refresh

L S R N &

Privileged (0

View assignments

‘ A Search by name or email Type : All
All (9) Job function roles (4) Privileged administrator roles (5)
Name T Type T Role T
N Owner (1)
Simon Guest
SG . . . User Owner
N Reader (2)
N H onnector Sorvi S
g e74d91_ ervice principa Reader
N --connector Serv N
27 315482 2 ervice principa Reader
N AcrDelete (1)
‘ Darth Maul U AcrDel
Darth.Maul (U croelete

' Key Vault Reader (1)

b I onnector
27 e74d91d3 i

N User Access Administrator (4)

Service principal

‘ Darth Maul U
Darth.Mau|(UENS—

: o : 2
Cb Web preview 25 Settings  (?) Help VvV

uery "[].{displayName:displayName, userPrincipalName:userPrincipalName}"

Key Vault Reader

User Access Administrator

Role : All

,’-? Feedback

Scope : All scopes

Scope T

Management group (l--

Management group (I--

Management group (l--

Management group (I--

State : All

State TU

Active permanent

Active permanent

Active permanent

Active permanent

Active permanent

Active permanent

End time : All

End time TU

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Gi




|

Entra ID Directory Authenticates +

Authorizes

ENUMERATION? KINDA

= Turns out we can list the root
management group admins that
our subscription belongs to!

Authorizes

° Guest nternal user
= There is a control to prevent neernalt
thiSooo
Assiined Assiined

£33 External Identities | External collaboration settings

I
A Search X« E Save X Discard
o Overview a Email one-time passcode for guests has been moved to All Identity Providers. — RBAC Role RBAC Role
B3 Cross-tenant access settings ‘
42 All identity providers Oriar Admin
Guest user access
£0: External collaboration settings
Guest user access restrictions (1)
/< Diagnose and solve problems Learn more
> Self-service sign up O Guest users have the same access as members (most inclusive) —_— &~ Contains — ﬁ
> Subscriptions O Guest users have limited access to properties and memberships of directory objects L
@ Guest user access is restricted to properties and memberships of their own directory objects (most restrictive) Subscription Root Management Group

> Lifecycle management



AZURE POLICY




Home > Policy | Assignments >

Assign policy

POLIGY? KINDA

Basics Parameters Remediation Non-compliance messages Review + create
Scope
Scope * GuestMakesSub |.

Exclusions

Resource selectors (Expand)

Basics

Policy definition *

Overrides (Expand)

Assignment name * (O

Description

Policy enforcement (O

Learn more about setting the scope (3

GuestMakesSub/GUESTMADE_group I.

Using resource selectors, you can further refine this assignment’s applicability by targeting specific subse
of resources. Expand to learn more.

, GuestsCompliance I.

Using overrides, you can change the effects or referenced versions of definitions for all or a subset of
resources evaluated by this assignment. Expand to learn more.

GuestsCompliance

Q Enabled

Available Definitions

Search

Policy name 1|

Microsoft Managed Control 1158 - Security Auth...
Bot Service should have local authentication met...

Review cloud service provider's compliance with ...

Enable logging by category group for microsoftw..,

APl Management should have username and pas...

Establish usage restrictions for mobile code techn..,

Deploy export to Log Analytics workspace for Mic...

Microsoft Managed Control 1407 - Maintenance ...
Keys using elliptic curve cryptography should hav...
Azure Application Gateway should be deployed w...
Secure the interface to external systems

Observe and report security weaknesses

Container registries should have repository scope...
SQL databases should have vulnerability findings ...

[Preview): Prevents init containers from being ran ...

Policy type : All policy types

Latest version (... Tl

1.00
1.00
1.10
1.00
1.0
110
410
1.00
101
1.00
110
1.10
1.00
410

1.0.0-preview

Category : All categories

Category 1.

Regulatory Compli...

Bot Service

Regulatory Compli...

Monitoring

APl Management

Regulatory Compli...

Security Center

Regulatory Compli...

Key Vault

Network

Regulatory Compli...

Regulatory Compli...

Container Registry
Security Center

Kubernetes

Type 1

Static

Builtin
Builtin
Builtin
Builtin
Builtin
Builtin
Static

Builtin
Builtin
Builtin
Builtin
Builtin
Builtin

Builtin



MANAGED IDENTITIES




\E3!

= Managed Ildentities are a way we can make Azure Resources that can authenticate
against the directory.

SUBSGRIPTION TO DIRECTORY?

= Can be user managed, or follow life cycle of resource

= |nserts Service Principal identity into directory

GuessMadeManagedIldentity | Overview =

Managed Identity

5 Search ¢

. Overview

ﬁ Activity log

A Access control (IAM)

& Tags

. Azure role assignments

1ii Associated resources (preview)
v Settings

ﬁ Federated credentials

<

@ Delete

~ Essentials

Resource group
Location
Subscription

Subscription ID

: QUESTMADE group
. East US
: GuestMakesSub

: b46f177a-e6d2-467d-8b8f-34bc3375713b

Type
Client ID

Object (principal) ID

. Microsoft. ManagedIidentity/userAssignedidentities
. e85d73b6-22ce-4a77-bd32-2347e9¢503b9
: 1¢98e37f-6115-409¢-afee-aSfaa7bfd2¢7

JSON View



PIVOT!

2

Entra ID Directory

Authorizes

a

Auth

Guest

Assigned

v
&( Assign

RBAC Role Service Principal
A

Create
Owner

Represented As

— Create

= i

Subscription Managed |dentity



DEEPEN PERSISTENGE

= We can use a well known technique of adding attacker controlled OIDC federated
credentials (source: @dirkjanm)

= Doing this allows us to deepen persistence; attacker controlled identity separate from
original guest

e GuessMadeManagedIdentity | Federated credentials

Managed Identity

S feder x| X .
‘ Federated credentials
V' Settings | L | | L | |
Configure an identity from an external OpenlD Connect Provider to get tokens as this managed identity to access Microsoft Entra ID protected services. Learn more about how to create an
p Federated credentials ﬁr identlt)’ ffOfn an external OpelﬂD

[ + Add Credential

1 of 20 configured

Name °

Issuer

Subject Identifier Delete


https://dirkjanm.io/persisting-with-federated-credentials-entra-apps-managed-identities/

PVOT!
PIVOT!

Q( Federates &

Entra ID Directory OIDC Provider
AN

Authorizes

Authorizes
Authenticates

Guest

Assiined

< Assign

RBAC Role Service Principal

Create T
Owner
l Represented As

— Create

L_

Subscription VM Managed Identity



GONDITIONAL AGGESS POLIGY



MORE DIREGTORY
SHENANIGANS!

= Device based abused :)

Home > Virtual machines > Create a virtual machine »

Install an Extension

£ Azure AD based Windows Login

A Azure AD based Windows
" Login
Microsoft Corp.

This extension configures your
Windows VM for Azure AD based login.



PORTAL VIEW

Home > _l Devices > Devices

1) Devices | All devices
_Microsof‘t Entra ID

© Overview

[} All devices

> Manage
> Activity

> Troubleshooting + Support

\L Download devices O Refresh @3 Manage view

v/ Enable

S0 GUEST

5 devices found

Enabled

@ Yes

@ Yes

@ Yes

@ Yes

@ Yes

0S

Windows

Windows

Windows

Windows

Windows

O Disable [l

X | Y Add filters
Version Join type
10.0.19045.5131 Microsoft Entra joined
10.0.19045.5131 Microsoft Entra joined
10.0.19045.5247 Microsoft Entra joined
10.0.19045.5131 Microsoft Entra joined
10.0.19045.5131 Microsoft Entra joined

elete 98 Manage

@ Preview features

Owner

None

None

None

None

None

}5\—" Got feedback?

MDM

None

None

None

None

None

Security settings m...

N/A

N/A

N/A

N/A

N/A

Compliant

N/A

N/A

N/A

N/A

N/A

Registered 1|

11/29/2024, 1:56 P

11/12/2024, 6:49 P

11/25/2024, 9:28 £

11/18/2024, 4:41 P

11/19/2024, 11:58



Administrator: Command Prompt

Microsoft Windows [Version 10.0.19045.5131]
(c) Microsoft Corporation. All rights reserved.

C:\Users\guestguest>dsregcmd /status

AzureAdJoined
Enterpriseloined
DomainJoined
Device Name

Deviceld

Thumbprint
DeviceCertificateValidity
KeyContainerld
KeyProvider

TpmProtected
DeviceAuthStatus

NO
NO
GuestVM

82c97869-d9cc-4cce-84a8-e50e1884c27c
©3BOFDFE21FF89FD96922D4218B48B53D70294E20

| 2024-11-18 23:06:09.000 UTC -- 2034-11-18 23:36:09.000 UTC |
8abb823a-6a9b-42ca-980e-c35a%9ebec21b

Microsoft Software Key Storage Provider

NO

SUCCESS




WHAT'S THE SIGNIFIGANGE?

= “Devices (endpoints) are a crucial part of Microsoft’s Zero Trust concept. Devices can
be Registered, Joined, or Hybrid Joined to Azure AD.

Conditional Access uses the device information as one of the decisions criteria to allow
or block access to services.”

https://aadinternals.com/post/devices/
Dr. Nestori Syynimaa aka @DrAzureAD


https://aadinternals.com/post/devices/

DYNAMIC DEVIGE GROUPS

= Potential security risk: devices can be members of dynamic groups

= Similar concept as known dynamic group abuse for users.

= For instance, the target organization may have setup conditional access based on
dynamic groups like “Windows Workstations”, “VPN Machines” etc.

Example: (device.displayName -startsWith “AVD”)


https://www.mnemonic.io/resources/blog/abusing-dynamic-groups-in-azure-ad-for-privilege-escalation/

STEALING DEVIGE IDENTITIES!

PS C:\Users\guestguest> Export-AADIntLocalDeviceTransportKey

WARNING: Running as LOCAL SYSTEM. You MUST restart PowerShell to restore GuestInsecureVM\gues

“Stealing (and faking) deVice ;gagfsagzr:igu:;(z;:é:g>tgi§>c592aac-d4+"r’-45b2-9b4d-c:‘SBded41325_tk.perr.
identities allows threat actors to
access the target tenant using the Directory: C:\Users\guestguest
identity of the stolen or faked
device. This may allow evading ; -asthriteTine S
device based Conditional Access e . e
(CA) policies, as the compliance of 11/22/2024 ’ AADINnternals-master

o o o 11/19/2024 M Contacts
the device Is assessed against the 11/21/2024 s Desktop
original device.” 11/19/2024 pounload:

Favorites

Links

Music

OneDrive

Pictures

Saved Games

Searches

Videos
2524 3c592aac-d4++-45b2-9b4d-c+50dedd41325.pfx
1708 3c592aac-d4++-45b2-9b4d-cf50ded41325 tk.pem

1846300 master.zip

11/19/2024
11/19/2024

https://aadinternals.com/post/ 11/19/2024
deviceidentity/ e

11/19/2024
11/19/2024
11/19/2024
11/22/2024
11/22/2024
11/22/2024

9:
9:
7 &
7 it
7:
7 4
7:
7:
7 i-
7:
7=

BB PR R EEEEEEREE R

. - - - . - . - - . . .
. . . . . . . . . . . .
- - - -2 -0 -l -2 - - - Y - Y -

=

t

U

e\‘

t



https://aadinternals.com/post/deviceidentity/
https://aadinternals.com/post/deviceidentity/

BEST DEFENGE




S10P ROOT GAUSE!

= TBD if this works in all
cases, some evidence this
now works for MCA
accounts

Subscriptions | Manage policies
,0? Feedback

Configure policy settings for Azure subscription operations.

Subscription leaving Microsoft Entra tenant:

This policy controls if users can change the Microsoft Entra tenant of Azure subscriptions from this tenant to a different one. Learn more '

@ Allow everyone (default)

O Permit no one

Subscription entering Microsoft Entra tenant:

This policy controls if users can bring Azure subscriptions from a different Microsoft Entra tenant into this tenant. Learn more

@ Allow everyone (default)

O Permit no one

Exempted Users

These are special users who can bypass the policy definitions and will always be able to take subscriptions out of this Microsoft Entra ID directory or bring subscriptions into this one.

Search user name or email: Search by name or email address v




GONTROL!

= Can stop unwanted
enumeration attacks

= Generally make guests have
as least privilege as possible

Home > External ldentities

£33 External Identities | External collaboration settings

£ Search ¢

82 Overview

B3 Cross-tenant access settings
42 All identity providers

£0 External collaboration settings

/< Diagnose and solve problems

> Self-service sign up
> Subscriptions
> Lifecycle management

> Troubleshooting + Support

E] Save >< Discard

o Email one-time passcode for guests has been moved to All Identity Providers. —

Guest user access

Guest user access restrictions ()
Learn more

O Guest users have the same access as members (most inclusive)
O Guest users have limited access to properties and memberships of directory objects

@ Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Guest invite restrictions

Learn more

@ Anyone in the organization can invite guest users including guests and non-admins (most inclusive)
O Member users and users assigned to specific admin roles can invite guest users including guests with member permissions
O Only users assigned to specific admin roles can invite guest users

O No one in the organization can invite guest users including admins (most restrictive)

Enable guest self-service sign up via user flows (O

Learn more
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External user leave settings

Allow external users to remove themselves from your organization (recommended)

Learn more
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Collaboration restrictions

A, Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked.

@ Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)



BE AWARE!

GUEST AP PERMISSION PRISHING

Malicious collaborators could ask for a privileged API permission to be
assigned to a service principal

= RoleManagement.ReadWrite.Directory

Guests may have teams access, which threat actor could leverage...

= “Hey! plz unblock me friend :) just need an admin to grant this app API
permission”

= Attacker can nhame Managed ldentity: “NotSus HR”

In tenants where this kind of guest collaboration is somewhat routine,
ensure admins verify the provenance of all service principals they are
being asked to add privileges to



DEFENGE, DEFENGE, DEFENGE!

= Monitoring guest made subscriptions

= Review usage of broad dynamic device groups and conditional access policies of
devices

= Some alerts can pop up in Security Center
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