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Create basic Malware with AI?
Please create a keylogger for Windows in PowerShell  

☺ Parallel lines have so much in common. It’s a shame they’ll never meet.
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Some
a lot of
hand-holding 
required

☺ AI has no common sense… just like the people who trust it blindly. 

… but it is improving: Cursor, Codex (OpenAI), Windsurf, Claude Code,…
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Lowering the entry barrier?

Malware builder toolkit
Malware-as-a-service

1. Find an open LLM or pay for jailbreak

2. Basic knowledge about malware

3. Basic knowledge about development

4. Create malware *

* Cheaper to repeat once learned

1. Find a Hack forum or service 

2. Pay & get scammed ¯\_(ツ)_/¯ 

3. Pay again

4. Get malware

Generative AI
Hosted service

It already was, and still is, 
easy to generate malware

☺ Brains are great, I wish everyone had one 
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New malware samples have remained steady
ChatGPT

☺ If time is money are ATM's time machines? 
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1. Malware 
at infection

3. AI generates 
     new code

2. Prompt for function Code

4. Download, test & 
execute in memory

Poly- / Metamorphic

Each replication instance is different 
than the previous e.g. encrypted or 
fully rewritten, with same functionality
e.g. BlackMamba, LLMorph III, ChattyCaty

☺ The early bird might get the worm, but the second mouse gets the cheese. 
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Poly- / Metamorphic

Similar result as when using malware 
toolkits, modular malware or MaaS

Conclusion:
a) Noisy outbound traffic (or download)

b) Stub/Loader can be detected

c) Behavior & reputation detections

d) The 90’s called (e.g. V2Px)

☺ Team work is important; it helps to put the blame on someone else. 
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Agents, agents, agents,… (swarm)

Source: The Matrix reloaded: Warner Bros Pictures+ MCP Tools, A2A, ACP & Co.

☺ My software never has bugs; it just develops random features 
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Agentic is here (kind of)

Helpful bot
Image. Wall-E
Robocop

Why not give the AI agent a task?
• Find best strategy to achieve goal
• Self-learning what (not) to do
• Adapting behavior to context / environment

Agents can use browser & agent tools (e.g. MCP)
• e.g. Symantec’s spear phishing agent demo

• Project Mariner, Operator, Fellou agentic browser

• e.g. pentesting tools AIxCC, Google’s big sleep

☺ I don’t suffer from insanity; I enjoy every minute of it. 
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Let’s build our autonomous PoC
• Autonomous – reasoning AI to achieve prime directive
• Metamorphic – dynamic code generation
• Memory – keep track of the history
• Exfiltrate data through LLM requests
• Using PowerShell because easy to obfuscate

Test: Gemini 2.0 Flash
 GPT-4o
 Claude 3.7 Sonnet
 Sonar Reasoning Pro
 DeepSeek R1

☺ A clear conscience is usually the sign of a bad memory. 
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Autonomous Metamorphic Agent (PoC)

1. Get endgame 
     goal from C2
    or hard coded

• Execute initial loader on target
• Store all prompts encrypted in the Registry
• Check for proxies and local AI models

☺ What happens if you get scared half to death twice? 
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• Decode prompt & query public AI model
• API key + outbound POST could get blocked
• Downloading AI model locally, can be noisy

Autonomous Metamorphic Agent (PoC)

1. Get endgame 
     goal from C2
    or hard coded

3. AI generates 
     new command2. Send prompt to LLM

☺ I would tell you a UDP joke, but you might not get it. 
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Autonomous Metamorphic Agent (PoC)

1. Get endgame 
     goal from C2
    or hard coded

3. AI generates 
     new command2. Send prompt to LLM

4. Test and save

5. Command is executed and           
     result is sent back to AI

• Execute cmd in memory ~30% error rate
• Might send huge data blocks back (limit)
• Hard to know when to give up on a task

☺ My password is so secure even I don’t know it. 
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Autonomous Metamorphic Agent (PoC)

1. Get endgame 
     goal from C2
    or hard coded

3. AI generates 
     new command2. Send prompt to LLM

4. Test and save

5. Command is executed and           
     result is sent back to AI

Loop
6. Request web    
     resources as 
     exfiltration

7. Have LLM 
     recreate full 
     PoC code 
    (metamorph)

☺ If I agreed with you we’d both be wrong 
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Demo: Yutani Loop

1. Create a fileless persistence
2. Obfuscate the commandline
3. Find sensitive local data (wallet.txt)
4. Morph the prompt



© Wüest ‘25☺ I trained an AI to detect sarcasm. It said, “Oh wow, what a great idea.” 
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Key Takeaways from PoC

• Prompt engineering is important – hand-holding
• AI quickly tries to download external scripts
• Code quality was ~70% (temperature 0.2)
• AI models are getting better every month!

• Sometimes the result is too big to keep in history *
• Hard to verify if functionality is as requested
• Better to install/hijack local agentic framework 

• e.g. Responses AI (OpenAI), Manus, MCPs, A2A,…

• Similar benefits as modular APT’s like Regin

☺ 2 + 2 = 5 for extremely large values of 2! 



© Wüest ‘25

AI Powered
Attacks

Defense 
with AI

☺ I named my dog “5 Miles” so I can tell people I walk 5 miles every day. 



Conclusion
• AI can help to create malware  - but not single-click

• Most threats are AI-supported - not AI-powered

• Obfuscation with AI is easy – but has low benefit

• AI agents can automate attacks – but it has its limits *

• Indirect prompt injection and data poisoning increasing

• Traditional protection stack still works – if used correctly

☺ Artificial intelligence is no match for natural stupidity. © Wüest ‘25



My LinkedIn

Thank you
for your attention!

Candid Wüest
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