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What are homoglyphs?
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𝚊
1D68A

MATHEMATICAL 
MONOSPACE 
SMALL A

𝖺
1D5BA

MATHEMATICAL 
SF SMALL A

a
0061

LATIN SMALL 
LETTER A

𝐚
1D41A

MATHEMATICAL 
BOLD SMALL A

ɑ
0251

LATIN SMALL 
LETTER ALPHA



Homoglyphs
Characters that seem identical
but have different meanings



Homoglyphs
Characters that seem identical
but have different encodings
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 ⚠️not all homoglyphs are in the 
slides!



Past applications



URL attacks



(Boucher et al. May 2022)

URL attacks

Click here to reset your password: https://paypaļ.com



(Boucher et al. May 2022)

URL attacks

Click here to reset your password: https://xn--paypa-n6a.com/



Hiding information

(Boucher et al. May 2022)



Steganography
Hiding data in pιain sight
to avoid detection



“If the first ‘a’ is an ‘α’, trigger the exploit”



Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi ultricies quam quis 
est tempus maximus. Praesent bibendum tortor nec neque sagittis, ut mollis turpis 
fringilla. Vestibulum velit orci, malesuada sit amet odio et, varius imperdiet eros. 
Interdum et malesuada fames ac ante ipsum primis in faucibus. Aenean finibus 
diam sed venenatis ullamcorper. Mauris hendrerit ligula est, nec varius sem 
hendrerit in. Vestibulum ut lobortis elit, at lobortis risus.

“If the first ‘a’ is an ‘α’, trigger the exploit”



Homoglyphs: characters we can’t discern



AI-generated text detectors



Classifiers
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varius sem hendrerit in. Vestibulum ut lobortis 
elit, at lobortis risus.
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“embedding”
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Perplėxity-based detectors



How do LLMs 
work?
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As a hobby, I like to collectbooks

AI-generated



As a hobby, I like to collectbracelets

Human-written
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As a hobby, I like to collect
books

bracelets
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As a hobby, I like to collect
books  ⬇️perplexity

bracelets  ⬆️perplexity

 ⬆️probability

 ⬇️probability



As a hobby, I like to collect
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AI-generated

human-written



Repeat for the whole text  👉🏻
prediction



Watermarks



OpenAI has built a
text watermarking
method to detect
ChatGPT-written
content

COMPANY HAS MULLED ITS
RELEASE OVER THE PAST YEAR

OpenAI has the tech to watermark
ChatGPT text—it just won’t release it

Some say watermarking is the responsible thing to do…

OpenAI sitting on tool to
watermark AI-generated content
The company has yet to release it, because it fears losing users

(Jowi Morales 2024, Samuel Axon 2024, Jacob Wulff Wold 2024)
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As a hobby, I like to collectplants

Watermarked



Repeat for all of the words that we 
write



If a lot of words follow the rule  AI-👉🏻
generated



* side 
note



Detection of AI-generated texts: different techniques



Homoglyph-based attacks
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Homoglyph-based attacks: text becomes unrecognizable



Technical analysis



Classifiers



(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)
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Perplexity-based detectors



As a hobby, I like to collectbooks
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“Pick the N-th word. N is the number of letters in the previous 
word.”



As a hobb�, I l�ke to c�llect plants
5
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Doesn’t follow the rule  human-👉🏻
written



Different mechanisms of action – all exploit “confusion”



Effectiveness



Experimental approach



(Creo, Pudasaini 2024)



Results



(Creo, Pudasaini 2024)
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(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)



Highly effective, renders all detectors ineffective



Implications



Twitter 
bots



Academic 
misconduct



Fraud, social 
engineering



Identity 
theft



Fake news, loss of trust in 
media



Lower access barrier: increased risk
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Input constraints



AI-generated
text detector



Homoglyph
attack detector

AI-generated
text detector



Gemma is a family of 
lightweight, state-of-
the-art open models 
from Google…

Human text

Homoglyph
attack detector

AI-generated
text detector

🚨

🔍



Dr. Capy Cosmos, a 
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Dr. Capy Cosmos, a 
capybara unlike any 
other, astounded the 
scientific 
community…

AI text

Dr. Capу Cosmos, a 
caрybаra unlіkе any 
other, astounded the 
scientific 
community…

AI text (attacked)

Gemma is a family of 
lightweight, state-of-
the-art open models 
from Google…

Human text

Homoglyph
attack detector

AI-generated
text detector

🚨

🚨
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Maybe not 
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(Feng et al. 2024)



Maybe not 
enough…

(Feng et al. 2024)



Maybe not 
enough…

🚨
False positive

(Feng et al. 2024)



We need to get 
smarter



Rule-based 
approach

Percentage of words that mix homoglyphs

(Feng et al. 2024)



Rule-based 
approach

✅
All good

(Feng et al. 2024)
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(Eberhard et al. 2022)
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What else can we 
do?



What else can we 
do?
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Idea 1: Tokenization



(Creo, Pudasaini 2024)
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(Creo, Pudasaini 2024)
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Unknown



(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)

20 35



(Creo, Pudasaini 2024)

20 35

Ratio: 1.5
🚨



Idea 2: Perρlexity





(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)

not attacked

attacked



(Creo, Pudasaini 2024)



(Creo, Pudasaini 2024)

Perplexity values are not enough
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Perplexity values are not enough



(Creo, Pudasaini 2024)

Normalize

Perplexity values are not enough



(Creo, Pudasaini 2024)

Ratio: 1.3

Perplexity ratios are enough



Ratio: 1.3

We the People of the 
United States, in 
Order to form a more 
perfect Union, 
establish Justice, 
insure domestic 
Tranquility…

US Constitution

1
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Tokenization or Perplexity?



Tokenization



Perplexitγ



Perfect

Random

RO
C 

AU
C 

(M
an

da
rin

)



Does this extend to other 
languages?
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Work to do is on us – let’s keep innovating!



Bingo!
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Homoglyphs: characters we can’t discern

Detection of AI-generated texts: different techniques

Homoglyph-based attacks: text becomes unrecognizable

Different mechanisms of action – all exploit “confusion”

Highly effective, renders all detectors ineffective

Lower access barrier: increased risk

Some safeguards we can try

Work to do is on us – let’s keep innovating!



https://forms.gle/JzkJTLGNNiCAt4h99

*get the bibliography & connect!

Work to do is on us – let’s keep innovating!
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