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What are homoglyphs?












0

0251

LATIN SMALL
LETTER ALPHA

d

1D68A

MATHEMATICAL
MONOSPACE
SMALL A

da

1D5BA

MATHEMATICAL
SF SMALL A

d

1D41A

MATHEMATICAL
BOLD SMALL A




Homoqlyphs

Characters that seem identical
but have different meanings



Homoqlyphs

Characters that seem identical
but have different encodings
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/\ not all homoglyphs are in the
slides!



Past applications



URL attacks



URL attacks

(Boucher et al. May 2022)

Click here to reset your password: https://paypal.com




URL attacks

(Boucher et al. May 2022)

Click here to reset your password: https://xn--paypa-néa.com/




Hiding information



Steganography

Hiding data in plain sight
to avoid detection



“If the first ‘@’ is an ‘d’, trigger the exploit”




“If the first ‘@’ is an ‘d’, trigger the exploit”

Lorem ipsum dolor sﬁ“amet, consectetur adipiscing elit. Morbi ultricies quam quis
est tempus maximus. Praesent bibendum tortor nec neque sagittis, ut mollis turpis
fringilla. Vestibulum velit orci, malesuada sit amet odio et, varius imperdiet eros.
Interdum et malesuada fames ac ante ipsum primis in faucibus. Aenean finibus

diam sed venenatis ullamcorper. Mauris hendrerit ligula est, nec varius sem
hendrerit in. Vestibulum ut lobortis elit, at lobortis risus.




Homoglyphs: characters we can’t discern




Al-generated text detectors



Classifiers



Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut lobortis
elit, at lobortis risus.




Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut
lobortis elit, at lobortis risus.




(Creo, Pudasaini 2024)

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut
lobortis elit, at lobortis risus.

y

“embedding”
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Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut
lobortis elit, at lobortis risus.

y
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(Creo, Pudasaini 2024)

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut
lobortis elit, at lobortis risus.
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Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Morbi ultricies quam quis est
tempus maximus. Praesent bibendum tortor
nec neque sagittis, ut mollis turpis fringilla.
Vestibulum velit orci, malesuada sit amet odio
et, varius imperdiet eros. Interdum et
malesuada fames ac ante ipsum primis in
faucibus. Aenean finibus diam sed venenatis
ullamcorper. Mauris hendrerit ligula est, nec
varius sem hendrerit in. Vestibulum ut
lobortis elit, at lobortis risus.
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Perplexity-based detectors



How do LLMs
work?



As a hobby, I like to collect
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As a hobby, I like to collectbooks

Al-generated



As a hobby, I like to collectbracelets



: thing |
As a hobby, I like to collect
books [N
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coins [ NN
postcards | Gz
shells | Gz

plants ||l

bracelets

fossils ||}

0.01%
" watches [}

0 5 10 15 20 25 30



books probability

bracelets

As a hobby, I like to collect




books probability perplexity
bracelets probability perplexity

As a hobby, I like to collect




books probability perplexity
bracelets probability perplexity

As a hobby, I like to collect




Repeat for the whole text
prediction



Watermarks



OpenAl has built a
text watermarking
method to detect
ChatGPT-written
content

COMPANY HAS MULLED ITS
RELEASE OVER THE PAST YEAR

(Jowi Morales 2024, Samuel Axon 2024, Jacob Wulff Wold 2024)

OpenAl has the tech to watermark
ChatGPT text—it just won't release it

| fome say watermarking is the responsible thing to do... |

-

penAl sitting on tool to
atermark Al-generated content

e company has yet to release it, because it fears losing users]




As a hobby, I like to collect

things |
books [ NG
stamps [ NG
coins [ NG
postcards | Gz
shells || IEGTH
plants ||l
fossils ||}

watches .

0 5 10 15 20 25 30

35



“Pick the N-th word. N is the number of letters in the previous
word”



“Pick the N-th word. N is the number of letters in the previous
word”

As a hobby, I like to collect

7 letters



As a hobby, I like to collect
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: thing |
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As a hobby, T like to collectplants

Watermarked



Repeat for all of the words that we
write



If a lot of words follow the rule % Al-
generated



* side
note



Detection of Al-generated texts: different techniques




Homoglyph-based attacks



Dem



Homoglyph-based attacks: text becomes unrecognizable




Technical analysis



Classifiers



(Creo, Pudasaini 2024)
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Perplexity-based detectors



As a hobby, I like to collectbooks

Al-generated
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As a hobb@, I |l@ke to c@|ldube@ks
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As a hobb@, I |l@ke to c@|ldube@ks



Watermarks



As a hobby, I like to collect plants



As a hobb@, I |l@ke to c@llect plants



“Pick the N-th word. N is the number of letters in the previous
word.”



As a hobb@, I |l@ke to c@llect plants



things [ NG
As a hobbe, I |[@ke to c@llect
books [ NG
stamps [ NG

coins | NN
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plants ||l
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Doesn't follow the rule » human-
written



Different mechanisms of action - all exploit “confusion”




Effectiveness



Experimental approach



1,000 Human » ) ( ) .
1,000 Al >'>[ Original Datasets ) > >[ Baseline Results ]
[ ) [ Binoculars ]
[ “I love cats” ]
[ DetectGPT ]
[ 1 Y
5% 10% 15% 20% Greedy [ Fast-DetectGPT ] Our Results
v 3
[ Ghostbuster ]
[ “I love cats” ]
L J
[ Attacked Datasets } [ [ Watermark ] >[ Attacked Results ]

(Creo, Pudasaini 2024)



Results
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(Creo, Pudasaini 2024)
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(Creo, Pudasaini 2024)

Dataset

Detector | Original | 5% 10% 15% | 20% | Greedy




(Creo, Pudasaini 2024)

Dataset Detector

Original

5%

10%

15%

20%

Greedy

ArguGPT

Binoculars

CHEAT DetectGPT

Fast-DetectGPT

Ghostbuster

OpenAl

ArguGPT

Binoculars

DetectGPT

essay Fast-DetectGPT

Ghostbuster

OpenAl

ArguGPT

Binoculars

DetectGPT
reuter

Fast-DetectGPT

Ghostbuster

OpenAI

ArguGPT

Binoculars

DetectGPT

Writing prompts Fast-DetectGPT

Ghostbuster

OpenAl

realnewslike Watermark

Average

0.64

Standard deviation

0.36
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Dataset Detector

Original

5%

10%

15%

20%

Greedy

ArguGPT

Binoculars

DetectGPT

CHEAT Fast-DetectGPT

Ghostbuster

OpenAl

ArguGPT

Binoculars

DetectGPT

essay Fast-DetectGPT

Ghostbuster

OpenAl

ArguGPT

Binoculars

DetectGPT

FEUIer I Fast-DetectGPT

Ghostbuster

OpenAl

ArguGPT

Binoculars

DetectGPT

writing prompis Fast-DetectGPT

Ghostbuster

OpenAl

realnewslike Watermark

Average

0.64

0.17

0.1

0.05

0.01

-0.01

Standard deviation

0.36

0.21

0.19

0.11

0.05

0.08




Highly effective, renders all detectors ineffective




Implications



Twitter
bots



Academic
misconduct



Fraud, social
engineering



Identity
theft



Fake news, loss of trust in
media



Lower access barrier: increased risk




Safeguards



IS

Safequards

s



Input constraints



Al-generated

text detector




Homoglyph Al-generated

attack detector text detector




Gemma is a family of
lightweight,_state-of-

the-art op@dels
from Googl€:?

Homoglyph Al-generated

attack detector text detector




Gemma is a family of
lightweight, state-of-

the-art open models
from Google...

Dr. Capy Cosmos, a
capybara unlike any

other, astounded the
scientific

community...

Homoglyph .

attack detector

Al-generated
text detector




Human text

Gemma is a family of
lightweight, state-of-

the-art open models
from Google...

Al text

Dr. Capy Cosmos, a
capybara unlike any

other, astounded the
scientific
community...

Al text (attacked)

Dr Ca ICosmos a
ira unI k any

other astounded the
scientific
community...

attack detector

Al-generated

text detector




Maybe not
enough...



(Feng et al. 2024)

Maybe not
enough...

Specifically, considering that LL.Ms utilize decoder-only structures, the distribution for the i-th token
at the final layer L, denoted as pF, depends on the past 4 tokens. This represents the probability of
any token in the vocabulary becoming the (¢ + 1)-th token. The distribution difference between
the target token and the alternative token, pX(w;) — p¥(w,), can be attributed to the cumulative
contribution of the first i tokens. Similarly, p> ; (w;) — pF ; (w,) reflects the collective contribution
of the initial 7 — 1 tokens.
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Maybe not
enough...

Specifically, considering that LL.Ms utilize decoder-only structures, the distribution for the ¢-th token
at the final layer L, denoted as pF, depends on the past 4 tokens. This represents the probability of
any token in the vocabulary becoming the (¢ + 1)-th token. The distribution difference between
the target token and the alternative token, p¥(w;) — p¥(w,), can be attributed to the cumulative
contribution of the first i tokens. Similarly, pZ ; (w;) — pE ; (w,) reflects the collective contribution
of the initial 2 — 1 tokens.



(Feng et al. 2024)

Maybe not
enough...

Specifically, considering that LL.Ms utilize decoder-only structures, the distribution for the ¢-th token
at the final layer L, denoted as pF, depends on the past 4 tokens. This represents the probability of
any token in the vocabulary becoming the (¢ + 1)-th token. The distribution difference between
the target token and the alternative token, p¥(w;) — p¥(w,), can be attributed to the cumulative
contribution of the first i tokens. Similarly, pZ ; (w;) — pE ; (w,) reflects the collective contribution
of the initial 2 — 1 tokens.

&

False positive




We need to get
smarter



(Feng et al. 2024)

Rule-based
approach

Specifically, considering that LL.Ms utilize decoder-only structures, the distribution for the ¢-th token
at the final layer L, denoted as pF, depends on the past 4 tokens. This represents the probability of
any token in the vocabulary becoming the (¢ + 1)-th token. The distribution difference between
the target token and the alternative token, p¥(w;) — p¥(w,), can be attributed to the cumulative
contribution of the first i tokens. Similarly, pZ ; (w;) — pE ; (w,) reflects the collective contribution
of the initial 2 — 1 tokens.

Percentage of words that mix homoglyphs




(Feng et al. 2024)

Rule-based
approach

Specifically, considering that LL.Ms utilize decoder-only structures, the distribution for the ¢-th token
at the final layer L, denoted as pF, depends on the past 4 tokens. This represents the probability of
any token in the vocabulary becoming the (¢ + 1)-th token. The distribution difference between
the target token and the alternative token, p¥(w;) — p¥(w,), can be attributed to the cumulative
contribution of the first i tokens. Similarly, pZ ; (w;) — pE ; (w,) reflects the collective contribution
of the initial 2 — 1 tokens.

All good




ROC AUC (English)

Random

1.00

Attack type
Bl Maive
BN Rules



(Eberhard et al. 2022)

Number of speakers per language in the world

English

M First language M Second language



ROC AUC (Mandarin)

Perfect

Random

0.6l

Attack type
Bl Maive
BN Rules



What else can we
do?



What else can we
do?

2 ideas




Idea 1: Tokenization



(Creo, Pudasaini 2024)

Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. ..

~

Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. . .
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Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. ..

Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community

with his groundbreaking research. . .
\

r

tokenize

+

rewrite

tokenize

Nl,

[9023, 13, 8171, 88, 84524, 11,
264, 2107, 88, 25062, 20426, 904,
1023, 11, 12025, 13382, 279, 12624,
4029, 449, 813, 64955, 3495, 304,
12025, 22761, 17688, 13, 3161, 813,

27989, . .. ]
i}

Prediction: Al

[9023, 13, 8171, 88, 84524, 11,
264, 2107, 3865, 25062, 20426,
459, 3865, 8008, 123, 700, 11,
12025, 28654, 37153, 279, 12624,
4029, 449, 813, 5015, 1347, 1532,
587, 27385, 983, 3495, 304, 23112,
28654, 42305, 27385, 4942, 13,
3161, 305, 27385, 82, 27989, . .. ]

1

Prediction: Human
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Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. . .

ite

tokenize

+

[9023, 13, 8171, 88, 84524, 11,
264, 2107, 3865, 25062, 20426,
459, 3865, 8008, 123, 700, 11,
12025, 28654, 37153, 279, 12624,
4029, 449, 813, 5015, 1347, 1532,
587, 27385, 983, 3495, 304, 23112,
28654, 42305, 27385, 4942, 13,
3161, 305, 27385, 82, 27989, . . . ]

i}

Prediction: Human
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™~

Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. . .

ite

tokenize

+

[9023, 13, 8171, 88, 84524, 11,
264, 2107, 3865, 25062, 20426,
459, 3865, 8008, 123, 700, 11,
12025, 28654, 37153, 279, 12624,
4029, 449, 813, 5015, 1347, 1532,
587, 27385, 983, 3495, 304, 23112,
28654, 42305, 27385, 4942, 13,
3161, 305, 27385, 82, 27989, . . . ]

i}

Prediction: Human
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Dr. Capy Cosmos, a capybara unlike any
other, astounded the scientific community
with his groundbreaking research. ..
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tokenize

+

rewrite

tokenize
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[9023, 13, 8171, 88, 84524, 11,
264, 2107, 88, 25062, 20426, 904,
1023, 11, 12025, 13382, 279, 12624,

4029, 449, 815, 3495, 304,
12025, 22761, 13, 3161, 813,

27989, . .. ]
3

Prediction: Al

[9023, 13, 8171, 88, 84524, 11,
264, 2107, 3865, 25062, 20426,

459, 3865, 23, 700, 11,
12025, 28654, 279, 12624,
4029, 449, 81 1347, 1532,
587, 27385, 9¥m , 304, 23112,
28654, 42305, 27385, 4942, 13,
3161, 305, 27385, 82, 27989, . .. ]

1

Prediction: Human
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Perplexity ratios are enough

Ratio: 1.3
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Does this extend to other
languages?
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Work to do is on us - let's keep innovating!




Bingo!
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Homoglyphs: characters we can’t discern

Detection of Al-generated texts: different techniques

Homoglyph-based attacks: text becomes unrecognizable

Different mechanisms of action - all exploit “confusion”

Highly effective, renders all detectors ineffective

Lower access barrier: increased risk

Some safeqguards we can try

Work to do is on us - let's keep innovating!




Work to do is on us - let’s keep innovating!

*get the bibliography & connect!

https://forms.gle/JzkJTLGNNiCAt4h99






	Homoglyph-Based Attacks: Circumventing LLM Detectors
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Who am I?
	Slide 11
	Slide 12
	Slide 13
	Structure
	What are homoglyphs?
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Homoglyphs
	Homoglyphs (2)
	Slide 29
	Slide 30
	Slide 31
	Past applications
	URL attacks
	URL attacks (2)
	URL attacks (3)
	Hiding information (2)
	Steganography
	Slide 48
	Slide 49
	Slide 50
	AI-generated text detectors
	Classifiers
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Perplėxity-based detectors
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Watermarks
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 89
	Homoglyph-based attacks
	Slide 91
	Slide 96
	Technical analysis
	Classifiers (2)
	Slide 99
	Slide 100
	Perplexity-based detectors
	Slide 102
	Slide 103
	Slide 104
	Slide 105
	Slide 106
	Watermarks (2)
	Slide 110
	Slide 111
	Slide 112
	Slide 113
	Slide 114
	Slide 115
	Slide 118
	Effectiveness
	Experimental approach
	Slide 121
	Results
	Slide 124
	Slide 125
	Slide 126
	Slide 127
	Slide 128
	Slide 129
	Implications
	Slide 131
	Slide 132
	Slide 133
	Slide 134
	Slide 135
	Slide 136
	Safegu𝖺rds
	Safegu𝖺rds (2)
	Input constraints
	Slide 141
	Slide 142
	Slide 144
	Slide 145
	Slide 146
	Slide 158
	Slide 159
	Slide 160
	Slide 161
	Slide 162
	Slide 163
	Slide 164
	Slide 165
	Slide 166
	Slide 167
	Slide 168
	Slide 169
	Idea 1: Tokenization
	Slide 171
	Slide 172
	Slide 173
	Slide 174
	Slide 175
	Slide 176
	Slide 177
	Idea 2: Perρlexity
	Slide 180
	Slide 181
	Slide 182
	Slide 183
	Slide 191
	Slide 192
	Slide 193
	Slide 194
	Slide 195
	Slide 196
	Slide 197
	Slide 198
	Slide 199
	Tokenization or Perplexity?
	Tokenization
	Perplexitγ
	Slide 203
	Slide 204
	Slide 205
	Slide 206
	Slide 207
	Slide 208
	Slide 210
	Bingo!
	Slide 212
	Slide 213
	Slide 214
	Slide 215
	Slide 216
	Slide 217
	Slide 218
	Recap
	Slide 220
	Slide 221
	Slide 222
	Slide 223
	Slide 224
	Slide 225
	Slide 226
	Slide 227
	Slide 228
	Slide 230

