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OSINT

Email Config:

SPF/DMARC/DKIM

Mail security gateway

TXT records

Office 365 Smart Hosts

Teams/Slack Used

VPNs/Citrix, etc

What do staff access

Contact details 







TXT records for suppliers

X-PHISHTEST:KnowBe4 😉

Job sites for technology

Links from trusted domains

Use domain fronting

Azureedge/cloudfront

Custom payloads a 

must

Attachments = 💩

https://bigb0ss.medium.com/

m1crosoft.com  👎
microsoft.azureedge.net  👍



Use spam testers

Review headers

Check domain categorisation

https://github.com/mgeeky/decode-spam-headers



Spoofing – may still be blocked

Spoofed suppliers - Rarely blocked 

Outlook.com and AWS mail – mostly trusted

O365 Smart Hosts



https://www.senturean.com/



Word/Excel/EXE, well detected.

Smart screen will likely kill your exe

MOTW is bypassable though – Zip

ISO/IMG files work well

OneNote, with HTA -> LOLBAS

Macros rarely used…but, PPTM, macro 

possible – need customUI

Office Ribbonx Editor

Publisher and RTF support AutoExec





Cred theft is still 

valuable 

M365 SSO used 

extensively

VPNs

Internal phishing

Capture MFA sessions 

with Evilginx





Host files on personal OneDrive

Change embed to download

https://onedrive.live.com/download?cid=<docref&authkey=<key>



Default used to be open

Presence indicators

Suppliers are good spoof targets









Combo attacks

Fake Teams -> announce in person visitor

Teams message -> phish or vish or smish

Password spray  -> Teams/Smish/WhatsApp for code

Smish -> Spoofed Phish

Vish -> Phish

Deepfake -> Physical/Phish

Physical -> Phish





Attack Surface Assessments

Look beyond Attack Surface 

Management tools

Threat modelling

Understand your threat actors –

ETDA/MITRE

Do your own OSINT

https://ptp.sh/osint

https://github.com/tropChaud/Categorized-Adversary-TTPs



Fix your damn SPF/DMARC/DKIM!

Monitor for brand name infringements

DomainIQ

brand-alert.whoisxmlapi.com

URLcrazy

Set up Microsoft 365 Transport rules

Use Teams Allow List



Use Defender for Enterprise

Identity Protection

Password Protection

MFA…Not Push

Conditional Access Policies – Remove legacy

Intune

Defender for Cloud apps



Purple Team

BLUE TEAMRED TEAM



The Defensive Onion
“make the bad guys cry”
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We’re hiring!


