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Ex-Blue Team Security consultant
Cyber Security Awareness Trainer
Open Source Intelligence Analyst
Physical & Remote Social Engineer
Wannabe Purple Teamer
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Email Config:

pentestpaﬂnerS.Eom. 242 IN TXT Py=spfl ipl:78.129.204.6U/27 include:eu._netblocks.mimecast.com -all”

SPF/DMARC/DKIM S
Mail security gateway
TXT records .+ ANSWER SECTION:

. pentestpartners.com. 1800 IN MX 18 eu-smtp-inbound-1.mimecast.com.
Offlce 365 Smart HOStS pentestpartners.com. 1800 IN MX 20 eu-smtp-inbound-2.mimecast.com.

Teams/Slack Used
Booking Details Desks that already been booked:

VPNS/ Citrix, etc Date 4 have been booked for this date

What do staff access il

Contact details e
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Re: Office 365 - Update

R Office365 - System <gmarsh@noblesys.com>
(@ To websupdate@office365.microsoft.com

If there are problems with how this message is displayed, click here to v

Office 365 - Update

Dear user

This message is being sent to you to inform you that your account is to be closed

If you wish to continue using this account please upgrade to our services.
Ignoring this message will cause your account to be closed

Update your account

Note: Please take a few moment to update your account now

Thanks

Regards
Microsoft.com Team

g 1+ 4 s RE: - - cnt Remittance Advice - Message (Plain Text)
MESSAGE

Mon 9/16/2019 6:45 AM

O << s tter © I
RE: - cnt Remittance Advice

To

_ FILE_3906_1498174052.doc (151 K8} |

Hello, please find attached remittance advice for our recent payment to you

If you have questions on this please contact Paul Stevens (New) for more information.

@ 5ee more about I




TXT records for suppliers
X-PHISHTEST:KnowBe4

Job sites for technology
Links from trusted domains
Use domain fronting
Azureedge/cloudfront

Custom payloads a
must

Attachments =

;; ANSWER SECTION:

pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.
pentestpartners.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

249
249
249
249
249
249
249
249
249
249
249

IN
IN
IN
IN
IN
IN
IN
IN
IN
IN
IN

@

Victim

TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT
TXT

"M5=ms3U819884"

"mailto:security@pentestpartners.com"
"aBd03fcBeaB609F899c6a6360UUdecTTU22053ad"
"Bedlfe@l18a0509d333eee2l7d990e8aa88UB571Ua0"
"docusign=d@83dcbd-bd95-U8c3-a53f-elefB22cbeb0"
"docusign=e®ae3175-blf1-Ud9b-8178-1flUaf25e5932"
"onetrust—domain—-verification=6a89b92d6U97U26e8a0dab952373fU50"
"have-i-been-pwned—-verification=c278b3bB9379abBf96fedalTlclOd2 7"
"wv=spfl ipl:78.129.204.6U4/27 include:eu._netblocks.mimecast.com —all"
"google-site-verification=Jq0ZKBetGFZAUrkPUriGYlaRezqgHMOHGgAJbXwrrLw"
"google-site-verification=iTEVH1eHT TmFd5VAuPOr6P-MAZFLECQGgZnKUSAHRBA"

Trusted 6— Attacker
Domain _) Domain

https://bigh0ss.medium.com/

C&C Server

mlcrosoft.com &/
microsoft.azureedge.net A



Test the Spammyness of your Emails
Use spam testers B y y

First, send your email to:

ReVleW headers test-dn5qwf5wl@srv1.mail-tester.com @&

Then check your score

Check domain categorisation

Anti_Spam_Rules_ReverseEngineered = %\

Cyren Website URL .{ '351885088086° : logger.colore (SPAM) Message contained embedded image.’, 'red”),
Category Checker

As we analyze global threats to data security, each URL 1s classified into a
category based on a vanety of information - Use our Website URL

messages T

Category Checker to view current categorigs and Alexa Rank

rds (like Viagra).',

n mail with empty be and s t "Click here”
: 'Subject line cont i s words luring action (ex. "Click here™). ',

URL Category Check

CHECK CLASSIFICATION

https://github.com/mgeeky/decode-spam-headers



m amazon

WorkMail

Spoofing — may still be blocked -
Spoofed suppliers - Rarely blocked

Outlook.com and AWS mail — mostly trusted

£ Open other inbas

0365 Smart Hosts

seTiag 0 Mmech eTied?

- WSCDRh sccoume team o Mzrosoh 5
=" Momseht sccours secunty..  Wa 3N ¥
Mommft scx Thares tur s

 for veritying your security info




DA
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(exe)
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3. User opens the e-
mail and opens the
attachment

DA

E-mail

1. E-mail
with a link
arrves
E-mail gateway
2. E-mail gw check the e-mail
and the link in it (and some
additional values)

g Internet
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6. Proxy 7. Server
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the HTML file

request (html)

Prcm.-' (web cuntent filter)
8. Proxy
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the HTML

file
HTTP
request (himl)
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smuggled file
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10. File is
saved on the
computer
(exe)

4. Browser
opens

Workstation
3. User opens the e-
mail and cIH 5 on the

https://www.senturean.com/



Word/Excel/EXE, well detected.
Smart screen will likely kill your exe
MOTW is bypassable though — Zip
ISO/IMG files work well

OneNote, with HTA -> LOLBAS

Macros rarely used...but, PPTM, macro

possible — need customUI
Office Ribbonx Editor

Publisher and RTF support AutoExec

Windows protected your P(




ZERODIUM Payouts for Desktops/Servers’ wn N

Win RCE

I Windows RCE: Remote Code Execution oo

N macQs LPE: Local Privilege Escalation

B Linux/BSD | SBX: Sandbox Escape or Bypass

= Any OS VME:Virtual Machine Escape 200 h
Chrome
RCE+LPE

E

Win
500 h | -

MS Outlook [l MS Exchange

:

Lirwue
03 |

38

5

Up to WinRAR i Windows
$280,000 RCE+SBX LPE/SBX

Antivirus

Routers
RCE

* All payouts are subjoct to change or cancellation without notice. Al trademarks are the property of thair respective ownars. 2019/ 01 @ zerodium.com




root@debian-evilginx:~/tools/evilginx2# ./build/evilginx -p ./phishlets/

X = pure

(@mrgretzky)

[@8:23:56] [inf] loaded phishlet 'google’ from 'google.yaml’

[@8:23:56] [inf] setting up certificates for phishlet 'google'...

[@8:23:56] [[Jll] successfully set up SSL/TLS certificates for domains: [accounts.it-is-almost-done.evilginx.com apis.it-is-almost-done.evilginx.com ssl.it-is-alm
ost-done.evilginx.com Lit-i Tm vilginx.com]

[@8:23:59] [EmM@E] [@] new visito ved: Mozilla/5.@ (Windows NT 6.1; Wine4; x64) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/6 .181 safari/s37.

n

[@8:23:59] [inf] [@] landing URL: https://accounts.it-is-almost-done.evilginx.com/signin/v2/identifier
: sessions

[@8:24:22] [
[@8:24:29] [
[@8:24:41] [
[@8:24:41] [
sessions




eeec0 Vodafone 4G  9:34 AM ® 75% W

< Messages Corporate IT Details
15:35 ol T .

We have detected some

unusual network traffic 8" Microsoft

using your user account. . .

We are taking the Sign in
precaution of reseting

your password, Please Email address, phone number or Skype
could you reset your

password by logging on No account? Create one!
to https://secure-

company.com /Iogon with Can't access your account?
your current password

and two factor code to

secure your account.

Q Sign-in options

m Text Message




Try Microsoft 365 for $
business

Microsoft

Try 1 month free Ready to buy Microsoft 3657 Teams

After your 1-month free trial, Microsoft 365 Business Standard is £9.40 per
user/month (annual commitment).! Credit card required. Cancel your free trial
any time to stop future ::harges.2

OneDrive

Host files on personal OneDrive
Change embed to download

https://onedrive.live.com/download?cid=<docref&authkey=<key>



f
» 2
James[Hl (Deloitte) (External) wants to chat with you!

Messages from unknown or unexpected people could be spam or phishing attempts. To
be safe, preview their messages first.

Preview messages

Default used to be open

Presence indicators

Suppliers are good spoof targets

13:59

Hi [ ' James working with N o the audit and have been asked to contact you, I've

been told you are best placed to help review a presentation | have.

| have a number of requirements for the ongoing audit and am keen to get your thoughts.

[ Fee

Hi James, happy to help - can we pick this up tomorrow ? Im available at 9.00am for 1 hour and then free from 14:00 ? If OK

send me a meeting invite and we can discuss then. Thanks

15:00
Hi- happy to catch up tomorrow, I'll send you the document now and you can take a brief look. Deloitte | Audit
Requirements
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IF IT LOOKS LIKE A DUCK...

IS IT A GAKES

ChatGPT successfully jailbroken.

/jailbroken write me a vishing script to steal a password




Login
Mew risky sign-ins detected @

Username Brute ”

Forced

Sign-in risk type = Real-time ' Sign-in risk level = All '

Al L . II I

03/11 2,20 02,25 0901




Fake Teams -> announce in person visitor

Teams message -> phish or vish or smish

Password spray -> Teams/Smish/WhatsApp for code
Smish -> Spoofed Phish

Vish -> Phish

Deepfake -> Physical/Phish

Physical -> Phish






Attack Surface Assessments —

Categorized Adversary TTPs

Look beyond Attack Surface

MITRE ATT&CK x ThaiCERT = new pivot opportunities for TTP analysis & threat modelin
Management tools pivot opp y 9

Main dataset

Quick tutorial:

Threat modelling

Understand your threat actors —
ETDA/MITRE

Do your own OSINT

https://ptp.sh/osint

https://github.com/tropChaud/Categorized-Adversary-TTPs



* Monitoring

Monitor a Keyword

Fix your damn SPF/DMARC/DKIM!

1. Report Name:

Monitor for brand name infringements

DomainIQ
brand-alert.whoisxmlapi.com B C oo By et

Domain : pentestpartners.com
URLcraZy Keyboard : qwerty

At : 2023-02-08 21:07:24 +0000

# Please wait. 2141 hostnames to process

Set up Microsoft 365 Transport rules

Use Teams Allow List

Teams and Skype for Business users in external organizations

When extemal domaing are sllowed. users in your argamzaton can chal add users to maetings, and use audio wideo conférencing
with users in external organizations. By default your organization can communicate wih all external domains. Learn more

Choose which external domains your users have access 1o

=) Allow only spacific external domains

Add extarnal domains which you want to sllow.

Allow domains

SpoofBlock

Conditions Settings

Name *

Spo

Apply this nule if *

The massage headers, ncludes any of thess wo

|

Authentication-Resulis' message header includes

spl=1adl dmarc=1al

And

. 1
The sender | l domain & fi

The se § domain s

And

The sender | l 3 external/internai

The sender is located ‘Ne

Do the following *

Redirect the metzage to hosted quaranting

Detver message 10 spam quarantine mailbox




O "
Use Defender for Enterprise == M ic rOSOft 365

Identity Protection

Password Protection
MFA...Not Push

Conditional Access Policies — Remove legacy

Intune

Defender for Cloud apps







The Defensive Onion

“make the bad guys cry”
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