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Hackers (1995)

The Gibson





ID.IOT or… 
The ID(ea) of IoT







IoT is EVERYWHERE…

Siri “helps” state secretary unsolicited during a broadcasted debate



An Experiment: Let’s try it here …

Hey Siri





What is it?



Views on the Internet of Things?

Industrial 
Automation

Smart 
Health

Smart 
Home

Smart 
City



IoT and History



Views on the Internet of Things?

Late 1970’s

X10
by Pico Electronics



IoT
Failures



• Original iPhone, 29 June 2007 (USA)

• Oct/Nov 2009 “Dutch hack”

• Only jailbroken phones

• Abused default SSH password

• Changed device wallpaper

• Asked for €5 “ransom”

Smart phones

http://arstechnica.com/apple/2009/11/dutch-hacker-holds-jailbroken-iphones-hostage-for-5/



• First Android phone, 22 Oct 2008 (USA)

• Aug 2010 Android/FakePlayer.A

• Fake media player app

• From Russian porn sites

• Sent premium-rate SMSes

Smart phones



Smart watches



Smart watches



Smart watches: Samsung’s Tizen



Smart TVs



Smart TVs



IoT Failures: Mattress



IoT Failures: Mattress



Smart mattresses



Smart mattresses



Smart mattresses



Smart mattresses



Smart mattresses



Smart mattresses



Smart hairbrushes



Smart forks



Smart Toasters



Smart Toasters



Smart Toys



Smart Toys



Smart Toys



Smart Toys



Smart medical devices



Smart medical devices



iKettles



Jeep

https://www.safegadget.com/139/hacked-internet-things-database/



E Skateboard



B757

Radio Frequency 
Communications



A380?



A380?



Future of IoT: The Real Danger?

Revenue opportunity for 
Mobile Networks 
Operators in 2020

$1.2 
Trillion

2011 

6Billion
Mobile Connected 
Devices

2011 

9Billion
Total Connected 
Devices

2020 

24Billion
Total Connected 
Devices

2020 

12Billion
Mobile Connected 
Devices

Automotive

$202 Billion

Revenue opportunity for connected devices in vertical sectors

Health

$69 Billion
Consumer electronics

$445 Billion
Utilities

$36 Billion



2003

2010

2015

By the 2020 there were over 50 billion.

During 2008, the number of things connected to the 
Internet exceeded the number of people on earth.

Future of IoT: The Real Danger?



At Home At SMB At 
Enterprises

Defenses against IoT threats



Alliance for Internet of Things Innovation 

https://aioti.eu/

https://aioti.eu/


Alliance for Internet of Things Innovation 

https://aioti.eu/

https://aioti.eu/


Since 2014 attacks on CI is on the rise



2017







https://www.welivesecurity.com/2023/05/18/5-search-engines-internet-connected-devices-services/

Major Search Engines

https://www.welivesecurity.com/2023/05/18/5-search-engines-internet-connected-devices-services/


https://www.mandiant.com/resources/blog/cosmicenergy-ot-malware-russian-response



SOLAR PANELS



https://www.bleepingcomputer.com/news/hardware/asus-routers-knocked-offline-worldwide-by-bad-security-update/

https://www.bleepingcomputer.com/news/hardware/asus-routers-knocked-offline-worldwide-by-bad-security-update/


WE NEED TO (RE)BUILD TRUST

TO MAKE IT SECURE!



How?



Conclusion





A Final Word!



https://josephsteinberg.com/cybersecurity-event-cancelled-after-being-hit-by-cybercriminals/



RIGHARD ZWIENENBERG

RIGHARD.ZWIENENBERG@ESET.COM

@RIGHARDZW

Questions and Answers?
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