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Who am I?

 Mitosz GaczkowskKi
e /'mi.wog/

Past life: University teaching
* Computer science
» Cybersecurity

Current life: Mobile Security Lead at WithSecure
* Android/iOS apps
* Android devices
* BYOD Mobile Application Management setups

Knows the ONE WEIRD TRICK to get the attention of local ducks
» Bring actual duck food, not bread




Today's talk

Not mobile security

Results of a few days of investigating a suspected incident

Goals for today:

« Entertainment

» Basic technical understanding of how keyboards work and how things can go wrong
* The process - especially the failures along the way!

When | started this research | was like:

&
I

»
And now I’m like:
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Keyboards!

* People want to be able to type
» Keyboards let them do that

« The way things used to be: parallel/serial, keyboard sends interrupts to host
* Religious following among some gamers
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USB keyboards!

Common approach today - USB HID
» USB human interface device (class)

* Predefined set of standardised functions
« Covers any mouse, keyboard, game controller, etc.

« Good news: plug in any keyboard into any device, and it just works

« Bad news: plug anything that says it’s a keyboard, and it... just works...

» Also: HID is super simple, so a device in the middle could intercept
keypresses

« Simplicity at odds with security?
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BadUSB keyboards!

« Keyboards generally not subject to many security measures

» Plug one in, and your OS is like “sure thing, buddy, that’s a keyboard, | will | _,,._ 3
now accept keystrokes from this thing” :) :
 How does the OS know we’re a keyboard?

 Well, it’s ‘cause the device told it so
* Itwouldn’tjust lie, right?

« BadUSB: USB Rubber Ducky and similar devices

* Tellthe computer you’re a keyboard, enter a bunch of predefined characters
» Definitely didn’t end up posting “notepad.exe” on Slack by playing with it

.;;W Mitosz Gaczkowski Today at 12:03
“#“ notepad.exe

B: ©
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Things are bad, but not terrible

* Physical access required
* Moreover: access to a USB port required

 Still, potential for trickery and mischief is there:

* Trick someone into plugging in an innocuous-looking USB device
* Getsyou anything a keyboard would, and it does it fast
» Also handy if your target doesn’t have a keyboard

Could we take this further?

Maybe it doesn’t have to rely on a pre-written script — you could feasibly
accept inputs remotely and have your device forward those on
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Hypothetical idea

Says it’'s a keyboard,
but it’s clearly some

small USB dongle!
i —————————————————————————————————— > ((([E-o

Source of keystrokes Target
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Introducing... the wireless keyboard!

Says it’'s a keyboard,

but it’s clearly some
Y small USB dongle!
EEEEEEENEEs |
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Source of keystrokes Target
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Our story

Things that happened




Story timel

* The following story is loosely based on facts
« We’'ll have to blur some details and tell a few white lies

e But the bits that matter are true



Introducing: the University of Something

 Located somewhere in the Caribbean

» Pretty standard educational institution
» Large lecture theatres
» Most staff use desktops installed in the podiums

» Pretty standard IT practices
* Don’t ask questions you don’t want to hear the answers to

» Probably gonna call them UoS/Something
from this point on

UNIVERSIDAD DE
SOMETHING

» Forthe sake of the story:
I’m there, helping with some minor IT stuff

Ay fotiar veeree Sore aoter et
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Introducing: the University of Something

Your standard lecture room contains:

Audience seats and voice reinforcement (duh)

A podium or lectern

A desktop PC, maybe other display sources, AV
equipment to switch between those

BYOD laptops supported, but the desktops are very
popular

Relatively tamper-proof

* Not secure enough to withstand theft/destruction

* Enough to stop well-intentioned users from getting too
hands-on
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Strange IT tickets

» UoS started getting occasional IT tickets

» Wireless keyboard in <room> ran out of battery and
needs replacing

« Gosh, how amateurish, why aren’t they replacing
batteries periodically?

...because there aren’t any wireless keyboards
iIn those rooms, because changing batteries
would be a faff.

Wired keyboard are used in all rooms.

Wait... what?
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Strange IT tickets

* OK, let’'s go to the room and find out what’s going on

» The wired keyboard is no longer there, and, sure enough,
there’s a wireless keyboard just chilling on the podium

» The original USB cable for the keyboard has not been
neatly removed - it’s been cut and tucked away out of
sight

« USB dongle plugged into the front of the machine
» Implies whoever did this couldn’t access the back

...what?
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Initial response

« Thisis weird, but ultimately harmless, right?

« Justreplace the keyboard back and forget about it.

* nope.png

» The keyboards just keep appearing in more and more rooms
« At this point, we’d really like to know why

The Keyboard - /&8 LLlifeg
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OK... so why is this happening?

Hypotheses:
* Maybe someone in IT is doing this and this is all a misunderstanding

They wanted to steal the wired keyboards

Random user really hates wired keyboards so they replace them

Just a prank?

Some sort of security issue?
* (oklook the context of this talk kinda spoils it, but we didn’t want to jump to conclusions at the time)

W/ TH

secure



OK... so why is this happening?

Hypotheses:

* Maybe someone in IT is doing this and this is all a misunderstanding
* We checked, and we checked again - nope

» They wanted to steal the wired keyboards
+ We’'re talking about very cheap wired keyboards — highly unlikely someone would steal them

 Random user really hates wired keyboards so they replace them
* Imean, | guess, but why wouldn’t you just carry one keyboard with you? Why lose it to the room? Why remove the original?

« Justaprank?
* Maaaybe? But after like 10 keyboards it’s starting to look a little expensive.

« Some sort of security issue?
* (oklook the context of this talk kinda spoils it, but we didn’t want to jump to conclusions at the time)
* ...maybe?
» [tis auniversity — stolen credentials could be valuable
* Itdoes sound contrived, though
+ Ohwell, let’s investigate anyway
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Initial investigation

Take the keyboards apart and find the haxxOr board that does all this
* nope.bmp

Take the dongle apart!
* By which I mean smash it open with a hammer
* Nothing there, and it seemed unlikely that an attacker would get anywhere with modding these

Send the entire PC to IT security for deeper investigation!
* Noindicators of badness — just a normal PC with a normal keyboard dongle

* Butwait...
e ...what’s this?
e ...apotential lead!
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Introducing KeySniffer!

. - originally reported on by Bastille

 tl;dr: a few keyboards have been identified in 2016 as trivial to intercept
* RF communications trivial to intercept
* Not encrypted

» Easy to infer the specification

« Get yourself a receiver, tune in to the right channel, listen for keystrokes
» Keystrokes not encrypted and protocol easy enough to reverse
* You could also inject keystrokes (by just crafting packets)
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https://keysniffer.net/

Introducing KeySniffer!

* Previous issues of similar types were already known, but thisone is a
little easier

* Normally (e.g. Mousejack) you wouldn’t be able to find an affected
keyboard unless someone was actively typing on it

« KeySniffer-vulnerable dongles really like to announce they’re on
« Constant sync packets as long as the dongle is plugged in

* So, theoretically, you can find find your targets more easily, prepare yourself,
and sniff away

USB Dongle

(¢

Credit Card
Bank Account
Passwords

etc.

ooooooono
ocC—an

)

KEYBOARD TRANSMISSIONS CAN BE DETECTED FOR SEVERAL HUNDRED FEET

https://keysniffer.net/
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Introducing KeySniffer!

So, what do we need to play with this?

* Crazyradio PA dongle
* Open project radio dongle
* Based on nRF24LU1+ chip
 €30-€40

« Alternatively: Logitech unifying receiver
» Same chip inside
» Surprisingly flashable!
« €15-€20

* Avulnerable keyboard

...first things first, is our keyboard vulnerable?
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Introducing KeySniffer!

Affected Devices Advisory Vendor Response

Anker Ultra Slim 2.4GHz Wireless Compact Keyboard 24GHz Wireless Keyboard S/N:2137044543 E
Anker Ank donsl . Link Link Model No.:AKBWL15 EU Representative
er USB dongle (USB ID 062a:4101) Rating:3V==30mA 080 Fatas Keliast L1 250460)
DSG Retsl Ltd. {co, no. 504877) é’:;‘;:k Oggoss.um

Portal Way, London, W3 6RS, UK
EagleTec K104 / KS04 2.4 GHz Wireless Combo keyboard - Oublin 9. Republic °’ iroland  Made in China
EagleTec Link

EagleTec USB dongle (USB ID 062a:4101)

GE 98614 wireless keyboard
General Electric Link Link
GE 98614 USB dongle (USB ID 05b8:3245)

HP Wireless Classic Desktop wireless keyboard
Hewlett-Packard Link
HP Wireless Classic USB dongle (USB ID 3938:1032)

Wireless Keyboard NS-PNC5011
Insignia Link
USB dongle (USB ID 3938:1032)

Kensington ProFit Wireless Keyboard
Kensington Link Link
Kensington USB dongle (USB ID 062a:4101)

RadioShack Slim 2.4GHz Wireless Keyboard
Radio Shack Link
RadioShack USB dongle (USB ID 062a:4101)

Toshiba PA3871U-1ETB wireless keyboard
Toshiba Link
Toshiba PA3844D USB dongle (USB ID 0458:00ce)
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But wait!

Vendor Affected Devices J
Anker Ultra Slim 2.4GHz Wireless Compact Keyboard

Anker ]
Anker USB dongle (USB ID 062a:4101)
EagleTec K104 / KSo4 2.4 GHz Wireless Combo keyboard

EagleTec ]
EagleTec USB donglle (USB ID 062a:4101)
GE 98614 wireless keyboard

General Electric ]

GE 98614 USB dongle (USB ID 05b8:3245)

Hewlett-Packard

HP Wireless Classic Desktop wireless keyboard

HP Wireless Classic USB dongle (USB ID 3938:1032)

Wireless Keyboard NS-PNC5011

Insignia ]
USB dongle (USB ID 3938:1032)
Kensington ProFit Wireless Keyboard

Kensington ]
Kensington USB dongle (USB ID 062a:4101)
RadioShack Slim 2.4GHz Wireless Keyboard

Radio Shack ]
RadioShack USB dongle (USB ID 062a:4101)
Toshiba PA3871U-1ETB wireless keyboard

Toshiba ]

Toshiba PA3844D USB dongle (USB ID 0458:00ce)

HID Keyboard Device Properties

General Driver Details Events

HID Keyboard Device
~

Property

Hardware |ds

Value

| HID|VID 062A&P|D_}4101i&REV_0100&MI_00

HID\VID_062A&PID_4101&MI_00
HID\VID_062A&UP:0001_U:0006
HID_DEVICE_SYSTEM_KEYBOARD
HID_DEVICE_UP:0001_U:0006
HID_DEVICE




OK, well, let's test it

« KeySniffer’'s GitHub repo gives us a handy tool to detect affected devices
» Sure enough, it detects our keyboard

$ sudo ./mosart-device-discovery.py

[2022-11-30 16:17:43.393] MOSART dongle found on channel 30 with address 4B:78:38:8C
« So, we’ve cracked the case!

* And now we know it’s a MosArt dongle
« We’'re finally getting somewhere!
o ..right?
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OK, well, let's test it

» Bastille didn’t just give us a working sniffer script

« But Marc Newlin did run a DEFCON talk in which they explained the entire protocol

e https://media.defcon.org/DEF%20CON%2024/DEF%20CON %2024 %20presentations/DEF%20C0ON %2024 %20-%20Marc-
Newlin-MouseJack-Injecting-Keystrokes-Into-Wireless-Mice-WP.pdf

« Good enough!

A
. fotma’
followine
MOSART Keypress Packet ,lx .Yn thC
ie en, escription C a
Field Length Descript . t,Cd oveC 1Al Jown
Precamble 2 bytes  AA:AA . g tt ‘a;nsml / / ’ b} key
CsS cs 15 u
(R o Bovs AL
ame C 1S X . B -. . . F
Sequence Number 4 bits . D :EB . ‘23 °D B . 48 . Dl . 44 -
Key State 1 byte 0x81 (down) or 0x01 (up) . AA.‘ AE '.DD 4 . E.8 . ’20 . 5 .
Key Code 1 byte AA ) A AE ..DD ’
CRC 2 bytes CRC-16 XMODEM AA: A )
Postamble 1 byte FF

Table 23: MOSART Keypress Packet
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https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Marc-Newlin-MouseJack-Injecting-Keystrokes-Into-Wireless-Mice-WP.pdf
https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Marc-Newlin-MouseJack-Injecting-Keystrokes-Into-Wireless-Mice-WP.pdf

OK, well, let's test it

« So now we just need to edit the detection script to pick out a single known packet. Let’s say an “a”. Easy enough, since
the script gives us enough to view raw packets.

« This will be done in no time!

» ...huh, I’'m not seeing anything

» Ok, fine, let’s just view raw packets and see if any of them make sense!
* ...huh, none of them do make sense

« ...and this keyboard is communicating on multiple channels
* It’s not supposed to do that!

» The packets aren’t even the right length!
» Ok, thisisn’t working.




Hmm...

OK, maybe I'm doing something horribly wrong

But now | at least know some keywords to search for, has someone written a tool that will do this for me?

Yes! Enter mirage by Romain Cayre

https://github.com/RCayre/mirage

:- S sudo mirage

« Ok, now we’re definitely hackin’ W/ TH
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https://github.com/RCayre/mirage

No luckl!

B List of Mosart Modules

mosart_info
» I’'m still not seeing any keystrokes from my keyboard.
- Mirage implementation very similar to my modified script mosart_scan
« And people say it works... mosart_sniff
 Clearly there’s something we’re missing here mosart_inject

* Let’slook at other MosArt modules mosart_keylogger

* mosart_keyinjector sounds like fun, I hadn’t thought about that before! L
© mosart_keyinjector

https://homepages.laas.fr/rcayre/mirage-documentation/mosartmodules.html

Presentation
Compatible devices
Input parameters
Output parameters

= Usage
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https://homepages.laas.fr/rcayre/mirage-documentation/mosartmodules.html

2 2 S sudo ./mosart-device-discovery.py
[2022-11-30 16:32:05.828] MOSART dongle found on channel 30 with address [l:Hit:BelR:
| : $ sudo mirage

load mosart_keyinjector
Module mosart keylnjector loaded !
: - set TARGET 4B:78:38:8C
set CHANNEL 30

> run

I |

| Injecting:
| Injecting:
| Injecting:
Injecting:
Injecting:
Injecting:
| Injecting:
Injecting:
| Injecting:
| Injecting:
| Injecting:

o

e O G
m < O —

0 Do O
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nope.java

mirage is clearly doing what | want it to do

And people say it works
Doesn’t always detect the don
No keystrokes though

A little bit of fun, though — keys
Let’s play with that, it's fun :D

root@cruz-missile: /home/milosz# cd keysniffer/tools/
root@cruz-missile: /home/milosz/keysniffer/tools# ls

1 e

3 .
root@cruz-
very.py

|

out.txt ‘ wow. txt
WOWOWOW

missile:/home/milosz/keysniffer/tools# ./mosart-device-disco




Conclusion

* The dongle can clearly receive the old MOSART packets
» Butthe keyboard is not sending them anymore

» Educated guesses follow:
* This specific keyboard changed its firmware from the default Chinesium
» Other vendors have done so, and we never had proper confirmation that the ADVENT keyboard would be vulnerable
* Maybe it’s easy to reverse — | haven’t put in the time yet
* It's possible the attacker (if they are one at all) knows something we don’t
* Injection is fun, and potentially malicious
» Essentially a remote Rubber Ducky

« We told UoS what we knew, and they agreed that blocking the USB dongle across the estate is a good idea
» Avictory, | guess, but it’s a little bittersweet
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And then | los

So I'll never talk about t
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Okay, fine...

* | do want to talk about this

« Sure, it’'s incomplete, and the lack of a sniffable keyboard is frustrating, but it’s a neat idea
» And not many people are thinking about it

» Guess 'l need a new dongle. So, basically, guess I'll need a new keyboard.

« To Curry’s!

ADVENT AKBWL15 Wireless Reyboard £156.99
¥ # K 97 (235) . Ask an owner Flexible credit on orders over £99
Delivery Collection

unavailable

Collection available: RG217TZ

Change your location

Your local store:

o Basingstoke

Units 5-6 St Michael’s Retail
Park Winchester Road
Basingstoke RG22 4AZ

- @ Over 50 views in
24 hours

1.4 miles away Store info

Free collection today W I T H

from store secure



Ah, but if I'm going anyway...

Can | get more questionable quality keyboards and play with them?

Kind of. Two candidates meet my criteria:
* Looks questionable
* |can getit from Basingstoke Curry’s

One gets ruled out because it explicitly says it’s encrypted to provide peace of mind
* Would be fun to look at, but not now

One... looks strangely perfect SANDSTROM SFSWKBGIT Wireless Keyboard ~ £22.99

« Whatever, let’s drop £23 on a keyboard because | think it looks bad ~ **** (29 - Asanowner Flenible credit on orders over £99
* | know nothing about this keyboard
* |siteventhe right protocol? Delivery  Collection

*  Willit be relevant at all?
* This all sounds like good financial decision-making

Delivery to: RG217TZ

Change your location

£4.00
Standard delivery in 3-5 working
> days

Earliest delivery date:
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OK |l did i
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Let's plug it in!

HID Keyboard Device Properties
General Driver Details Events

HID Keyboard Device
s

Property

Hardware |ds

Value

| HID\VID_062A&PID_4101&REV_0100&MI_00

HID\VID_062A&PID_4101&MI_00
HID\VID_062A&UP:0001_U:0006
HID_DEVICE_SYSTEM_KEYBOARD
HID_DEVICE_UP:0001_U:0006
HID_DEVICE

OK

Cancel
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oh

HID Keyboard Device Properties
General Driver Details Events

HID Keyboard Device
—

Property
Hardware |ds

Value

[HIC\VID_062A&PID_4101RREV_01008MI_00

HID\VID_062A&PID_4101&MI_00
HID\VID_062A&UP:0001_U:0006
HID_DEVICE_SYSTEM_KEYBOARD
HID_DEVICE_UP:0001_U:0006
HID_DEVICE

OK

Cancel
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ohhhh

$ sudo ./mosart-device-discovery.py

[2022-11-30 16:51:16.463] MOSART dongle found on channel 26 with address 4B:73:83:28

$ |




root@cruz-missile: /home/milosz/keysniffer/tools

load mosart _keylogger
Module mosart keylogger loaded !
set TARGET 4B:73:83:28
set CHANNEL 26
run
3
BACKSPACE
CAPSLOCK
h

e
1
o
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Demo!

eive_payload
return self.dongle.read(0x81, 64, timeout=nrf24.usb_timeout)
File "/usr/local/lib/python2.7/dist-packages/usb/core.py", line 988,
in read
self.__get_timeout(timeout))
File "/usr/local/lib/python2.7/dist-packages/usb/backend/1libusbl.py"
line 833, in bulk_read
timeout)
File "/usr/local/lib/python2.7/dist-packages/usb/backend/1ibusbl.py"
, Line 936, in __read
_check(retval)
File "/usr/local/lib/python2.7/dist-packages/usb/backend/1ibusbl.py"
line 595, in _check
raise USBError(_strerror(ret), ret, _libusb_errno[ret])
usb.core.USBError: [Errno 19] No such device (it may have been disconn

ected)
root@cruz-missile: /home/milosz/keysniffer/tools# ./mosart-device-disco

very.py
¥

E



New conclusions!

OK, so the original keyboard was definitely not doing the thing, it’s not just me

Needs more work to figure out what’s up with that
» Likely encrypted or obfuscated in some way

BUT you can apparently eyeball a bad keyboard and find one that will work
That’s Not Great™
Bastille claim 250ft (76m) range on a Crazyradio

| tried it in large lecture rooms, and | could get it to work with several walls
between me and the target, probably about 50m

Remember: these dongles advertise themselves promiscuously
* You could just start walking around and trying to opportunistically find keyboards to attack
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Future work

* Debug mirage - it hates duplicate keystrokes
» Figure out what’s up with that other keyboard

» The creator of mirage also made
https://github.com/RCayre/radiosploit -
a series of patches for the Samsung Galaxy S20’s Bluetooth
controller that allows sniffing/injection of multiple protocols

10:43 @ @
Mosart
KEY

SCAN LOGGER RX TX
Address: F4:BF:1E:86 STOP RX
CH:36 m——n—-’ ...................
paasswword[ENTER]

Zigbee Mosart Enhanced ShockBu...

© (&) 9 @ -
11213145161 718]191]60
alzlelritiy u iro p
qisldiflglhlijlk]!m
¢ W x ¢ v b n

&
1#1 Frangais (FR) . Cﬂ

I @) v =
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https://github.com/RCayre/radiosploit

That's it from mel

Twitter: @cyberMilosz
E-mail: milosz.gaczkowski@withsecure.com
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