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Ken Westin
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Home Location: Newport, Oregon, USA

Employer: Panther, San Francisco

Hobbies: Guitar, Records, BJJ, Shitposting

Current Location: BSides Dublin

Career: 15 Years Cybersecurity

     Cybereason, Elastic, Splunk, Tripwire, GadgetTrak

Contact Info
kwestin@gmail.com

infosec.exchange/@kwestin
Cybersecurity.io

linkedin.com/in/kwestin

Target: Ken Westin
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The Quantified Self-Pwn
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USB Hacks



Happy Little Spyware 



Expanding Investigative Scope 



Commercial Trojan



Further Down the Rabbit Hole: Tracking Laptops



Building a Better Laptop Trap



First Laptop Recovery Using Wi-Fi Positioning+ Camera



Thieves Targeting Portland Schools Unveil Organized Crime Group

https://www.youtube.com/watch?v=Fyej2D1ofNI

https://www.youtube.com/watch?v=Fyej2D1ofNI


More Organized Crime & Expanding to OSINT



International Tracking: Brazil Carjacking & Assault



Smartphone Tracking



Fun with Smartphone Thieves

http://www.youtube.com/watch?v=c6mqgnJLx5U


Commercial  Mobile Spyware 



Further Down the Rabbit Hole: EXIF Data



EXIF Mining with a Legal Botnet



Holy Sh*t It Worked!
$9K Camera Gear Recovered 1 Year After Being Stolen



EXIF + OSINT



ICE HSI Cyber Crimes Center (C3)
Child Exploitation Investigations Unit



IoT Provides New Telemetry —  and Targets

http://www.youtube.com/watch?v=oBjp2bmFV_E


ISP Emails Indexed by Google



Black Hats & White Collars

https://www.splunk.com/en_us/blog/security/black-hats-white-collars-sec-edgar-database-hackers-revealed.html
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Thank You!
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