Every Contact Leaves a Trace.
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EVERY CONTACT LEAVES A TRACE.



The Quantified Self-Pwn

SOCIAL SECURITY #
%’ GEOLOCATION
h. PHONE NUMBER
USERNAME
SOCIALACCOUNT 1
E DEVICE ID
IP ADDRESS
PHOTO | I
- | -
' EMAIL FRIEND CONNECTION

LICENSE PLATE #
SOCIAL ACCOUNT 2 @ ®






CONTROL DECREASES

Hierarchy of Data Bleed




USB Hacks

MTT '.T '
Sl - (Podsiurping) o€ ;
= 158 Thumb Drives Install Rootkil September 24, 2007

Sony

Torpof) September 28, 2006

58 Drive Prone Home October 21, 2006
LS8 Dumper October 6, 2006

USE Hacksaw October 7, 2006

USB Switchblade

LreshRe for USE September 25, 2006




From

[ ]
Sent: Thursday, February 22, 2007 2:25 PM
d 1LLIC ware
Subject: Gadget Theft: Device Located

The Flash Drive USB Flash Drive you reported lost or stolen has been plugged into a PC and we
have been able to retrieve forensic data from the system

Public IP Address: 2.102.240 MP3 Players

Archos

Time of Connection: Jun 15, 2007 2:08 PM (PST)
Public IP Address: 74.120.165.168

Host: CFPE0D1217e41136-Cl }194757b6a4 .cpe.net.cable.rogers.com

ISP: Rogers Cable

Internal Network Address: 192.168.1.100
Computer Name: YOUR-39673CA035
User Name: kalpakis family

Location

Country: CA
Region: ON
City:Newmarket

Zumo 550, Street pilot C550, c580 T Go 910, one, Go 510

Cell Phones

K 550,K750
M800, PO90
Other Devices

way 500C



Expanding Investigative Scope

2009-02-21 23:43:49
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Commercial Trojan

ThermaTrake

FLIR ThermaTrak™ | .

If your IR camera is lost or stolen,
ThermaTrak™ can track where it is and who has it.

3268

Extended Warranty

The FirstTheft Tracking System for IR Cameras!

Remote activation triggers theft ThermaTrak in action — The software  One-time activation required at
detection — Owners who fall victimto  must be installed on your camera and Service Center — In order to activate




Further Down the Rabbit Hole: Tracking Laptops




Home You Organize Contacts Groups Explore

Building a Better Laptop Trap

{ has detected the above person attempting unauthorized access into your
computer

The following details have been collected from your missing Mac

External IP address: XX XXX XXX XXX (More Information

Internal host IP
Username: Tom
Ethernet ID: 00:(
Hostname: Toms-
WiFi networks in the

WiFi based latitude: XX XXX
Fi based longitude: -XX.XXX (More Information




First Laptop Recovery Using Wi-Fi Positioning+ Camera

External IP address: {More Information:
ip.gadgettrak.com/7ip= )

Internal host IP; 192.168.1.116

Usemame:

Ethernet ID: 00:23:01,93.¢a:98

Hostname:

WIFI networks in the area.

WIFi based latitude:
WiFi based longitude: ~~ ° """ {More Information:
maps.google com/maps?&g=-




Thieves Targeting Portland Schools Unveil Organized Crime Group

External IP address: © % (More Information: Jsss

Internal host IP: 192.168.1.133
Username: student

Ethernet ID: (

Hostname: W .local
WiFi networks in the area: BoB, junkers_network, Kernazh, Mike

WiFi based latitude: .
WiFi based longitude: -122.585643 (More Information: http://m: =

https://www.youtube.com/watch?v=Fyej2D10fNI



https://www.youtube.com/watch?v=Fyej2D1ofNI

More Organized Crime & Expanding to OSINT

ip Myspace

External |P address: 209.142. (More Information: http:
Internal host IP: 192.168.5.156

Username: Viktor

Ethernet ID: 00:25:4b

Hostname: Macintosh.local

WiFi networks in the area: attwifi, qualityfloors, Regency2, Wayp(

WiFi based latitude: 0.000000 } 7
WiFi based longitude: 0.000000 (More Information: http://maps.qoogle. com/maps”&q 0. 000000 0 000000 )




International Tracking: Brazil Carjacking & Assault




Smartphone Tracking

Al @ 2:24pMm

Contacts

Configure Pictures

Iwant to be able to wipe my pictures
if this Susan's Nexus One gets stolen

. 0y !
‘r"ll"'—”Tln"Y.
Co1100110

. Backup my pictures from this device

Apply



Fun with Smartphone Thieves



http://www.youtube.com/watch?v=c6mqgnJLx5U

Commercial Mobile Spyware
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Further Down the Rabbit Hole; EXIF Data

EXIF Data Results




EXIF Mining with a Legal Botnet
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- Date uploade

Pan®@ramio - Serial number
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twitter¥

x1000



Holy Sh*t It Worked!

S9K Camera Gear Recovered 1 Year After Being Stolen

facebook

eboy




EXIF + OSINT

craigslist




ICE HSI Cyber Crimes Center (C3)
Child Exploitation Investigations Unit




[0T Provides New Telemetry — and Targets

CRIME WATCHE
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http://www.youtube.com/watch?v=oBjp2bmFV_E

Més Mis archivos Ignacio, confirma tu cuenta de Facebook Mas ...
webmail2.prodigy.r /wapmail?... ~ Translate this page

L[]
Feb 17, 2013 - Hclaﬁ Te uniste a Facebook el 19 de octubre de 2012, pero alin
I I l al S n eXe y O O e no has confirmado la direccién de correo electrénico asociada a tu ...
Tu recibo n.° 213049284337 - Prodigy
webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

Mar 25, 2013 - Facturado a _@prodlgy net.mx. Ignacio Sanchez-Navarro
Garcia Lascurain Fuente de Leones 35. Int. 5. Edo. de México, MEX ...

El Economista solicité a Ken Westin, experto en seguridad cib
Westin, tras realizar su propia pesquisa, llego a las siguientes conc e e (e I

webmail2.prodigy.net. mx/cgi-bin/wapmail?ID...1
Mar 31, 2013 - Dear Customer: Your IBC Bank statement for the account(s) listed below
is now ava\lab\e.-2467 To view your statement online please ...

El hueCO en |a Mas Mis archivos RE: Que el agua corra.... Mas Responder Mover ...

0 : webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

seouy ndad |nvo|uc|’aba May 20, 2013 - Sandy Que gusto que todavia se acuerde de mi, le mando un beso y un
o fuerte abrazo. Siguiente >. Mas, Responder, Mover, Responder a ...

un error en una

aplicacién y una Més Mis archivos Daily Email Prize - Claim Your Mystery Box! Més ...
webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

desconﬁ Uu raclén May 20, 2013 - "Great to see you again, tamer! We set aside a special gift for you
: Open it up and see what's inside!" - The Sky Shop Cats ...
del servidor.

Siguiente - Prodigy

webmail2.prodigy.net.mx/.../;wapmail?... ~ Translate this page

10+ items - Correo | Contactos | Calendario | M&s. Mis archivos
r~ SPPEPENIE [~u——— i g , “ Acapulco en familia: j2 noches para 4 en hotel 3 Estrellas  |No te pierdas la
e acuer ‘-j'_' convve iSiempre seguro! Kit de alarma c/control remoto. iSeguridad
manera de saber cuanto tiempo e

A Mas Mis archivos Seforita! Mas Responder Mover Responder a ...

webmail2.prodigy.net.mx/.../.wapmail?... ~ Translate this page
De: essy saberi. A: 25/03/13. something different. SENORITA. Méas, Responder, Mover,
Responder a todos, Reenviar. Configuracion | Cerrar sesién. TELMEX ...

webmail2.prodigy.net.mx/cgi-bin/wapmail?ID=IMC4L0SxN&msgt
g

Siguiente - Prodigy
webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

. I 5+ | Correo | Contactos | Calendario | Mas. Mis archivos
l I I a l 20/04/13 00H20. La apuesta turistica
_ 20/04/13 00H06.  Afinacién Diaria de la Concienc

Siguiente - Prodigy

webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

Jun 7, 2013 - tuimagenpersonal.com. Santo Domingo 22. Madrid, Madrid 28013. ES If
you no longer wish to receive communication from us: Cancel

Belleza y realidad._.-rsf.pps - Prodigy
webmail2.prodigy.net.mx/.../wapmail?... ~ Translate this page

El tiempo de descarga del archivo puede ser largo. Clic en la liga para descargar el
archivo. Descargar a PC - Configuracién | Cerrar sesién. TELMEX - Nuevas ...




Black Hats & White Collars

SQL Injection + Rev Shells
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Hidden Service

s

TRADERS

https://www.splunk.com/en_us/blog/security/black-hats-white-collars-sec-edgar-database-hackers-revealed.html




CONTROL DECREASES

Hierarchy of Data Bleed




Thank You!

kwestin@gmail.com
linkedin.com/in/kwestin
infosec.exchange/Q@kwestin
cybersecurity.io
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