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Many CISOs find themselves behind the GenAI 
adoption curve.
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But before we discuss risk:
What is this technology about? How does it work?



It’s complex

Donal



OpenAI doesn’t
fully get it.
How could we?



When I met ChatGPT
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OPEX Reduction
Big4:
“AI Transformation
Projects”



Can jobs become redundant 
without people becoming 
redundant?



Loneliness



Even Innovation is Stumped







“The most crucial 
investment of our lifetime.”



The GenAI leap Can we?



Enterprises can’t leverage the value and 
competitive advantage…
… without governance



Is GenAI a new 
risk?

Or is it SaaS?



Is GenAI a new 
risk?

Or is it SaaS?

● High prevalence,
● Ease of use

○ Across roles

● High value proposition
● Immense potential business 

enablement.



What Are Our Risks?

Are there new risks?



● Internet (Mozilla)
● Social media
● iPhone (smart phones)
● Cloud

Have We Seen Anything Like It Before?



Data Leak

Large Language Models (LLMs) cannot update themselves in 
real-time and therefore cannot return one’s inputs to another’s 
response.



Data Leak

Large Language Models (LLMs) cannot update themselves in 
real-time and therefore cannot return one’s inputs to 
another’s response, effectively debunking this concern.

… However, this is not necessarily true for the training of 
future versions of these models



What are the actual risks?
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Scope

The scope of a policy for AI/ML can cover several types of technologies

1. ChatGPT as a specific service, due to its current popularity;
2. GenAI broadly, including systems other than ChatGPT such as Bard, PaLM, and 

Copilot
3. Third party products and services using GenAI technologies
4. Enterprise applications using on-premise or cloud-based GenAI technologies 

in internal development
5. Third-party products and services making use of AI/ML technologies, or;
6. Internal development of AI/ML models and applications.
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Revising Existing Policies

Most AI/ML-related risks should be covered by existing 
enterprise policies. 



Develop New Policies

GenAI also introduces the need for new policies and controls.



Develop New Policies

● Users may have used cloud services for spell-checking in 
the past…

● … But, they have not changed their entire content 
production workflow or provided raw data

● … Incorporation into third-party applications, from the 
Microsoft Office 365 suite of tools to browser plugins.



● How do the GenAI policies affect the enterprise?
● Are these customizable for users?
● What enterprise dependencies could be impacted by the 

use of GenAI?

Considerations in Policy Development



● What integrations does the application utilizing GenAI 
provide access to?
○ For example, does a customer support chatbot have 

access to all user data..
○ … and is able to offer compensation on missed 

deliveries, service outages?

Considerations in Policy Development



● Where to report potential violations of policies?
● Elevation vs. escalation points

Considerations in Policy Development



Unique to AI



Enterprise use cases



Making Risk Decisions

So many options!

● On-prem platform
○ Open Source?

● SaaS platform
● Specific tools
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Making Risk Decisions

Make a decision already!

● On-prem platform
○ Open Source?

● SaaS platform
● Specific tools

The 90s and monoculture:
Use a specific tool, or a platform?
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Making Risk Decisions

● On-prem platform
○ Open Source?

● SaaS platform
● Specific tools

Declaring a Risk Exception?

Blocking?



Making Risk Decisions - Example

The enterprise considers allowing using tools developed and 
hosted by OpenAI, and should consider enforcing certain 
administrative guardrails, or principles:



Making Risk Decisions - Example

● Training opt-out
● Accepting the data retention policy of 30 days
● User history deletion
● Requiring users to follow the Acceptable Use Policy
● Risk-awareness training



Threat
Modeling



Controls ideas



It Goes Beyond the Enterprise

We face a historic opportunity to affect the security and 
privacy of individuals worldwide.



Looking Into the Future

Prophecy was given to fools…
… and security professionals.
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Looking Into the Future

● Philosophy:
○ Don’t Panic

● Personal:
○ Learn, diversify
○ “We know nothing”

● Professional:
○ Remember to enable the business



Looking Into the Future

It’s just another technology





Thank you :)

gevron@gmail.com
@gadievron


