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s there a hack in the box?
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Hacktivists Increasingly Claim to Tar



Actor shares list containing Control System: Water
19 IP addresses of Industry: Water & Wastewater
exposed HMIs Location: U.S.

Greek-language tutorial
on compromising
OT assets

Timeline
2020

Actor shares list containing Control System: Various
59 IP addresses of Industry: Various
exposad HMIs Location: Global

Control System: Solar
Industry: Unknown

Control System: Water
Industry: Water & Wastewater

Location: Israel [ Location: Israel

Arabic-language tutorial | Actor shares list containing Control System: Water
on compromising IP address of OT assets Industry: Hospitality

* Low sophistication attacks e Lo

Control System: Water Control System: Generation Control System: Solar
Industry: Agriculture s i Industry: Energy Industry: Unknown Industry: Food and Beverage
Location: Israel | Locatlon: South America Location: Israel Location: Israel

Control System: BAS

e Attacks vs. unsecure OT assets

e Actors interacted with OT
processes

NSA/CISA alert on activity Control System: Solar, BAS
against internet-accessible SJuUL Industry: Unknown
OT systems Locatlon: Germany

Control System: Physical Access
Industry: Unknown
Location: Israel

Some hacktivist tutorials
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Control System: Water

Industry: Water & Wastewater
Location: Israel

Control System: Solar, Transmission, BAS

Industry: Hospitality, Energy
Location: Israel

Control System: Home security

Industry: Residential
Location: Israel

Control System: BAS

Control System: BAS

.212;‘:: Industry: Education Industry: Hospitality
Location: Mexico Location: Australia
Control System: Water
Industry: Water & Wastewater FEB
Location: U.S.
MAR
Control System: Solar
APR Industry: Energy

. EVENT

Il neioent

Location: India
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2022... The Return of Hacktivism
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Note: Hacktivist Claims?

The attack was carefully planned and executed when
the plant was first turn-on in the morning. % The
Orcs fought back, but they failed in the end as we
destroyed the backup database and corrupted the

primary. 30 hours later it is still gone. = ™=
#StandWithUkraine #TeamOneFist
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The levei of control once insice & SCADA mywtem as Root (master)
user is total. It is how Student was able to destroy iranian
centrifuges, and how we are abie to set 80 many actusl fires by
burmning out motors, pumps and slectrical equipment. Without an
axtremely robust and emensive backup solution. whioh KUPROS
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The last moments of life for the Paper Mill.. SCADA
system still gone, operation complete. We will not
tweet for some time, until a new group of attacks is
complete. Please enjoy the final moments for the
Orcs, #Ukraine - -
1740 | 00
4.20 125.2




Alert: This is most likely false/ inaccurate

g

“Buratiya was hit in this attack causing 96,000 Siberians to
lose power during cold weather. We, Ghostsec declare that
we were infact responsible for the (highlighted as)
‘mysterious” emergency shutdown.

Although some of us have remorse for the civilians
affected, we are pleased to state that the ICS attack was
successfully executed with 0 casualties in the actual
explosion due to our proper timing while performing our
attacks.”

During #0PRUSSIA, #GhostSec had participated and executed in ~
outstanding hacks such as the train hacks resulting in completely
stopping trains owned and run by Metrospetstekhnika and printer
artacks.

However We preformed a ICS hack on Russian modbus,IEC. and

moxa devices which is also known to control some electrical

-
systems. l

Our main objective was to try and cause a small/large scale
blackout, However this news article caught our eye i

ex 1ssian-power-27308819 (The press service at
Gusinoozerskaya said “spontaneous damage to the transformer”
occurred, which caused the shutdown of all power units of the
station that were in operation.)

Buratiya was hit in this attack causing 96,000 Siberians to lose power

' during the cold weather. We, GhostSec declare that we were infact

| responsible for the (highlighted as) "mysterious” emergency

N T\

shutdown.

Although some of us have remorse for the civilians affected, we are
pleased to state that the ICS attack was successfully executed

with 0 casualties in the actual explosion due to our proper timing
while preforming our attacks.

The timing does in fact fit correctly with the timings of our ICS hack
and is clearly mentioned in the article the attack was due to the
transformer taking damage and "It is undlear if there is a connection
but there has been speculation on a sabotage.”

mirror

Giant explosion at Russian power station causes blackout near
uranium mine

It comes after a huge explosion rocked an oll refinery in Russia's
Rostov region, which borders Ukraine, some four miles inside Ru...
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Opening the Box: Are These Attacks Real?



Hacktivist Techniquesin MITRE ATT&CK for ICS

Tactic Technique Tactic Technique

Collection T0811: Data from Information Repositories

Initial Access T0883: Internet Accessible Device

C dand Control [T0885:C ly Used Port
Initial Access T0819: Exploit Public-Facing Application ommandand Lontro ommonty bsed ror

Commandand Control [T0869: Standard Application Layer Protocol
Execution T0807: Command-Line Interface

Inhibit Response Function|T0816: Device Restart/Shutdown

Execution T0823: Graphical User Interface

Inhibit Response FunctionTO809: Data Destruction

Persistence T0859: Valid Accounts
Impair Process Control [T0855: Unauthorized Command Message

Evasion T0872: Indicator Removal on Host impact T0831: Manipulation of Control
Lateral Movement | T0853: Valid Accounts Impact T0882: Theft of Operational Information
Collection T0852: Screen Capture Impact T0826: Loss of Availability
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CYBERSECURITY & /=5 Search
INFRASTRUCTURE _j_'_.’f # AMERICA’'S CYBER DEFENSE AGENCY
SECURITY AGENCY g2

Topics v Spotlight Resources & Tools v News & Events v Careers v About v

Home / News&Events / Cybersecurity Advisories / Alert SHARE: 0 O in

A Archived Content

In an effort to keep CISA.gov current, the archive contains outdated information that may not reflect current policy or
programs.

ALERT

Mitigating Attacks Against Uninterruptable
Power Supply Devices

Last Revised: April 29, 2022
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Graphical User Interfaces
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Exploit Public-Facing Applications

44818 - CIP Running CRASHETHER attack
44818 CIP ot session 1d: OxdbS5f9d5¢
44818 CIP CRASHETHER attack complete

Running module agains

44818 - CIP Running CRASHETHER attack

44818 - CIP - Got session id: Oxa006900

44818 - CIP CRASHETHER attack complete
Running module agains

44818 - CIP Running CRASHETHER attack

14818 cIp Got session id: Ox1001b00
44818 - CIP CRASHETHER attack complete ° |EC_‘|04
Running module agains

44818 CIP Running CRASHETHER attack

44818 - CIP - Got session id: Ox68004800 ° EtherNet_lp

44818 CIP CRASHETHER attack complete

Running module agains ClP
44818 CIP - Running CRASHETHER attack

44818 CIP - Got session id: Ox3001800
44818 CIP CRASHETHER attack complete

Running module

agains

44818

CIP Running

CRASHETHER

attack

Killbus

Got session id Oxc29d36d8 [ MOdbUS

CRASHETHER attack complete

44818 - CIP
44818 CIP
Running module agains
44818 CIP Running CRASHETHER attack
44818 CIP Got session id: Oxd9b75cS1]
44818 CIP CRASHETHER attack complete
Running module agains
44818 CIP Running CRASHETHER attack
44818 - CIP - Got session 1d: Ox2e023b00
44818 - CIP - CRASHETHER attack complete

Running module against
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What's the Impact?!
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Debunking Some OT Hacking Claims
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Case 1: GhostSec Claimed
to Deploy Ransomware on
Belarusian RTU
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CASE 2: Claim Responsibility for Destruction of Assets

Taking advantage of real-world events...

Do you smell gas or Benzen , check the store, or call +9725390368xx

Altahrea Team claims responsibility
over Orot Yosef power plant fire.

GhostSec claims responsibility for
hydro-power plant in Russia.

Team OneFist claims to disable
cellular router supporting OT in
Russia.
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CASE 3: Claim Responsibility for Destruction of Assets

#cyberattack against Iran's steel industry

Today, 27/06/2022, we, "Gonjeshke Darande",
carried out cyberattacks against Iran's steel industry
which affiliated with the IRGC and the Basij:

The Khouzestan Steel Company (KSC)

The Mobarakeh Steel Company (Isfahan) (MSC)

The Hormozgan Steel Company (HOSCO)

These companies are subject to international sanctions
and continue their operations despite the restrictions.

These cyberattacks, being carried out carefully so to protect innocent individuals,

are in response to the aggression of the Islamic Republic.

3 0:03 /110 ox

712 AM - Jun 27, 2022
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CASE 3: Claim Responsibility for Destruction of Assets
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CASE 3: Claim Responsibility for Destruction of Asset
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So...Isthere a Gat/Hack in the Box?

Do Hacktivists Pose a Risk to Operational Technology?
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Hacktivists interact with OT assets
Higher frequency means higher risk

Calls media attention and invites
for copycats

Helps nation-states to deny actions

Actors share knowledge which will
remain after conflict

Yes



No

Hacktivists use very simple
techniques

Higher frequency des not mean
higher impact

OT attacks require more
resources to generate impact

Hacktivists can call media
attention without OT

Nation-state actors have hacked
OT with little to no repercussions

©2022 Mandiant




M

And yet... hacktivists continue
to normalize hacking OT
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Thanks!

Daniel Kapellmann Zafra
@Kapellmann

www.kapell.tech

©2022 Mandiant

28



