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$ whoami - Sam Stepanyan

* OWASP London Chapter Leader
e Software development background
* Application Security Consultant, Financial Services, London
* | am a Defender
* Why am | presenting a talk about a tool
which consists of words “Network” and “Attacker”???
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| FIRST TRIED NETTACKER IN 2017:

-m SCAN_METHOD, --method SCAN_METHOD
choose scan method ['ProFTPd_memory_leak_vuln',
'wordpress_dos_cve 2018 6389 vuln',
'XSS_protection_vuln', 'ProFTPd_cpu_consumption_vuln',
'x_powered_by vuln', 'Bftpd_memory_leak_vuln’,
'‘apache_struts_vuln', 'http_cors_vuln’,
'Bftpd_remote_dos_vulin',
'ProFTPd_directory_traversal_vuln',
'Bftpd_parsecmd_overflow_vuln',
'ProFTPd_bypass_sqli_protection_vuln’,
'ssl_certificate_expired_vuln',
'wp_xmlrpc_pingback_vuln', 'xdebug_rce_vulin’,
'self_signed_certificate_vuln’',
'weak_signature_algorithm_vuln',
'Bftpd_double_free_vulin',
'ProFTPd_exec_arbitary_vuln',
'options_method_enabled_vuln', 'server_version_vuln',
'ProFTPd_integer_overflow_vuln',
'ProFTPd_restriction_bypass_vuln',
'CCS_injection_vuln', 'wp_xmlrpc_bruteforce vuln',
'ProFTPd_heap_overflow_vuln', 'heartbleed_vuln’,
'content_type_options_vuln', ‘clickjacking_vulin’,
'‘content_security_policy _vuln', ‘wappalyzer_scan’,
'wp_user_enum_scan', 'port_scan', 'pma_scan’,
'wp_timthumbs_scan', 'drupal_modules_scan’,
'sender_policy_scan', 'wp_plugin_scan’,
'viewdns_reverse_ip_lookup_scan', 'drupal_theme_scan',
'wordpress_version_scan', 'admin_scan’,
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OWASP London @OWASPLondon - 5 Dec 2018
0 Are you at @BlackHatEvents in London?! Come to the
WASH jon booth and say ‘hi’ to the #OWASP London chapter N
leaders C tep9 & @drgfragkos; check out the #OWASPNettacker tool bIaCI (I .atﬁI
=L = 201
— |

Dr Greg Fragkos (@drgfragkos) and |
were asked to demo OWASP
Nettacker at BlackHat Europe2018
as Nettacker project leaders could
not get to London in time.

‘ ’ 4 We had to learn the tool overnight to
blackhat be able to demo it at BlackHat

EUIRERE ¢ Arsenal. Then this happened ==>
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Crowds Watching OWASP Nettacker Demo at BlackHat Europe London, December 2018
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Crowds Watching OWASP Nettacker Demo at BlackHat Europe London, December 2019
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OWASP NETTACKER PROJECT
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OWASP Nettacker is an open source software tool which assists with Penetration Testing by

automating Information Gathering and Vulnerability Scanning tasks.
This software can be run on Windows/Linux/MacOS under Python

) @securestep9
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GOOGLE SUMMER OF CODE

Accepted as a Google Summer Of Code (GSoC) Project
OWASP Nettacker was Enhanced by GSoC Students

OWASP Nettacker

Google Summer of Code

owasp.org

Know a Student? Let them
know about GSoC:

Paid internship by Google
Students apply to
enhance/improve an Open
Source project participating
in GSoC

Students work on an Open
Source project during their
summer break guided by
mentors

OWASP participates in GSoC
every year
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“SWISS ARMY KNIFE”?

® a tool consisting of many tools
® not necessarily compatible with each other
e can they be all used together???
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WHY OWASP NETTACKER?

* acollection of tools

* modular structure g

e easy to create own modules

» fast performance / multi-threading

e customizable profiles (bundle of modules
focused on specific task)

e automate and run from command line

OWASP Nettacker owasp.org @securestep9



WHY OWASP NETTACKER?

* itis not “officially released” yet ~ * ...however it already has:

e notevenin “beta” -  CLI (command line interface)
v0.0.2/v0.0.3 e Web Ul
* |looking for more contributors * API

* Report generator
* Maltego transforms
e 70+ modules

OWASP Nettacker owasp.org @securestep9



https://owasp.org/www-project-nettacker

OWASP Nettacker

® © ® (& OWASP Nettacker x +

&

c

& owasp.org/www-project-nettacker/#

@DLURSF“ PROJECTS CHAPTEAS EVENTS ABOUT
OWASP Nettacker
OWASP Nettacker project was created to f y scanning and in general

to aid penetration testing engagements. Nettacker is able to run varicus scans using a variety of methods and
generate scan reports(in HTMUTXT/JSON/CSV format) for applications and networks, including discovering
open ports, services, bugs, vuly figurations, default etc.

can be run as a command-line utility (including running as a Docker container), API, Web GUI maode or as
Maltego transforms.

OWASP Nettacker is written in 100% Python and does not rely on launching any extemal tools.

The current Nettacker version (pre-release) is v0.0.2 which is compatible with both PythonZ2 and Python3.
Documentation
o Wiki
« Instaliation
« Usage
Code Repository
« OWASP-Nettacker
Contributing

« Developers

Quick Demo - CLI

Quick Demo - WebUI

Q% ¢ GE»Q

SRR oo | |

The OWASP® Foundation works to
improve the security of software through its
community-led open source software
projects, hundreds of chapters workdwide,
1ens of thousands of members, and by
nosting local and global conferences.

OWASP Nettacker

Classification
% Teol
Audience

7 Breaker
Downloads

ZIP file
tgz file

Documentation
Wik

Installation

Usage

Code Repository
OWASP-Nettacker
Contributing
Developers

Events & Videos

Events
Videas
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https://github.com/OWASP/Nettacker

® © ® () Home:OWASP/Nettacker Wik x 4 (]
& C @& github.com/OWASP/Nettacker/wiki QA &% O N Q9 :
% Apps ES Other Bookmarks Reading List

O Why GitHub? Team Enterprise Explore Marketplace Pricing _ Sign in ‘Signup

& OWASP / Nettacker Q sponsor | | [} Notifications | = Y¥ Star 11k | % Fork = 398

.
<> Code () Issues 9 11 Pulirequests 31 (®) Actions [T] Projects 1 [ Wiki <+—rSecurity [~ Insights Docu m e ntatlo n
R . o
Wiki
Home

Ali Razmjoo edited this page on Jan 28 - 17 revisions

OWASP Nettacker » Pages )

Wiki sections are visible in the sidebar (right). OWASP Nettacker's
Wiki

Manuals

Open Web Application
Security Project

Installation
" i Instructions

°

. o GitHub

. Introdlucnon o 2Zip

o Links o Docker

« Installation o PyPl

* Usage « Usage
OWASP Nettacker is an open source software in Python language which lets you automated penetration o Target inputs Option
testing and automated Information Gathering. This software can be run on Windows/Linux/OSX under o APl and WebU!
Python. o Database

— + Maltego Transforms

OWASP Nettacker owasp.org
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OTHER SCANNERS VS OWASP NETTACKER

Scan ONE website for MANY web app
BURP SUITE vulnerabilities

(whatever the scanner is able to find).
Crawl one website to discover all URLSs,
parameters...

OWASP ZAP

Scans ONE or
MANY (hundreds or thousands)
OWASP IP addresses, networks or subdomains for
OPEN PORTS and ONE or MORE SPECIFIC
NettaCker vulnerabilities, listed by the user (bundled
in modules)

OWASP Nettacker owasp.org @securestep9



INSTALLING OWASP NETTACKER

OWASP Nettacker is on GitHub

| will use v0.0.2 today for my demo as the latest v0.0.3 currently has a couple of
issues (but it has great new features - we will cover this later!)

=> Install dependencies first! Read The Manual (Wiki)!
To install the latest version directly from GitHub using git, run these commands:

git clone https://github.com/OWASP/Nettacker
cd Nettacker

pip install -r requirements.txt

OWASP Nettacker owasp.org @securestep9


https://github.com/OWASP/Nettacker

INSTALLING NETTACKER IN KALI LINUX

How To Install OWASP Nettacker on KALI Linux 2021.1

236 views * 3 months ago
\9} securestep9

PIP for Python2 download command: wget https://bootstrap.pypa.io/pip/2.7/get-pip.py

OWASP Nettacker owasp.org @securestep9



NETTACKER INCLUDED IN BLACKARCH LINUX

blackarch Tue, 21:03 en " blackarch I# nettacker

github.com/0WASP
ovasp.org
zdresearch.com

usage: Nettacker [-L LANGUAGE] [-v YERBOSE_LEVEL] [-\] [-c]l [-o LOG_IN_FILE]
[--graph GRAPH_FLAG] [-h]l [-W] [--profile PROFILE]
[-i TARGETS] [-1 TARGETS_LIST] [-m SCAN_METHOD]
[-x E UDE_METHOD] [-u USERS] [-U USERS_LIST] [-p PASSWDS]
ADS_LIST] [-g PORTSI [-T TIMEOUT_SEC] [-w TIME_SLEEPI]

HACK THEPLANET
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NETTACKER INCLUDED IN BLACKARCH LINUX

LinuxXx A Home X Downloads B Guide © Faq B Tools  i&% Community B Blog ¥ Donate
blackarch-
networking
blackarch-
windows
blackarch-
scanner
blackarch-
scanner
blackarch-
networking
blackarch-
sniffer
blackarch-
windows
blackarch-
automation

netreconn 1.78

netripper 79.683ef1b

netscan 1.0

netscan2 58.a1db723

netsed 1.3

netsniff-ng 0.6.8

netstumbler 0.4.0

nettacker 0.0.2.r0.g92239ce Automated Penetration Testing Framework.

hipealin sithoniacd 19.df75391 Network Application Stress Testing Yammer. blackarch-dos
tester

blackarch-
networking
blackarch-
forensic
blackarch-

scanner

networkmap 58.f5faf17

networkminer 2.6

netz v0.1.0.r8.g3754e56

OWASP Nettacker owasp.org ) @securestep9



NETTACKER IN DOCKER

No Official OWASP image yet (coming soon!)

——— simply Compose your own =>

git clone https://github.com/OWASP/Nettacker
cd Nettacker

docker-compose up

OWASP Nettacker owasp.org @securestep9


https://github.com/OWASP/Nettacker

RESPONSIBLE USE WARNING

You shall not misuse this tool nor any
other security tool for unauthorized
access

Performing security scans without
permission from the owner of the
computer system is illegal.

OWASP Nettacker owasp.org @securestep9



NETTACKER MODULE TYPES

®* 'scan’ - e.g. port scan
* ‘vuln’ - e.g. apache struts wvuln
* ‘brute’- e.g. ssh brute

OWASP Nettacker owasp.org @securestep9



NETTACKER SCAN MODULES

°*admin scan'* °'sender policy scan'

°‘cms detection scan'* °*subdomain scan' *

°*dir scan'*¥* °*'viewdns reverse ip lookup scan'
°*‘drupal version scan' *‘wappalyzer scan'¥

°'drupal modules scan' *‘wordpress version scan' *
e'drupal theme scan' *'wp plugin scan'

e‘icmp scan' * *'wp theme scan'

°**joomla template scan' *'wp timthumbs scan'

°'joomla user enum scan' °'wp user enum scan'

°*'joomla version scan'
*‘pma scan'*
*‘port scan' *

OWASP Nettacker owasp.org @securestep9




OWASP Nettacker

NETTACKER VULN MODULES

'apache struts vuln'

'Bftpd double free wvuln'
'Bftpd memory leak wvuln'
'Bftpd parsecmd overflow vuln'
'Bftpd remote dos wvuln'

'CCS injection vuln'
'clickjacking wvuln'

'content security policy wvuln'
‘content type options wvuln'
'citrix cve 2019 19781 wvuln'*
'heartbleed vuln'

‘http cors wvuln'
msexchange cve 2021 26855 vuln *
‘options method enabled vuln'

owasp.org

‘ProFTPd bypass sqli protection vuln'
‘ProFTPd cpu consumption vuln’
‘ProFTPd directory traversal vuln'
‘ProFTPd exec arbitary vuln'
‘ProFTPd heap overflow wvuln'
‘ProFTPd integer overflow vuln'
‘ProFTPd memory leak wvuln'
‘ProFTPd restriction bypass wvuln'
‘self signed certificate wvuln’
‘server version vuln’*

'ssl certificate expired wvuln’ *
‘weak signature algorithm wvuln'
‘wordpress dos cve 2018 6389 wvuln'
‘wp_xmlrpc bruteforce wvuln'

‘wp _xmlrpc pingback wvuln'

‘XSS protection vuln’

‘x powered by vuln’ *
'xdebug rce vuln'

@securestep9



OWASP Nettacker

NETTACKER BRUTE MODULES

e 'ftp brute'

e 'http basic auth brute’
e 'http form brute'

e 'http ntlm brute'

° 'smtp brute'

e 'ssh brute'

* 'telnet brute'

° 'wp xmlrpc brute'

owasp.org
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|IOT SCAN (@IOTSCAN)

* original name for Nettacker (and still its Twitter handle)
e scan your network for loT devices

e scan loT device for open ports

e brute force scan for default credentials (admin/admin)

OWASP Nettacker owasp.org @securestep9



NETTACKER PORT SCAN MODULE

port scanner (port_scan)

easier to use & faster (compared with nmap)
add -t <threads> -M <threads/host>

uses Python multi-threading

add -g to list specific ports to scan

e.g.-g 80,443

OWASP Nettacker owasp.org @securestep9



RUNNING NETTACKER 101

nettacker -i <target> -m <module>
nettacker -i 192.168.1.149 -m port scan

nettacker -i 192.168.1.0/24 -m port scan

OWASP Nettacker owasp.org @securestep9



NETTACKER TARGETS

-i (ip|range|cidr/bits|domain|url)

©192.168.1.1
©192.168.1.1-192.168.255.255
©192.168.1.0/24

* owasp.org
*http://owasp.org
*https://owasp.org

OWASP Nettacker owasp.org @securestep9



LIST OF TARGETS FROM FILE

nettacker -1 <list of targets> -m <module>

<list_of targets> - a text file containing the list of targets

OWASP Nettacker owasp.org @securestep9



CHAINING MODULES

nettacker -i <target> -m <methodl>, <method2>..
nettacker -i 192.160.1.149 -m port scan,pma scan
nettacker -i owasp.org

-m port scan, server version vuln -g 80,443

OWASP Nettacker owasp.org @securestep9



NETTACKER PROFILES

e‘info’ *‘wp’
.‘Scan' .‘joomla’
*‘brute’ *fallt
e‘vuln’

nettacker -i <target> —-profile info

OWASP Nettacker owasp.org @securestep9



LIVE DEMO - IN KALI LINUX

> Start
LIVE DEMO

OWASP Nettacker owasp.org @securestep9



NETTACKER GRAPHS

server_version_vuln O
ocms.owasp.org O

subdomain_scan O

: server version vuln O
Starting attack O = =

owasp.org O

subdomain_scan O

OWASP Nettacker owasp.org @securestep9




NETTACKER REPORTS IN HTML, JSON, CSV

root@kali: ~

File Edit View Search Terminal
owasp.or (]

Help

| subdomain
|
|
|

subdomain

subdomain
scan

owasp.org

owasp.org subdomain

OWASP Nettacker version 0.0.1 [SAME]
in owasp_report.json and database

Software Details:
[+] report saved

done!

[+]

OWASP Nettacker

austin.owa

name-virt-
host.owasp

contact.ow
asp.org

cheatsheet
series.owa

in 2019-11-03

2019-11-0
3
16:37:33

2019-11-90
3
16:37:33

2019-11-0
3
16:37:33

2019-11-0
3

owasp.org

root@kali: ~

Search Termina
“SCAN ID":

File Edit View
[{"USERNAME": "",
‘new-wiki.owasp.org",
bdomain scan", "HOST":
ObaB8e3bdbb40645fd3bc291f8bbl5ab",
11-03 16:37:33", "PASSWORD":
"PORT": ""}, {"USERNAME": "*“,
SCRIPTION": “"www2.owasp.org",
PE": "subdomain scan", "HOST": "owasp.org", “"PORT": ""},
ID": "d30ba8e3bdbb4045fd3bc291f8bbl5ab", "DESCRIPTION":
“2019-11-03 16:37:33", "PASSWORD": "", "TYPE": "subdomain
org", "PORT": }, {"USERNAME": "SCAN ID":
‘, "DESCRIPTION": "lists.owasp.org”, "TIME": “"2019-11-03 16:37
“TYPE": "subdomain scan", "HOST": “owasp.org",
“SCAN ID": "d306ba8e3bdbb4045fd3bc291f8bbl5ab*, “"DESCRIPTION":
", "TIME": "2019-11-03 16:37:33", "PASSWORD": s I YPE =
T": "owasp.org", "PORT": ""}, {"USERNAME": “SCAN ID":
291f8bbl5ab", "DESCRIPTION": "www.lists.owasp.org", “TIME":
"PASSWORD": "", "TYPE": "subdomain scan", "HOST":
“USERNAME" : "SCAN ID": “"d30baB8e3bdbb4045fd3bc291f8bbl5ab",
ww.owasp.org”, "TIME": "2019-11-03 16:37:33", "PASSWORD":
scan”, "HOST": “owasp.org", "PORT": ""}, {"USERNAME":
dbb4045fd3bc291f8bb15ab”, "DESCRIPTION": "austin.owasp.org",
16:37:33", "PASSWORD": "TYPE": "subdomain scan", "HOST":
R

Help
"d36ba8e3bdbb4045fd3bc291f8bbl5ab
“TIME": "2019-11-03 16:37:33", "PASSWORD
“owasp.org”, "PORT": ""}, {“"USERNAME":

“DESCRIPTION":
“TYPE": "subdomain
“SCAN ID":
“TIME": "2019-11-03 16:37:33",

scan

scan

"ocms.owasp.org”,
"HOST":
“d30ba8e3bdbb4045fd3bc291f8bbl5ab",
"PASSWORD" :
{"USERNAME" : “
"mu.owasp.org”,

*PORT "2\ %%k

“subdomain
“d36ba8e3bdbb4645fd3bc
“2019-11-03 16:37:33
"owasp.org”,

“SCAN ID":
"TIME" :

*, “DESCRIPTION":

"TYPE":
“SCAN ID":
"TIME": 2019-

Ownﬁp.orq”,

“TIME":

", "HOST": “owasp.

"d36baBe3bdbb4045fd3bc291f8bbl5ab

:33", "PASSWORD":
{"USERNAME" :
“kerala.owasp.org
scan "HOS

PORY s ey -d
“DESCRIPTION": "w
*TYPE": "subdomain
"d36ba8e3b
"2019-11-63

"owasp.org”, "PORT

U @securestep9




REPORT IN A SPREADSHEET- A MANAGER'S DREAM!

Cin d9-c¢ 3l = Bookl - Microsoft Excel - m

> Home Insert Psgelayout Formulas | Data | Review  View w - C

£ From Access 3 3 2 b Connections Al E { K Clear __‘_) = = i _P}' gs‘)) hv!'_} Ger QJ

g From Web =1 = Lo 1 4% 1zlA U G Reapply =] - —0j $ =g T ‘f o :

v f . . X soli 15 y
ANDYOU RET R SPREADSHEET [ N
Get External Data Connections Sort & Filter Data Tools Outline
. . . A2 v f+ ocms.owasp.org
A B C D E F G

1 HOST * TYPE +I PORT - DESCRIPTION * USERNAN - PASSWOI - TIME Y

2 [ocms.owasp.org Iserver_version_vuln 80 AtlassianProxy/1.15.8.1 REsERERGERE

3 ocms.owasp.org server_version_vuln 443 AtlassianProxy/1.15.8.1 REsRRERGRRE

4 www2.owasp.org server_version_vuln 443 cloudflare REBRESEEEER

5 www2.owasp.org server_version_vuln 80 cloudflare LEEEEEE R

6 www.owasp.org server_version_vuln 80 cloudflare RHuRBERERERE

7 www.owasp.org server_version_vuln 443 cloudflare HEHsREEERER

8 austin.owasp.org server_version_vuln 443 cloudflare HERAREREEER

9 austin.owasp.org server_version_vuln 80 cloudflare RERRERRERRR

10 secureflag.owasp.org server_version_vuln 443 nginx RERAERRRERE

11 secureflag.owasp.org server_version_vuln 80 nginx HERERERGEHE

12 kerala.owasp.org server_version_vuln 443 cloudflare RERRRERERRR

13 kerala.owasp.org server_version_vuln 80 cloudflare RERHREERERE

14 lists.owasp.org server_version_vuln 443 cloudflare HEsHBERREHE

15 lists.owasp.org server_version_vuln 80 cloudfiare HESEEEEREHRE

WEBY "E E A ann HEET 16 name-virt-host.owasp.org  server_version_vuln 80 cloudflare RESREERRERE

' 17 name-virt-host.owasp.org  server_version_vuln 443 cloudflare REAREERLRRR

IERTOm | 18 cheatsheetseries.owasp.org server_versi 443 cloudflare HRRBARRARNS
M4 4 » ¥ Sheetl Sheet2 Sheet3 ©J 7T ) A

OWASP Nettacker

Ready

owasp.org

ERE. SS===N==
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OWASP AO - "ASSET INVENTORY"

\ Jeremiah Grossman & v
@jeremiahg

| suggest the OWASP Top Ten 2017 include AO: Asset
Inventory. These days the biggest AppSec risk are
websites you don’t know you own.

11:28 PM - Apr 10, 2017 - TweetDeck

95 Retweets 153 Likes

"if you don't know what you OWN you cannot possibly secure it"

OWASP Nettacker owasp.org @securestep9




OWASP Nettacker

OWASP NETTACKER API & WEB Ul

Version 0.0.1

|
github.com/zdresearch |
owasp.org |
|
|

zdresearch.com

29c6ca39214fd704a52111708d

"api.engine" (lazy loading)

* Debug mode:

* Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)

owasp.org

) @securestep9



OWASP NETTACKER APl & WEB Ul

Scan Methods

P ——

Ay
A ~

tip_basic_auth_brute |

citrix_cve_2019_19781_vuin

ProFTPd_restriction_bypass_vuin

m ss|_certificate_expired_vuin wp_xmirpc_bruteforce_vuln
Bitpd_double_free_vuln ProFTPd_exec_arbitary_vuin options_method_enabled_vuln
v ommcs v [ o ey e i
Submit a new scan o, . o A0, 4000 o o
ProFTPd_cpu_consumption_vuin clickjacking_vuln ProFTPd_memory_leak_vuin

Basic Advanced

e o cotee-vi
ProFTPd_ _overflow_vuin _
Targets s =

oo

&  Add new target
ProFTPd_heap_overflow_vuin Bftpd_parsecmd_overflow_vuin joomia_user_enum_scan m
Profiles drupal_version scen WP pugin_scan

[ joomia SN worcoross SN scan [ vuinecabity
brute |

Scan Methods

OWASP Nettacker owasp.org
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MS EXCHANGE SERVER CVE-2021-26855

@ ® o= Microsoft: These Exchange x -+ o - =
- 4 Sam Stepanyan @securestep9 - Mar 17
<« c 8 zdnet.comyarticle date-immediately-microsoft-rushes-out-patches-for-exchange-server-zero-day-atta w O » ' : FOWASP #

#iNettacker - free and open-source tool (aka
@ an) now has a module to scan your networks and detect Critical
EDITION: UK v MS Exchange CVE-2021-26855 vulnerability. Read about it in my blog

post here:
ZDNet Q STORAGE INNOVATION APPLE SECURITY  MORE
S jresiepy egiJn omj/deted C J-ms-e

[ musT rea: The FBI removed hacker backdoors from vulnerable Microsoft Exchange servers, Not everyone likes the idea

Microsoft: These Exchange Server zero-day
flaws are being used by hackers, so update
now

Hafnium state-sponsored threat actor was exploiting four previously
unknown flaws in Exchange servers.

MORE FROM LIAM TUNG

@ein@ f v A & et ne g S

Microsoft has released updates to address four previously unknown or 'zero-

Google

Google backs new
sacurity standard
for smartphone

VPN apps
day' vulnerabilities in Exchange Server that were being used in limited
targeted attacks, according to Microsoft. Security

Sm:'m"n:::x Detecting MS Exchange CVE-2021-26855 vulnerability using OWAS...
Microsoft is urging customers to apply the updates as soon as possible due to out online learning, The whole month of March 2021 has been a crazy one in the world of

Teams and Zoom

Cookie Setgs y4ing of the flaws. The flaws affected Exchange Server 2013, cybersecurity. Four zero-day vulnerabilities in Microsoft Exchange...

securestepS.medium.com

OWASP Nettacker owasp.org ) @securestep9




SCANNING FOR CVE-2021-26855 VULNERABILITY

nettacker -i 192.168.1.1/24 —m
msexchange cve 2021 26855 wvuln

OWASP Nettacker owasp.org ) @securestep9



SOME NETTACKER USE CASES

asset discovery

scan network for open ports

scan network for new hosts/web servers/ssh servers etc
scan network for default credentials (admin/admin)?

scan network for a specific vulnerability (e.g. MSExchange CVE)
discover & scan subdomains & open ports on them

discover expired SSL certs in your ip ranges

find subdomains hosting vulnerable versions of WordPress,
Drupal and Joomla

search scanned assets & vulnerabilities in a built-in database
download scan results as CSV (or JSON/XML)

YY YYVYVYVVYYVY

OWASP Nettacker owasp.org @securestep9



TOP 10 MOST STARRED OWASP REPOS

GitHub

OWASP Nettacker

Repo Name GitHub Stars
1 CheatSheetSeries 20,162
2 OWASP-MSTG 8,745
3 Amass 6,746
4 Go-SCP 4,116
5 WSTG 4,116
6 Top10 2,765
7 DevGuide 1,885
8 Nettacker 1,652
9 ASVS 1,626
10 NodeGoat 1,552

https://github.com/OWASP?sort=stargazers

owasp.org

vy Star

Users on the GitHub are able to

"star" other people's repositories,
thereby saving them in their list
of Starred Repos. Some people
use "stars" to indicate that they
like a project, other people use
them as bookmarks so they can
follow what's going on with the
repo later.

GitHub Stars are an easy metric to
keep track of, and can be used to
measure how popular an open
source project is.

@securestep9
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OWASP NETTACKER v0.0.3
YAML-BASED MODULES

Pulls Issues Marketplace Explore

) sponsor ® Unwatch + 68 W% Unstar 1.

1 Pull requests (® Actions [T Projects 2 0 wiki

¥ master +  Nettacker / modules / vuln/ Go to file

‘ Ali-Razmijoo fix template

apache_struts.yaml|
citrix_cve_2019.19781.yaml
clickjacking.yaml
content_security_policy.yaml|

content_type_options.yaml|

f5_cve_2020_5902.yaml|

0D O DD DD DO

graphgl.yam|

exponent_cms_cve_2021_3875...

X 24

apache module fix

small enhancements in modules

enhancements

fix regex

more enhacements and ssh brute

add module exponent_cms_cve_2021_38751_vuin
small enhancements in modules

added 6 modules

OWASP Nettacker

payloads:
- library: http
verify: false
timeout: 1@
cert:
stream: false
proxies: ""
steps:
- method: get
headers:
User-Agent: "{user_agent}"
url:
nettacker_fuzzer:
input_format: "{{schema}}://{target}:{{ports}}/{{paths}}"
prefixs "»
suffix: ""
interceptors:
data:
paths:
= "tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=/etc/passwd"
- "tmui/login.jsp/..;/tmui/locallb/workspace/directorylList.jsp?directoryPath=/etc/"
= "tmui/login.jsp/..;/tmui/locallb/workspace/fileRead.jsp?fileName=id"
schema:
- "http"
- "https"
ports:
- 80
- 443
response:
condition_type: and
conditions:
status_code:

regex: '"200"
reverse: false
content:

regex: root:.*:0:0:|/etc/passwd|/etc/shadow|uid\\=x.+gid
reverse: false

owasp.org @securestep9
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HOW TO CONTRIBUTE

Developer Wiki:
https://github.com/OWASP/Nettacker/wiki/Developers
Read & follow the Contributor guidelines

Help with translations, documentation

I OWASP / Nettacker D sponsor @ Unwatch ~ 59
<> Code (1) Issues 10 1 Pull requests 27 ») Actions ["]] Projects 2 0 wiki (1) Security
Developers

Ali Razmjoo edited this page 29 days ago - 47 revisions

We gladly support and appreciate anyone is interested to contribute to the OWASP Nettacker Project. Overall
developers may focus on developing core framework, modules or payloads, language libraries and media. After
reading this document you should be able to get the basic knowledge to start developing. Please consider that we
are using PEP8 python code style and using Codacy to figure the code quality. In addition, GitHub Actions will check
your PR automatically on several Python versions (2.x, 3.x). Before sending your PR, make sure you added code-
based documentation to your codes and read the PR template. If you use any code/library/module with a license,
add the license into external license file.

* Code of Conduct
* Issue Template
* PR Template

% Unstar 963 Y Fork 348

7 Insights Settings
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¢ Home
¢ Introduction

» Installation

e License
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¢ GitHub
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Nettacker: Attack Your Network
- Before The Real Attackers Do!

Thank You! Q&A?

sam.stepanyan @ owasp.org




