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Where did it come from?
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Deliver a training package

How to regex and conduct search-ime extraction
How to filter the mundane and find the unusual
How to leverage geo location

Make it interactive

Where do we get the logs?



A real attack

Authentic
€) Full of sensive information
@) Parts of the attack missing

@) Not scalable
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Produce some
Authentic

Completely controllable content
Can control the attack

@) Not scalable easily

@) Slow to produce

¢) Staticitems,such as useragent
and source IP

Spoof some

=

Completely controllable content
Can control the attack
Scales \ery easily

Can produce thousands of
sessions persecond

Not totally authentic

€) Noting outthere o doiit



producing real logs

* Deploy aweb application
* Engineer awlnerability into it

* Modify itto use GET parameters so
they show up in the logs

* Setup aselenium hub

* Wiite code to drive user activity that
difers a little every time

* Run the simulation for a few days
» Attack the application

* Harnvest the logs
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spoofing logs

{source_ip}- {username}{datetime}"{method}{uri_with_query}HTTP/1.1"{status_code}{size}"{referer}" "{user_agent}"

Most the fields are easy, we just have to do some clewer things to track the “referrer”

Each interaction with the webserver will have a purpose and we need to define these interactions.

REQUEST BYTES URI
METHOD Activity {USERNAME} { SOURCE }

START
TIME

Pattern
SET
REFERER?
RESPONSE LOGIN RESPONSE
CODE ILoGouT TIME (MS)
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RANDOM
COUNT ?

ACKGROUND
NOISE ?




#Fields: date time s-ip cs-method cs-uri-stem cs-uri-quer

e Spoofed attack logs

+ 3 diflerent applications to spoof

» 3difierent log output formats
edule -

+ Background noise spoofing

ripts/7defalea/cloudflare-static/r
/code-of-conduct - - o « Session Iogln state tracking

e Accurate ‘“referrer” field

ets/images/ctf/ -autumn/r svg ) )
conference - - .103.83. . + Configurable log duration, session
- count and start time

ctf/2021-spring - 10255 + Dynamic sessions so no two are the
same

_ 199, * Muliiple attacks, including bruteforce
a/cloudflare-static/r and command injeCtion
5 Mozi
HEE - - * Customisable sener FQDN
ripts/7defalla/cloudflare-static/r
/cfp-edition- = =

+ Customisable web endpoints
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Training

Students hawe a realistic log bundle to
work from, which can spanweeks or
months and contains millions of routine
user sessions to wade through.

Attacks and scenarios can be
customised quickly, or with alitle effort
the entire interaction can be modelled.
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Product Evaluation

* Howeasyisitto conduct IP ASN /

GEO lookups?

* Does it handle commonlog formats?
» Canyou urldecode?

« Canyou quickly see anomalous

data?

«/WARGAMES

CTFs

If we hide a flag in the attack, we have a
reusable CTF generator that promotes
blue team skills.

pigital Overdose
CTF
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Demo
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Getting started
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testing session counts - SESSION COUNT: 188" SESSIONS PER USER: "16°
we have 182" sessions which should be between 98 and 118
we have 17 unique source IPs, and should have around 26
we have 17 unique users, and should have around 20
session interactions deviate between 1 and 13 with a deviation of 3.23

LOG_END_DATE
End date for logs, in the fermat YYYYMMDD i.e. "20210727"
--sesslon-count SESSTON_COUNT
Number of legitimate sessions to spoof (default: 2080)
--max-sesslons-per-user MAX_SESSIONS_PER_USER
Max number of legitimate sessions per user (default: 3)
--server-fgdn SERVER_FQDN
Override the emulated web apps default fgdn
er-1ip SERVER_IP
Override the emulated web apps randomised IP
~type {IIS,NGINX,CLF}
Server to spoof {(default: IIS)

“-not testing session population - sessions should start between 28368918 and 28368918
. earliest session is 2836-89-18 B2:18:88 and latest is 2636-80-17 28:290:88
) 59551nn start time deviation is 283139 and 5hnu1d be 172268 whlch is fa::l:nr difference of 1.18

. Numper OT arTacker SG&LGHEES TO SpooT GGTBUL'E DI’U'EGTOTJCE Tt
--attacker-geo ATTACKER_GEO
set the attackers geo by 2 letter region. Use RD for random (default: RD)
--attacker-user-agent ATTACKER_USER_AGENT
Set the attackers user-agent. Use RD for random (default: RD)
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What does a session look like

python pwnspoof.py banking -
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|IOC output
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python pwnspoof.py wordpress --iocs --attack-type command_injection --log-start-date 26211813 --log-end-date 28211826f]

Information Classification: Ge!




Analyzing the logs

New Search
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apunksblog. local

httpsz/apunksblog

local/index php/faq

index. php/faq
1/1ndex. php/download 200 0
spunksbiog.local/index php/downioad tatus = 200

t iten st4s/n on 6.18 443
7.0;+rv:11 o https:// al/index. php/download
er = https-//apunksblog.local/index php/download
73126 POST xmlrpe.php - 44 130.139.4 Moz1115/5.0+(Windows+NT+6. 3; +¥ r
php/donnload 200 0 0 2
‘ /apunksblog local/index php/download tus = 200

10/2021
23:34:52.000

ww/wordpress/2021/64/tan-potentiality-1024x800. Jpg

+11kesGecko http: log.local/t

punks

er = httpsy//apunksbiog local/index php/dovinioa

index, php/download - 443 - 63

200 0 0

130,139, 4

9.4 Mozilla,




Latest feature —custom endpoints

Burp Project Intruder Repeater Window Help

Dashboard  Target  Prowy  Intruder  Repeater  Sequencer  Decoder  Comparer  logger  Exender  Projectoptions  Useroptions  Leam
Stemap  Scope Issue definitions
@ Target Scope
{§} Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to browse to your target and use the context menus in the site map to include or exclude URL paths.

Use advanced scope control

Add Enabled Prefix
Edit https:/digitaloverdose.tech/
Remove >
Paste URL

Load ..

Add Enabled Prefix
Edit
Remove >
Paste URL

Load ..

[N
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Right now
Functional testing

Cl pipelines

@) Be able o pip install it
More apps

More options for CTFs
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This year

¢) Even more apps
€) Even more attacks
Basic web scraping

Bettier GEO lookups

Future aims

What else can we spoof?
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