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Where did it come from?

Deliver a training package

How to regex and conduct search-time extraction

How to filter the mundane and find the unusual

How to leverage geo location

Make it interactive

Where do we get the logs?
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Where do we get the logs?

🟢 Authentic

🔴 Full of sensitive information

🔴 Parts of the attack missing

🔴Not scalable

A real attack

🟢 Authentic

🟢 Completely controllable content

🟢 Can control the attack

🔴Not scalable easily

🔴 Slow to produce

🔴 Static items, such as user agent 
and source IP

Produce some

🟢 Completely controllable content

🟢 Can control the attack

🟢 Scales very easily

🟢 Can produce thousands of 
sessions per second

🟢 Not totally authentic

🔴Nothing out there to do it

Spoof some
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• Deploy a web application

• Engineer a vulnerability into it

• Modify it to use GET parameters so 
they show up in the logs

• Setup a selenium hub

• Write code to drive user activity that 
differs a little every time

• Run the simulation for a few days

• Attack the application

• Harvest the logs

producing real logs
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Logs file are easy, its just text

{source_ip} - {username} {datetime} "{method} {uri_with_query} HTTP/1.1" {status_code} {size} "{referer}" "{user_agent}“

Most the fields are easy, we just have to do some clever things to track the “referrer”

Each interaction with the webserver will have a purpose and we need to define these interactions.

spoofing logs
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• 3 different applications to spoof

• 3 different log output formats

• Background noise spoofing

• Session login state tracking

• Accurate “referrer” field

• Configurable log duration, session 
count and start time

• Dynamic sessions so no two are the 
same

• Multiple attacks, including bruteforce
and command injection

• Customisable server FQDN

• Customisable web endpoints

Spoofed attack logs
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The use cases

Students have a realistic log bundle to 
work from, which can span weeks or 
months and contains millions of routine 

user sessions to wade through.

Attacks and scenarios can be 
customised quickly, or with a little effort 
the entire interaction can be modelled.

Training

• How easy is it to conduct IP ASN / 
GEO lookups?

• Does it handle common log formats?

• Can you urldecode?

• Can you quickly see anomalous 

data?

Product Evaluation

If we hide a flag in the attack, we have a 
reusable CTF generator that promotes 
blue team skills.

CTFs
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Demo
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Getting started
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What does a session look like
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IOC output
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Analyzing the logs
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Latest feature – custom endpoints
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🗺ROADMAP

🟢 Functional testing

🟢 CI pipelines

🔴 Be able to pip install it

🟢 More apps

🟢 More options for CTFs

Right now

🔴 Even more apps

🔴 Even more attacks

🟢 Basic web scraping

🟢 Better GEO lookups

This year

🟢 What else can we spoof?

Future aims
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Q&A


