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The plan
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•Who are our active adversaries?

•How have they gained their skills?

•What do they do that we can watch for?

•With this information, how can we define a strategy to fend them off?



Who?



@chetwisniewski

Who goes there?
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How?
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Advanced persistent thieves
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Anything for a price
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How do they do it? (TTPs)



Example Conti attack
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•Gain initial foothold (exploit, remote access)

•Cobalt Strike (#trevorforget)

•XORed loader - Meterpreter

•Cobalt Strike reflective DLL loader

•Double obfuscated, API-by-hash

•Worms over SMB while encrypting

•RSA public key in binary

•Mega.co.nz

•Dark web publish
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How do they ATT&CK?
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Initial Access LOLBins

Disrupt, 
confuse and 

exfiltrate
End game



Best defence



Prevent
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Detect, respond
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