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MintegralAdSDK



· Online app monetization platform

· Owned by                               (public company)

· Headquartered in China, with offices around the globe



MintegralAdSDK

· Available for both iOS and Android

· Lets the app developer (publisher) monetize on advertisement

· August 2020

· Closed source

· Integrated into ~3,000 apps

· Billion downloads (1.2B) a month



Disclaimer



· The code is not open

· Some classes are obfuscated

· The SDK uses custom base64-like encoding in requests

· Method swizzling

Bad smells



Excessive data collection

· OpenURL tracking

· HTTP request tracking

· StoreKit events tracking





URL

DEEPLINK

openURL

http://example.com

https://n.systemlog.me/log

 
http://example.com



[{

'cn': 'ViewController',

'u': 'https://example.com?foo=bar&x=y',

'nid': 0,

'type': '3',

'mn': 'openURLWithOptions:',

'trc': '["2|awesomegame|0x0000000104102f18 -[ViewController openURLWithOptions:] + 
152","3|UIKitCore|0x00007fff49326c1d -[UIApplication sendAction:to:from:forEvent:] + 
83","4|UIKitCore|0x00007fff48cd5baa -[UIControl sendAction:to:forEvent:] + 
223","5|UIKitCore|0x00007fff48cd5ef2 -[UIControl _sendActionsForEvents:withEvent:] + 
396","6|UIKitCore|0x00007fff48cd4e63 -[UIControl touchesEnded:withEvent:] + 497"]'

}]

https://n.systemlog.me/log

https://example.com?foo=bar&x=y




https://www.singular.net/blog/sourmint-ad-fraud/

https://www.singular.net/blog/sourmint-ad-fraud/


HTTP request tracking



https://n.systemlog.me/log

Application 
Backend



All the tracking functionality is enabled even if the SDK is not explicitly initialized
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No tracking if

· Debugger attached

· Jailbroken device

· Interception proxy



August 24th, 2020



Fraud rates after the publication

https://www.singular.net/blog/sourmint-ad-fraud/

https://www.singular.net/blog/sourmint-ad-fraud/


Mediation platforms reaction

\



https://www.mintegral.com/en/blog/mintegral-sdk-going-open-source-for-increased-transparency-and-security/

MintegralAdSDK goes open source

https://www.mintegral.com/en/blog/mintegral-sdk-going-open-source-for-increased-transparency-and-security/


Diff analyses (removed symbols)

· _CXX_CXX_OperationPKTask

· MTGCommandDispatcher

· MTGComponentCommands

· MTGRemoteCommand

· MTGRemoteCommandParameterModel

· MTGRemoteCommandParser

· MTGInvocationBoxing



Application

banner

WebView
(MTGBaseBridgeWebView)

HTML

CSS

JavaScript

MTGRemoteComman
d



{

"uniqueIdentifier":"hbxtJ7QU+TPXJ75ZH+SXhFQTYbzP",

"name":"Y7KtHv==",

"parameters": [],

"result":{"type":3}

}

https://snyk.io/research/sour-mint-malicious-sdk/#rce

MTGRemoteCommand

https://snyk.io/research/sour-mint-malicious-sdk/#rce


              https://snyk.io/research/sour-mint-malicious-sdk/

https://snyk.io/research/sour-mint-malicious-sdk/


http://www.youtube.com/watch?v=5w1auV_q3Sw




The exploit



The Secret Note application

1st party native code

UI

Controller

3d party 
MintegralAdSDK

WebView (banner)

MTGRemoteCommand
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Banner JavaScript with 
the RCE payload

NoteRepository



RCE? Backdoor?



Disclosed to Apple



Impact



1 SDK Thousands of 
apps

Billions of users



Impact

· Less fraud

· Tracking functionality deleted

· RCE capabilities deleted

· In Android: downloads tracking removed

· Increased awareness



Resources

· Initial disclosure 
https://snyk.io/blog/sourmint-malicious-code-ad-fraud-and-data-leak-in-ios/ 

· Android and RCE disclosure 
https://snyk.io/blog/remote-code-execution-rce-sourmint/ 

· Technical research write up https://snyk.io/research/sour-mint-malicious-sdk/ 

· Developers as a Malware Distribution Vehicle talk

· https://www.infoq.com/presentations/dev-malware-spread/

· https://vimeo.com/287728855 

· https://www.singular.net/blog/sourmint-ad-fraud/ 

https://snyk.io/blog/sourmint-malicious-code-ad-fraud-and-data-leak-in-ios/
https://snyk.io/blog/remote-code-execution-rce-sourmint/
https://snyk.io/research/sour-mint-malicious-sdk/
https://www.infoq.com/presentations/dev-malware-spread/
https://vimeo.com/287728855
https://www.singular.net/blog/sourmint-ad-fraud/


Questions?


