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Agenda

➔ What is an Exploit kit (EK) 

➔ Reason behind the Decline in EK 

➔ Techniques being used to trigger Drive-By-Download attacks

➔ Enhancing SOC visibility to identify techniques



Drive-By-Downloads

● Triggered on an endpoint without the user’s knowledge.

● Authorized by the user, but doesn’t understand the consequences.



Revisiting Exploit Kits
● Grew to prominence from 2006 

● Exploit the weakest link on the browser: 

○ Plugins (Adobe Flash/Microsoft 

Silverlight/Applet etc.)

● No user action required

● Usually used to drop Ransomware / Banking Trojans / CryptoMiners

● Achieve mass infection rates:

○ Watering Hole / Website Compromise

○ Malvertising
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Decline in EK Activity

2016 2017 2018 2019 2020

261 56 17 14 1

Advances around modern Browser Security:

● Browser Process(es) Sandboxing

Signalling End-of-life for vulnerable browser plugins:

● Adobe Flash 

● Older plugins like Silverlight/Java applets

0-Day Browser exploits are becoming very expensive for commodity malware

● Firefox (Coinbase)

● IE/Chrome Exploit targeting researchers

Stats from the security community: @malware_traffic’s EK related posts



Current Drive-By-Downloads Mechanisms
● Attackers are utilizing tactics:

○ That are cheaper, leveraging built-in features within the browser environment 

○ Client side exploitation not preferred 

● Analogy (HTML5/Javascript Features ~= LOL Bins)



HTML Smuggling & The DURI Campaign
● Use of HTML5/JavaScript features to deliver file downloads

○ Deliver the download via Data URLs on the client device.

○ Create a Javascript blob with the appropriate MIME-type that results in a download on the client 

device.



XHR Blob Fetch
● In a another similar campaign (drops banking trojan - Astaroth): 

○ The jquery $.get() method was being used

○ The payload was obtained remotely, rather than embedding on the client side 

○ Remote URL acts as a Gate/Filter



Blending in iframe redirection
● This technique draws similarity with Exploit Kit (EK) Infection chain

● EK is also known to use iframes for redirecting victims

EK iframe redirection mechanism Current iframe redirection mechanism

Gate Gate (iframe on a watering hole site)

Landing Page 301/302 Redirection Chain

(Amazon S3/Bitbucket/Microsoft Azure/Cloudflare)

Exploit Trigger automatic download

Requires no further user interaction Requires user interaction to execute the download

(Social Engineering tactics/themes): 

Fake Updates / GDrive Share)



Browser Security Improvements around iframes
● Browser vendors (Firefox/Chrome): 

○ Security features that block automatic downloads via sandboxed iframes

○ Protect against malvertising campaigns / automated downloads

Source: 

ChromeStatus.com

Source: Mozilla

● Attackers are working around this by:

○ Not using iframes via the malvertising channel (with no sandbox attribute set)

○ Using cloud services for embedding iframes with the attributes like:  “allow-downloads”, “allow-scripts”, 

“allow-forms” being set.



The “SocGholish” Framework
● Primarily targets the Windows users

● Uses Combination of aforementioned techniques

● Usually drops a Malicious ZIP file with an embedded LNK/JScript file, which loads a 

RAT, triggering a Ransomware infection chain using standard LOLbins



“SOCGholish” Framework - Continued

● Known to drop RATs that download additional Malware like Ransomware.

○ RATs to Ransomware: through fileless attack techniques

○ We observed the framework was being used to drop Dridex (RAT)

○ Dridex uses tools like Empire to load DoppelPaymer.

● DoppelPaymer allegedly responsible for the KIA Ransomware attack last 

month (Feb 2021).



Challenges in Detection

● Payload constructed on the 

client side

● Makes it difficult for network 

based solutions (for e.g. web 

proxies/content inspection 

engines) that rely on 

instructional headers for 

determining a file download.

HTML Smuggling/Blobs

● Hiding Behind trusted cloud 

service providers

● Picking the right theme, for 

example an application that has 

been whitelisted across an 

organization (for example: 

Microsoft Teams)

Social Engineering Tactics

● Browser downloads that 

originate from an iframe

● Browser downloads that 

originate from a Blob/Data-URL

● Reliance on Endpoint logs

Logging Visibility



MITRE ATT&CK
Initial Access:

● T1189: Drive-by-Compromise

○ https://attack.mitre.org/techniques/T1189/

● Suggested Datasources: 

○ Web Proxy 

○ EDR (PowerShell logs, Process command-line parameters, Process monitoring, Windows event 

logs)

https://attack.mitre.org/techniques/T1189/


Windows Sysmon Log Example

Legacy Edge Populating the 

correct ReferrerUrl, HostUrl 

Values

Chromium based Edge / any 

other Chromium based 

browsers not reporting the 

ReferrerUrl / HostUrl 

accurately.



Enhancing Logging Visibility
● One approach would be to use extensions to detect drive-by-downloads

○ This may not be ideal due to security/privacy concerns with browser extensions

○ Extensions are not browser vendor agnostic

● Consistent browser download event log reporting

○ Chrome/Edge/Firefox 

● Sysmon / OSQuery

○ Generate download specific events with additional metadata



Conclusion / Takeaways

● Layered Security Approach

● Creating social engineering attack awareness, educating users of themes & watering 

hole attacks

● Red Teams: Incorporating this attack chain in tool arsenal

● Blue Teams: coming up with a SOAR playbook for this attack chain
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