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MalwareMalware



Social engineering for malware distribution

e



Fileless malware
Aka “Zero Footprint 
attacks” or “bodiless 
malware”

Execution of malware 
directly to memory. HW/SW

Reconnaisance

Network 
attacks and 

pivoting

Applications 
hacking



Powershell

Trusted Windows component 
and scripting language

Cmdlet
Get-Host
Get-Command
Invoke-Expression
Get-ExecutionPolicy

Automation Maintenance Configuration 
Management 
Framework 



Windows Management Instrumentation
Information gathering and remote management

Response/actionWMI

Query/command WMI  WQL

OOO:
Namespace+ 
Classes+ Instances.

Hard drive

Web servers

NICs

Windows registry...



WMI + Powershell



CMI+ WMI+ Powershell
Common Information Model for accessing WMI from Powershell



CMI+ WMI+ Powershell
wmi queries from  Powershell



Fileless malware with Powershell

Cmdlet
Get-Host
Get-Command
Invoke-Expression
Get-ExecutionPolicy

● Fingerprinting
● Information leakage
● File encryption and deletion
● Backdoors
● Affect Log integrity
● Play around with AD  and 

Exchange



Fileless malware with Powershell



Fileless malware with Powershell



WMI CLI



WMI CLI



WMI CLI



Living-off-The-Land(aka LOL)

Monitoring
Backup support
Task  automation
Service management
Network management
Account management
Download of legitimate tools

Legitimate and useful existing tools against target



Lolbas(Binaries and Scripts)

Using existing legitimate scripts, binaries and libraries 

powershell.exe
bitsadmin.exe
certutil.exe
psexec.exe
wmic.exe
mshta.exe
mofcomp.exe
cmstp.exe
windbg.exe
cdb.exe
msbuild.exe
csc.exe
regsvr32.exe

Advpack.dll
Desk.cpl.dll
Ieadvpack.dll
Ieframe.dll
Mshtml.dll
Pcwutl.dll
Shdocvw.dll
Zipfldr.dll
Shell32.dll
Setupapi.dll
Url.dll
Zipfldr.dll

https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Advpack.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Desk.cpl.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Ieadvpack.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Ieframe.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Mshtml.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Pcwutl.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Shdocvw.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Zipfldr.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Shell32.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Setupapi.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Url.md
https://github.com/api0cradle/LOLBAS/blob/master/OSLibraries/Zipfldr.md


Fileless malware attack

Binaries

Libraries

Scripts



Hooking



Persistence with fileless malware



Fileless malware attack



Fileless malware attack
Look for relevant files or data

● PII
● Xlxs
● PDFs
● Backups
● Logs
● documents….

 



Fileless malware attack
Zipping the data 

 



Fileless malware attack
Delete original files!
 



Fileless malware attack
Check status of encryption service using WMI and  Powershell



Fileless malware attack
Check encryption status Create your own keys and 

certificate



Fileless malware attack
Remove any remaining in plaintextEncrypt the file



Fileless malware attack
Create a cover file to hide the zip file.



Fileless malware attack
Hide the zip file in the cover file (steganography)
 

CMD
Copy /b GOLD.zip +  paseo.bmp playa.bmp

Powershell
Remove-item GOLD.ZIP
Remote-item paseo.bmp



Having fun with LOLbins

Windows Defender
ConfigSecurityPolicy



Deleting your tracks….



I was here….



Recommendations

Recomendaciones

Cybersecurity awareness Training  to avoid social 
engineering attaks

Cybersecurity evaluations

Penetration testing using social engineering(BEEF+ SET+ 
Metasploit.



Recommendations

Recomendaciones

AV and EDR

Detection and mitigation

Communication system security(email, chat)..

Behaviour analytics y machine learning:
● New services
● Changes on windows registry
● Application monitoring



Recommendations

Recomendaciones

Endpoint Detection and Response security(EDR)  to detect and mitigate  LOLBINS



Recommendations

● Minimalism
○ Scripting control
○ Separation of duties
○ Management tools
○ PAM(Privileged Access Management)



Recommendations

Enable Powershell commands execution using 
Group policy editor

Recomendaciones

SIEM



Recommendations

● Patch management
○ Hot fixes
○ New features
○ Updates
○ Software inventory

Recomendaciones



Recommendations
● Security in Depth

Recomendaciones

Network security
Endpoint security
Application security
OS security
DLPs
Awareness



¡Pura Vida!
Thank you!
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