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‘whoami-

* Ciardn McNally — maK (He/Him)

* Director of SIandail Research Limited (securit.ie)

* Working in IT security the past 8 years

* Background of sysadmin / network engineering / freelance web dev
* Have contracted in many different roles over the years

* Jack of all trades, master of none
* Previously an avid bounty hunter (Bugcrowd / Hackerone)

Reported vulnerabilities

Vulnerabilities scaled by technical severity in this period

B Critical (x40) B Severe (x20) Moderate (x10) B Low (x5)

Slandail Research Limited
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Web services are a fun and large attack surface

Vulnerability Management, maintaining and monitoring network
perimeters, software patching and maintaining visibility of your
risks in a fast moving or growing businesses is a hard problem.

Point-in-time penetration testing isn’t as useful as it once was
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Observation (some passive visibility into IP space) Both IP & Domain Historical Insights

Shodan www.shodan.io Project Sonar opendata.rapid7.com
Binary Edge www.binaryedge.io

IPv4|.nfo . ipv4info.com Others

Hurricane Electric bgp.he.net

Robtex www.robtex.com

e Search Engines

e TLS Certificate Transparency
* WHOIS Lookups

e Historical WHOIS

Probing (some active visibility into IP space)

Nmap nmap.org | «  AXFR DNS Transfers
Masscan github.com/robertdavidgraham/masscan

Zmap Zzmap.io

RustScan github.com/RustScan/RustScan
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opendata.rapid7.com

Great tools to explore this data

Useful Searches

SonarSearch github.com/Cgboal/SonarSearch

DNSGrep github.com/erbbysam/DNSGrep » Search for similar domains
“company”
- companydev.com

How | leverage the data ( github.com/mak-/sonarust ) - company-staging.com

» Last 5 years of forward/reverse DNS data (6 month intervals)
* Run a flask APl on a Raspberry Pi that queries a connected 4TB HDD
e Sort the data into simple text files using the following formats
* [Domain]
* [Domain (reversed)] [IP]
* [IP] [Domain]
* Leverage a fast C binary search over the flat files
(github.com/pts/pts-line-bisect )
* Multiple years of DNS searched in seconds

» Search for subdomains
“company.com”

- dev.company.com

- tool.company.com

> Search for other domains on same IP
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Further Data enrichment and discovery

projectdiscovery.io
github.com/projectdiscovery/subfinder
github.com/projectdiscovery/nuclei
github.com/projectdiscovery/shuffledns

OWASP Amass
github.com/OWASP/Amass

Massdns
github.com/blechschmidt/massdns




Built over the last 3-4 years to fit as part of other automation
Modular, Flexible framework for automating things

Initially built to explore large attack surfaces but later
developed into a fully fledged web application fuzzer

It stores web requests and responses in an SQLite database

It’s configurable and you can run different modules depending
on different responses.
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APPS splunk

=3

5.5.0

Splunk Version ...

Splunk Build 50ca92Tdefo
e CE el | Install app from file | | Create app Splunk BUIld ............... 59CB927def0f

server Name .............| | | | I ==y com

Showing 1-22 of 22 items 2020 Splunk Inc. All rights reserved Results perpage | 100

All use of this Software is subject to the terms and conditions of the

Name = Folder name = Version = . Actions
FireEye 300 Trademarks sable Setup | Launch app | Edit properties | View objects | View details on SplunkApps |
SplunkForwarder | Splunk®, Splunk=&, Listen to Your Data®, The Engine for Machine Data®, -nﬁble l
Hunk®, Splunk Cloud™, Splunk Storm® and SPL™ are registered trademarks | |
SplunkLightForwarder or trademarks of Splunk Inc., and/or its subsidiaries and/or affiliates. All _"ﬁble
TESTING 10 g;l}fg'?;ancl names, product names or trademarks belong to their respectivi kable B | e
Log Event Alert Action 6.5.0 Patents -sable Edit properties | View objects
R AR AR D0 |  Certain features and functionalities of this Software are or may b ?Eble EIRpIETETs || MR
Apps Browser 6.5.0 by patents owned by Splunk Inc. that are listed 2 Edit properties | View objects
framework -sable Edit properties | View objects
Getting started 1.0 | -nable
1 Current Application: Home |
iSIGHT Partners 1.1 sable Setup | Launch app | Edit properties | View objects View details on SplunkApps
introspection_generator_addon 6.5.0 | S — B — — ...-sable Edit properties | View objects
Home Yes Yes App | Permissions Enabled Launch app | Edit properties | View objects
learned Yes No App | Permissions Enabled | Disable Edit properties | View objects
legacy Yes No App | Permissions Disabled | Enable
RADIUS Authentication 1.3.1 | Update to 1.4.1 Yes Mo Global | Permissions Enabled | Disable Setup | Edit properties | View objects View details on SplunkApps
sample data Yes No App | Permissions Disabled | Enable
Search & Reporting 6.5.0 Yes Yes App | Permissions Enabled Launch app | Edit properties | View objects |
Splunk Archiver App 10 Yes Me App | Permissions Enabled | Disable Edit properties | View objects | View details on SplunkApps
splunk_httpinput Yes Mo App | Permissions Enabled | Disable Edit properties | View objects
Instrumentation 1.0 Yes Yes App | Permissions Enabled Launch app | Edit properties | View objects
Menitoring Console 6.5.0 Yes Yes App | Permissions Enabled | Disable Launch app | Edit properties | View objects
splunkpwn 1337 Yes Yes App | Permissions Enabled | Disable Launch app | Edit properties | View objects

About Support File a Bug Documentation Privacy Policy D 2005-2020 Splunk Inc. All rights reserved.




B terminal - Web Shell for Splunk - X =+

¢ > C

splunk>  App: Web Shell for Splunk v
libg4
lost+found
media
mnt
opt
proc
root

fireeye.com/en-GB/app/we

% did

wid=@{root) gid=8{root) groups=8(root)

% ifconfig

etha Link encap:Ethernet HWaddr 3a:63:65:31:32:61
inet addr:18.180.1.27 Bcast:18.188.1.255 Mask:255.255.25
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

RX packets:521944 errors:33347 dropped:48 overruns:@ frame
TX packets:188178 errors:® dropped:@ overruns:@® carrier:0
collisions:@ twxgueuelen:1888

RX bytes:129895322 (129.8 MB) TX bytes:38421711 (38.4 MB)

lo Link encap:local Loopback
inet addr:127.8.8.1 Mask:255.8.9.0
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:4181223 errors:@ droppede@ gverruns:® frame:@

b5Shell/termina

5.8

133347

T¥ packets:4181223 errors:8 drogiReCllels Rewarded for

collisions:@ txgqueuelen:d
RX bytes:385804519 (385.8 MB)

€ > C a

splunk>  Apps~ B Messages~  Settings~  Activity v

Fi

** Reminder: Make sure yo it splunk to see the dashboard changes take effect **

The ThreatScape App for Splunk integrates ThreatScape intelligence - the most compreh; textually rich, and actionable cyber threat intelli¢

instance. To lize the benefits of this integration, you will need both a public and private API key to enter into the fields w. If you would like mol
integrate ThreatScape API data into Splunk, please visit here: htt htpartne m/act-today/request ultat

Retrieve

09/132016

Amount Rewarded



Q) FIREEYE

Detection on Demand

Emall Address

Create Password

Confirm Password

ontain at least one number and one uppercase and lowercas

ers
Create Account

Hgin insteac

Program Rewarded for

FireEye Bug Bounty
Program IDOR and account takeover

< C @ idpfireeye.com/app/UserHome *r B » O

Q) FIREeYE Q. Launch App

Work

+ Statuspoge .‘ F;TZQR KET

Amount Rewardedq

22
$2,000.00 <>°>¢P
2020 %}2
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root@hack:~/huh/recron-scanomaly#
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@ an McNally ~
https://github.com/mak-/scanomaly.git
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./scanomaly.py -1 -v
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scanomaly demo
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