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• Ciarán McNally – maK (He/Him)
• Director of Slándáil Research Limited (securit.ie)
• Working in IT security the past 8 years
• Background of sysadmin / network engineering / freelance web dev
• Have contracted in many different roles over the years
• Jack of all trades, master of none
• Previously an avid bounty hunter (Bugcrowd / Hackerone)







• Web services are a fun and large attack surface

• Vulnerability Management, maintaining and monitoring network 
perimeters, software patching and maintaining visibility of your 
risks in a fast moving or growing businesses is a hard problem. 

• Point-in-time penetration testing isn’t as useful as it once was



Observation (some passive visibility into IP space)

Shodan www.shodan.io
Binary Edge www.binaryedge.io
IPv4info ipv4info.com
Hurricane Electric bgp.he.net
Robtex www.robtex.com

Probing (some active visibility into IP space)

Nmap nmap.org
Masscan github.com/robertdavidgraham/masscan
Zmap zmap.io
RustScan github.com/RustScan/RustScan

Both IP & Domain Historical Insights

Project Sonar opendata.rapid7.com

Others

• Search Engines
• TLS Certificate Transparency
• WHOIS Lookups
• Historical WHOIS
• AXFR DNS Transfers



opendata.rapid7.com

Great tools to explore this data

SonarSearch github.com/Cgboal/SonarSearch
DNSGrep github.com/erbbysam/DNSGrep

How I leverage the data ( github.com/mak-/sonarust )

• Last 5 years of forward/reverse DNS data (6 month intervals)
• Run a flask API on a Raspberry Pi that queries a connected 4TB HDD 
• Sort the data into simple text files using the following formats

• [Domain]
• [Domain (reversed)] [IP]
• [IP] [Domain]

• Leverage a fast C binary search over the flat files 
(github.com/pts/pts-line-bisect )

• Multiple years of DNS searched in seconds

Useful Searches

➢ Search for similar domains
“company”
- companydev.com
- company-staging.com

➢ Search for subdomains
“company.com”
- dev.company.com
- tool.company.com

➢ Search for other domains on same IP



Further Data enrichment and discovery

projectdiscovery.io
github.com/projectdiscovery/subfinder
github.com/projectdiscovery/nuclei
github.com/projectdiscovery/shuffledns

OWASP Amass
github.com/OWASP/Amass

Massdns
github.com/blechschmidt/massdns



• Built over the last 3-4 years to fit as part of other automation

• Modular, Flexible framework for automating things

• Initially built to explore large attack surfaces but later 
developed into a fully fledged web application fuzzer

• It stores web requests and responses in an SQLite database

• It’s configurable and you can run different modules depending 
on different responses.












