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• Lindsay Kaye, Director, Operational 
Outcomes, Insikt Group at Recorded Future

• Malware analyst and reverse engineer - I 
like taking apart weird cryptography

• Currently run Insikt Group’s technical team 
at Recorded Future

About Me



• Background on Egregor
• Technical deep dive
• Overlaps with other threat actors
• Ways to track Egregor

Overview



• Began operating in September 2020  
considered a variant of the Sekhmet 
family

• Many affiliates of the Maze ransomware 
variant have likely moved to Egregor

– Maze stopped encrypting new 
victims in September 2020

• “Name and shame” of victims on 
extortion site “Egregor News”

Who is Egregor?

Egregor News, leak site (Source: Recorded Future)

https://www.bleepingcomputer.com/news/security/maze-ransomware-is-shutting-down-its-cybercrime-operation/


• In mid-February, members of the Egregor Ransomware-as-a-Service were arrested in 
Ukraine

• We saw their infrastructure (C2s, leak site) down since at least 2/12/21
• Since then, Egregor have stopped encrypting victims and they do not appear to have 

rebuilt their infrastructure

Who is Egregor?

Source: ssu.gov.ua

https://ssu.gov.ua/novyny/sbu-zablokuvala-diialnist-transnatsionalnoho-khakerskoho-uhrupovannia


• What is RaaS?
– Ransomware developer creates ransomware code
– Affiliates can buy or lease the malware to execute their own attacks
– Developer usually gets some cut of the ransom

• Because Egregor uses a RaaS model, TTPs will vary between attacks
– Initial access techniques
– Pre-encryption: lateral movement, reconnaissance, credential stealing etc.
– Tools used in any stage of the attack

• Some affiliates may be or have been involved with other ransomware groups

Egregor: Ransomware-as-a-Service

https://therecord.media/i-scrounged-through-the-trash-heaps-now-im-a-millionaire-an-interview-with-revils-unknown/


By the end of 2020, Egregor had claimed 206 victims - including many large, well-known 
organizations according to its extortion site

Egregor’s Victims

Ransomware victims by ransomware variant in 2020 (Source: Recorded Future)
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Print Bomb 
Ransom note

Yes, really

(Source: Twitter)

https://www.bleepingcomputer.com/news/security/egregor-ransomware-print-bombs-printers-with-ransom-notes/


• Three “layers” to the malware

• In order to execute the payload, need a 
correct cryptographic key

• Accepts several command line 
arguments to determine 
functionality/behavior

Egregor Ransomware Payload

Stage 1 Packer - 
Obfuscated

Stage 1 Packer - 
Unobfuscated

Stage 2 Packer

Egregor Payload



• Two versions seen: obfuscated 
and unobfuscated

– Suggests compile-time 
obfuscation utility

• Baked-in cryptographic key 
material

• Overall, very similar, with slight 
differences

– Command line parameter
– XOR value (3 or 4
– Crypto key/IV

Stage 1 Packer

Egregor’s first stage packer, unobfuscated (Source: Recorded Future)



• Some had baked-in PDB paths that 
were fairly similar to each other

– M\ewdk\*
– M\sc\p\*

• Could suggest multiple individuals 
compiling the code, with some more 
active than others

• Of course, PDB is very easy to 
modify per build - but patterns are 
still interesting

Stage 1 Packer PDB Path Count

M:\sc\p\testbuild.pdb 11

M:\ewdk\Program 
Files\Microsoft\ExtensionManager\Extensions\Microsoft\Windows 
Kits\10\Debug\ewdk.pdb

10

M:\sc\p\sed.pdb 5

M:\ewdk\CommonAppData\Microsoft\HelpLibrary2\Catalogs\VisualStudio14\clang
.pdb

4

G:\fasm\INCLUDE\API\fasm.pdb 4

G:\defaultlog\installator\debug\* 4

M:\ewdk\CommonAppData\Microsoft\HelpLibrary2\Catalogs\VisualStudio14\msvc
.pdb

3

G:\0\0.pdb 2

M:\trash\project\ocx.pdb 1

G:\Intel\Logs\qqqqq.pdb 1



Stage 2 Packer

Egregor’s second stage packer (Source: Recorded Future)

Read command line, looking 
for argument after “-p” (this is 
the password)

Use password in Rabbit 
decryption function

Check for the MZ header (valid PE 
file) and run

https://www.ietf.org/rfc/rfc4503.txt?number=4503


Overall, pretty typical ransomware 
behaviors

• Language checks for CIS countries
• Deletes shadow copies using WMI
• Stops processes and services that 

could aid in recovery, backup
• Encrypts files on victim system, 

except for specific file extensions 
and folders

Egregor Payload

Egregor ransom note (Source: Recorded Future)



• Borrows heavily from Sekhmet code, 
similar:

– Processes terminated
– Extensions/filenames to avoid 

encryption
– Ransom note name 

RECOVERFILES.txt)
– File renaming scheme
– String encryption method
– Method of code obfuscation
– Highly similar first stage packer

Egregor Payload

Code obfuscation used in Egregor and Sekhmet (Source: Recorded Future)

while k < len(to_decrypt):
save = []
for i < 0x10:

v = xorkey[i] ^ 0x2
if i = 0:

save.append(v)
xorval = xorkey[i]
d = ((v + i) * 0x8081) >> 0x17
v = v + d + i
if i != 0:

save.append(v)
decrypted = to_decrypt[i] ^ xorval
k++

xorkey = save

Pseudocode for Egregor and Sekhmet string obfuscation (Source: Recorded Future)



Sekhmet++

• A few key differences
– Egregor contains code for HTTP POST 

request that does not appear to be triggered 
(functional in Sekhmet)

– Sekhmet has 2 “stages” only - and no 
password required!

– Adds command line parameters: --samba 
LNK files will not have 
"DELETE_ON_CLOSE") , --killrdp

– Dropped filenames
• dtb.dat (Egregor)
• %ProgramData%\syscfg.db (Sekhmet)

“Vestigial” source code in Egregor payload (Source: Recorded Future)

“--killrdp” bytes in Egregor payload (Source: Recorded Future)



• Uses substantially different 
obfuscation techniques than Maze 
ransomware

• Packers/first stages are very different
– Wide variety used with Maze

• Different code obfuscation techniques
– Absolute conditional jump
– Indirect absolute jump to call
– And more!

• Pretty similar looking country check
– Not a “smoking gun” imho

Maze--

Maze import hashing technique (Source: Recorded Future)

XOR Value

Hashed import

Library 
Name

Maze code obfuscation technique - absolute conditional jump (Source: Recorded Future)

Maze code obfuscation technique - indirect absolute jump (Source: Recorded Future)

Maze language checkEgregor language check

https://www.crowdstrike.com/blog/maze-ransomware-deobfuscation/


Really, as ransomware affiliates move to new variants, new operations spin up and spin 
down, cartels form and commodity tools get used, obvious hallmarks of specific threat 
actors or variants become blurred - we need to look at contextual information as well

• Chainalysis believes “Blockchain analysis suggests affiliate overlap and other possible 
connections between Maze, Egregor, SunCrypt, and Doppelpaymer”

• Cobalt Strike used in 70% of Big Game Hunting incidents in 2020
• RDP is the most common attack vector employed to install ransomware
• VPN vulnerabilities are popular as well
• Everyone uses phishing!

Ok, so that’s just code, what else?

Mostly just suggestive of “Big Game Hunting” in general, at a broad technical level

https://blog.chainalysis.com/reports/ransomware-connections-maze-egregor-suncrypt-doppelpaymer
https://www.group-ib.com/blog/egregor
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
https://blog.sensecy.com/2020/08/20/global-ransomware-attacks-in-2020-the-top-4-vulnerabilities/


• Good news: many of the same TTPs used between ransomware actors!
– Focus detections/mitigations on common issues
– Aware of vulnerable products and tools
– FBI advised patching several RDP vulnerabilities from 2019 and 2020

• Bad news: they’re still succeeding using these TTPs
– Phishing is an eternal problem
– Patching takes resources, may fall by the wayside
– Separating “good” vs. “bad” use of tools is difficult

• Worst news: they will evolve their TTPs if they need
– There is big money in Big Game Hunting
– Remember the affiliates!

What does this mean for defenders?

https://www.waterisac.org/system/files/articles/PIN_20210106-001.pdf


• Monitor for unexpected commodity/openly available tool use: Qakbot, Cobalt Strike 
especially

– Not Egregor-specific, commonly used with ransomware deployments
– Often a precursor to many kinds of unsavory behavior 
– Recorded Future has created Sigma rules and YARA rules for some of these

• Based on “unique” technical aspects
– Second stage is extremely consistent between samples - even bytewise
– String encryption technique used in final payload
– First-stage decryption process - XOR, ChaCha cipher, MZ/PE check, Sleep if fail

Tracking Egregor

https://www.recordedfuture.com/sigma-rules-and-credential-harvesting/


• With the arrest of affiliates, the “Egregor” operation is very likely dead
– Likely that the operators will move to a new operation
– Possible to see TTPs carry over to new operation

• Ransomware is not going away anytime soon
– Big Game Hunting is big business!
– “Name and shame” will likely remain popular
– “Cartels” as well

What’s Next?



Thank you!

lindsay.kaye@recordedfuture.com

@theQueenofELF

mailto:lindsay.kaye@recordedfuture.com

