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* Currently
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e 15+ Years into Network Security industry
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e Multiple patents on Malware / Exploit detection techniques
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Retrospection :
pection : RTF — A Massive Attack Vector
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May 2020 : US Govt. Shares List of Top Vulnerabilities Since 2016

Top Exploit Vector : Microsoft Office’s OLE

Most exploited: Microsoft’s OLE and Apache Struts

Based on the US Government's analysis of cyberattacks abusing security vulnerabilities, threat actors
have most often exploited bugs in Microsoft’s Object Linking and Embedding (OLE) technology, with
the Apache Struts web framework being the second-most-reported exploited technology.

"Of the top 10, the three vulnerabilities used most frequently across state-sponsored cyber actors from
China, Iran, North Korea, and Russia are CVE-2017-11882, CVE-2017-0199, and CVE-2012-0158," CISA
says. "All three of these vulnerabilities are related to Microsoft’s OLE technology."

CVE Associated Malware
CVE-2017-11882 Loki, FormBook, Pony/FAREIT
CVE-2017-0199 FINSPY, LATENTBOT, Dridex
CVE-2017-5638 JexBoss

CVE-2012-0158 Dridex

CVE-2019-0604 China Chopper
CVE-2017-0143 Multiple using the EternalSynergy and EternalBlue Exploit Kit
CVE-2018-4878 DOGCALL

CVE-2017-8759 FINSPY, FinFisher, WingBird
CVE-2015-1641 Toshliph, Uwarrior
CVE-2018-7600 Kitty

Since 2016, hackers have most routinely exploited bugs in
Microsoft's Object Linking and Embedding (OLE) technology, as
per CISA. OLE is a proprietary technology from Microsoft which
enables embedding and linking of application data and objects
written in different formats.

CVE-2017-11882, CVE-2017-0199, and CVE-2012-0158 are three
vulnerabilities in OLE technology that have most frequently used by
state-sponsored threat groups from Russia, China, North Korea and
Iran.

After OLE, Apache Struts web framework is the second-most-
reported exploited technology, as per CISA.

Security agencies are also observing Chinese hackers using CVE-
2012-0158 flaw more frequently since December 2018, suggesting
that many organisations have not yet patched the bug.



Why MS - RTF ? Flle

@ Shortcut

e Amongst the most popular file formats used in Phishing Microsoft Access Database

attacks today. &| Bitmap image
e Very powerful and versatile file format {0 Microsoft Word Document
. i A Mi ft A Datab

e Can embed many different (vulnerable) object types TOSOTE Access Latabase
Microsoft PowerPoint Presentation

*_ Fonts, ActiveX Controls, Images, Video, docs etc. Mo oR b e Do s vt

e Carrier for other file formats exploits BB WInRAR archive

 Limited structure awareness and inspection on perimeter Rich Text Format «

()

—| Text Document

Microsoft Excel Worksheet
BB WIinRAR ZIP archive

* Can be crafted to break immature RTF parsers

CVE-2014-1761 CVE-2015-7645 CVE-2015-2424 @ CVE-2015-1641 CVE-2016-4117 CVE-2017-0199

CVE-2017-8570 CVE-2017-11882 CVE-2017-11826 CVE-2018-0802 CVE-2018-0798 Many more..



1 aftnsepc Consumes data  Consumes data

2 annotation Consumes data Consumes data

- . 1 k 3 atnauthor Consumes data Consumes data
MS RTF < Prlmary Attac veCtors I atnid Consumes data  Consumes data
atnparent Consumes data Consumes data

atnref Consumes data Consumes data

- - - 7 atrfend Consumes data Consumes data
Parsing engine flaws ( Predominantly RTF renderers ) i author  Consumes data Consumes data
9  bkmkend Consumes data Consumes data

2 blipgid Consumes data  Consumes data

* RTF : Complex structure with nested controls words = e S s e
1- defpap Consumes data Consumes data

. . egeg e o 14 o onsumes data onsumes data
 Multiple control word parsing vulnerabilities in the past B s e el

docvar Consumes data Consumes data

. ' dptxbxtext Consumes data Consumes data

* >1800 control words : Many consuming data streams 15 ebcend  Consumes data Consumes data
9 ebcstart Consumes data Consumes data

factoidname Consumes data Consumes data

* Abused to hide malicious resources OR exploit parsing flaws ol b el Seaa L

fchars Consumes Consumes

ffdeftext Consumes data Consumes data

ffentrymcr Consumes data  Consumes data

Object Linking and Embedding ffexitmcr Consumes data Consumes data

ffformat Consumes data Consumes data
2 objalias Consumes data  Consumes data
e Dominant attack vector — Massively abused QS Tk SR i s

30 | objclass Consumes Consumes
o o o 31 | objdata Consumes Consumes
* Object Linking: Enables remote code download + execute ol Consumes
: ffhelptext Consumes Consumes
. . . . . . 34 ffl Consumes Consumes
* Object Embedding: Memory corruption OR aids further exploitation § e s e
OR both s file Consumes Consumes

filetbl Consumes Consumes
fldrslt Consumes Consumes
fldtype Consumes Consumes
fonttbl Consumes Consumes
footer Consumes Consumes
footerf Consumes Consumes
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RTF — Abusing Control words

RTF Parsing engine flaws
* RTF control word arguments can trigger parsing engine flaws
* Obfuscated data streams can break immature RTF parsers

. Can bypass many AV detections based on signatures
s
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Hiding malicious resources within control word data
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Object Linking and Embedding and Attack Surface



Object Linking and Embedding ( OLE )

View Developer Help

Based on Component Object Model ( COM ) =3 2l T aseocede asBbccdc AaBbC AaBbCi AaBbC AsBbCeD AaBbCcD:
R e T Normal | T NoSpac.. Heading1 Heading2 Title Subtitle  Subtle Em...
° PrOVidesObjethreationVia RPC er-h2-|~1¢|-/q""?-1-l-2-:-3-1‘4~|-5~|-6-:-7‘1'8-|-9~|-lO-n-llS‘ty:e?u-l-l}w-14-
B
Interoperability
| ActiveX control: Scroll bar
* Provides richer user experience o
| & 3
e Works with 3" party components ActiveX control : Combo Box

o L3
Capability
To Employees: Benefits Enroliment and Payroll Set-up
ACTION REQUIRED

* Embeds documents, ActiveX objects, Images, a—

videos, fonts and other objects

WHAT YOU HAVE
TODO

° ° DESCRIPTION HOW YOU GET IT DONE DEADLINE
* Can link to external objects —
_
Read Payroll Schedule, Tips. sl aneson N/A
=
AfR Complete and submit Benefits Summary Enroliment Form s N}E;Wume"t 7/01/2015

Increased attack surface
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e OLE in RTF : Objects stored as a data to {\object control word
* objemb — embedded object , objautlink — linked object , objocx — ActiveX control
* Control word “objdata” stores object data to be rendered by application - based on CLSID

\af31507\afs22\alangl025 \ltrch\fcsd \fs22\lar
916393\ 1langfe16393\1loch\af31506\hich\af31506\d Control Word: “objemb”

bch\af31505\cgrid\langnp16393\langfenpl6393\ir

* |Indicates the embedded

SrSka3947dad {\ObJeC\Ob]emb\Ob]1551\0b]h831{ 0\afs24\alangl1025 \ltrch\fcs0 \fs24\langl033

object inside RTF angfel033\loch\af@\hich\af@\dbch\af31505\cgr
. .. \Langnploﬁ\laanenplo33 H{\object\objautlink
* Object type indicated by rsltp]_ct

nested control word objclass

Control Word: “objocx”

* Indicates the storage of ActiveX —
Control Word: “objautlink”

control inside RTF
R * Indi he linked obj
* objclass indicates type of OLE Control Indicates the linked object
ActiveX control used Words inside RTF

fs21\lang1033\langfe2052\kerning2\loch\af@\hi
h\af@\dbch\af13\cgrid\langnp1033\langfenp2052 bl L
insrsid4264567 [i\e b]ect\ob]ocx f13\ob] 5et51z Control Word: “objlink
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105000 002{ POOE 010 RTF
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MS - RTF: OLE object Initialization and Loading CLSIDFromProgID function

* ole32.dll : InProcServer for instantiating OLE objects el

Looks up a CLSID in the registry, given a ProgID.

* objclass and objdata has ProgID mapping to OLE control
Syntax
e CLSIDfromProgID function gets CLSID from registry
C++
* DLL mapping to CLSID is loaded for rendering object HRESULT CLSI0F ronProgly
” LPCLSID l’F:o’clSidg ’
* OleLoad [1 CoCreatelnstance -> 3 >
OLE containers load objects into memory by calling this function. When calling the OleLoad function, the container application
’ asses in a pointer to the open storage object in which the nested object is stored. Typically, the nested object to be loaded is a child
O Ie Load fu nCtIo n (O I e2 ” h) Etorage objf:ct to the contaiier's rootgstorajge object. Using the OLE irjwformation storiz witt): the object, theJobject handler (usually,
12/05/2018 - 2 minutes to read the default handler) attempts to load the object. On completion of the OleLoad function, the object is said to be in the loaded state

. . - . . with its object application not running.
Loads into memory an object nested within a specified storage object.
Some applications load all of the object's native data. Containers often defer loading the contained objects until required to do so.

For example, until an object is scrolled into view and needs to be drawn, it does not need to be loaded.

Syntax

The OleLoad function performs the following steps:

C++ . . . .
o |f necessary, performs an automatic conversion of the object (see the OleDoAutoConvert function).

HRESULT OleLoad( e Gets the CLSID from the open storage object by calling the IStorage::Stat method.

LPSTORAGE pStg, e (Calls the CoCreatelnstance function to create an instance of the handler. If the handler code is not available, the default handler
REFIID Piids is used (see the OleCreateDefaultHandler function).
LPOLECLIENTSITE pClientSite, . . . ; % . : < . 2 3
LPVOID *ppvObi o Calls the I0leObject:SetClientSite method with the pClientSite parameter to inform the object of its client site.
)s o Calls the Queryinterface method for the IPersistStorage interface. If successful, the IPersistStorage:Load method is invoked for
the object.

e Queries and returns the interface identified by the riid parameter.



RTF — Object Linking ( CVE-2017-0199, CVE-2017-8759 etc..)
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Result
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RTF — Object Linking ( CVE-2017-0199, CVE-2017-8759 etc..)

Hh

f f

h

NativeDataSize N
4 72 B 5 5 o 2 o e

LAs per RTF specs, when using OLE2.0 format, linked file
f fsource data is specified by the MonikerStream of OLEStream
£ rstructure

H Fh Of | «
H{ Hh H Hh
H
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H Hh Fh
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h Fh
h

y Hh
Hh
h Hh
Fh
h

Hh
=h: Y Fh
y Fh
v = Hh
h Hh
Hh Hh Fh
Fh
Hh Fh Hh b

Ehobh b b
Hh Fh
Hh

Hh
h
h
h
h

The ObjectHeader structure specifies the headers for the Link

idedObject {section 2.2.5) structures

1 2 Control word Meaning
0|12 314|567 |89 |0|1|2|3|4|5|6|7|8(9|0|17]|Z|3|4|5|6
OLEVersion OLEVersion (4 bytes): This can be set to any arbitrary value and MUST be ignored on Object Tvpe

FormatiD (4 bytes): This MUST be set to Ox00000001 or 0x00000002. Otherwise, the \objemb An object type of OLE embedded object. If no type is given
ObjectHeader structure is invalid.<6= to be of type \objemb

If this field is set to Ox00000001, the ChkjectHeader structure MUST be contained by a e . "
LinkedObject structure (see section 2.2.6). If this field is set to Ox00000002, the Objecth \objlink An object type of OLE link.

. structure MUST be contained by an EmbeddedObject structure (see section 2.2.5).

\objautlink An object type of OLE autolink.

Value Meaning

Ox00000001 The ObjectHeader structune

14853E68|00 72
Structured Storage Compound File 14853e78|00 00

OLE1.0ONativeStream format liga3eee 00 1

00

] 14853€A 00
1485388

14853eC8(30 30

Root Storage 14853508;00 01

14853€€8(00 00

14853EF8| 00 00
I 14853F08|00 00
I ] 14853F18(00 0A
14853F28|FF 00 00 00

Sterage 1 Storage 2 Stream A
CLSID_StdOleLink in the CLSID field of the root
[—l—] storage object of OLE2 compound document

Stream B Stream C Storage 3




RTF — Object Embedding

* Allows using RTF as a exploit delivery mechanism : Carrier for other file format exploits
 CVE-2015-2424,CVE-2017-11882,CVE-2017-11826, CVE-2018-0798 and many more..)

* Flash files, PDF documents, OOXML documents, ActiveX controls, images, videos etc.

0000000000000000000000000000000000000000000000000105000000000000} { \Obj ect\objemb{\*\oleclsid
\ '7bD5DE8D2@-5BB8-11D1-A1E3-00AQC90F2731\ '7d}{\*\objdata ©10
000690669069069969}{\result{\pict\wmetafileS\picwl\pichl\ 1}

Argument to objclass is the ProglD string RNEANAAMAARARMARAAAAAAAA AR AR LA AR AR AR AR AR AAAAAA LA AL AR A AR AAAS

FEEEEEEEFEFFFFFFFFffffffiffifffiffrfffffffffffffffffffffffffffifififffffffffffffffffffff
FEEEEEEEFEFFFFFFFFFFffffffrfrrrrrrrrrrrfrrrffffffffffffffffffifffiffffrrffffffffffffffff
FEEEEEEFFFFFFFFFFFFFfFff i rrrrrrrrrrrrrrrFrrrffrffffffffffffrfrfrfrrrrfffrffffffffffffef

for Microsoft Word document contained

POCd020000100008016461T635072617073216170702e786d 6c2c3204012830 001009060006000000066600066 0RBRYYO0 000000060000060 0000600004550
:aa:aas::c::::c::;;a:;:a:a:zzz:::55=a:eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

000000000000000000000000000000000000000

1060990060090966009006606009900906606660609090655 POV 0000002000000000000000000000
PO2000000000L00000000000000000000000000000000000000000000000009c52cbdec33010bc23f10f51eed449251eadb646a80871e02535¢c0d9b237898563
bb641f4ef59130841dcc86977d63b9e9918cedf0753bc6188dad94d592faab24082b9dd2b6db948fcdd5d15959¢c424ac12c659dc947b8ce5393f3c8087e03c86a
:1164461e3a6ec53f26bc632ec71107141634b93d68541246a43c75cdb6a89974ebe0e68135b56d569c3f78456a13af213613932aedfd27f499593595f7c63f6

Q O Q =29 Q Netr QRO e Qa Q aROK Q Q O - RO-R af R
DDDCOD oCcasg v, O--_‘_‘ ad g 4'_‘ 2l SSVYEeD HCcbY a54a4q 3 SHEd D 0 44 (g 30 d8VcE0D SAY6

84 4 94



Name

_rels
| ErTE—

media

theme
| | document.xml
J fontTable.xml

| | settings.xml
|| stylesxml
| webSettings.xml

Name

_rels

&.civeon |

| | activeX1.xml

FrC
0%00417827 5B

[oxeoei7a20 m17s0m1 7227080

[oaster sammsc

0x00417332 B2

0x00417855 2C2

20 sub a1, 0x20

Zoop 0x1

8B4
0x00417875 885320
0x0041787¢ 0LD3

0%00417872 B3

0x00417888 31C0

a AC
b Cicron
e 0107
0 38R0

0x00417892 75




RTF — OLE Packages: CVE-2018-0798 + script payload, CVE-2018-0802 + Bots
* Allows RTF to be used for embedding payloads

» Executables, JScript, VBscript , Windows Script Components ( SCT files ) and more..
* Packager.dll loaded for processing package data

@ B /q ET Signature Line

ﬁDate&ﬂme T ——.
Comment | Header Footer Page Text Quick WordArt N % OLEVersion and Format ID
v ¥ Number v Box ¥ Parts v v 3] Object ~ e 3 s o T s : [
Comments Header & Footer Text e = S = ‘ > : 2
7 P09 101 d1e g 1200 1300 1401 1501 16 AT i ]

4 B U S dSie CEAUSSTS Length of the following null
* § AT NOTITEN IR ISR LRI ol s peteheh, erminated string
Object ? X : 4dSa \ e OXOQ.esas e

Create New  Create from File

ActiveX control name : package

Object type:

. o Length of the following binary
OpenDocument Presentation ~| : elf ba data

OpenDocument Spreadsheet > a a a

OpenDocument Text 5 =

5 z - : Stream header: always 0200
Orgamzatlon Chart Add-in for Microsoft Office iroirams € : 6L ¢ oloa 20t Lt L I 4¢ e 4 Jran annot &

- f s £ 444¢§ £ 6f 46 Y [
Package ’ 3
WebexUCFObject Class
WordPad Document

¥ | [J Display as icon 7 ' . ‘. » : £70 £3 o I _
Result : ed4 a%2: 22 : 4 ab2: . oy
n Inserts a new Package object into your . 2 ad \ . X 3 00000300: embedded object
document. 2 2 = T
Length of the file path followed
by full path of the file

ength of the executable file




RTF — OLE Packages

Sample MD5: b
: b3f8abe274cb6as
5926bd5c3fc2168
99 (Rancor Gro
up)

The malicious RT
F drops embedd
ed «
document is opened. The file 8.t is OLE .package to “8.t" into the YTEMP% direct
tis amalicious executable dropper and encrypt ZC ory after the malicious
pted via XOR cipher usi
sing the

key “OxFC”. On :
C:\Windows\tracing\” It the;ocps two files “ChromeApp.ps1” and “ChromeA -
Script (VBScript). The VBScri treates a scheduled task named “ChromeA ’?E.Vbs i
. rip calls the PowerSh ) pp 1o execute th i .
ell script and it be CVRTEIBR
aconsoutto C2 “10c "o s ="

Files Into Temp Folder Raises

Dropping
security Concerns

ow how each program uses each temporary

er and we dont kn

ker abusée this pehavior?
porary fold

cations and the operating sy

difficult. Here are some thoughts.
e file exists. Certainly, opening the RTF could be

nfrequent.

How could an attac
<tem frequently use the tem

Because most appli

file, answering the question is
as long as th

ct that these conditions are !l
and then run it.

emporary folder
Instead, most

al world, we expe
fileis already there),

ns an executable from the t

pplies to DLLs. Inthere
or overwrite it if the

an application ru

itions. This also a
ble or DLL(

e Insome conditions,

dangerous in such cond

applications will first creaté the executa



Summarizing - OLE Attack Surface

CLSID based loading of DLL

* Attackers can supply CLSID in document to load DLL in the process

Attackers can supply relevant data to be processed by the DLL

Can be used to bypass Windows mitigations OR Memory Corruption

OLE Packages used to drop payload

No specific associated data format with OLE packages

Can be used to embed scripts, executables etc.

Logic flaws in the OLE objects

Some OLE objects can provide ability to link RTF to external file and

execute by invoking handlers

Leads to download + execute OR Memory corruptions

* Many historical RTF
exploits used in attacks
involves OLE

* Many OLE objects in
Windows. Logic flaw in
any of them could lead
to compromise




MS - RTF File Structure Parsing and Inspection



RTF: Inspection Requirements

Robust RTF document parser

* Parsing of destination control words and extraction of data streams

e Critical to handle control word and stream obfuscations

OLE2.0 Compound document format parser

e Extraction and Inspection of Storage and streams objects

* OLE object could be malformed to confused parsers

OLE Package structure parser

* Extraction of payloads embedded as OLE packages

Other inspection modules can be integrated

* OOXML Analysis

e DPDE file format / Elach Eile format analvucic




MS-RTF : IMPORTANT Detection Focus
SECTIONS FOR INSPECTION

Weaponized exploits
Important RTF Non-OLE * Identifying exploitation methods used

Control Words ) . | .
* E.g. RTF links to external resource ( .hta file etc..) O Likely suspicious

All OLE Control Words Non-OLE control words and OLE packages
* E.g. Datastore, theme data, and many others..

RTF Overlay data section for OLE control words

malicious content
* objemb, objocx, objlink , objautlink, objhtml etc.

* Extract data stream to all objects and inspect further

All stream objects of OLE2.0
Compound format for RTF Overlay data
malicious code.

e Used to hide malicious resources

* Higher volume is almost always suspicious
OLE2.0 “CONTENTS” / Ole

stream objects critical to

inspect




RTF Inspection : High Level Block Diagram

User submitted files

Intrusion Prevention Systems,
‘Sandbox or any other inline

‘perimeter security solution

Incoming network traffic
S —

Submission of extracted | ‘ F file to Analysis engine
A 4 |

RTF Inspection Block Diagram




RTF
FILE

* objclass

Inspect file for OLE objects

* \object..\objemb
—' e \object..\objautlink

* \object..\objocx
* \object..\objlink
* \object..\objclass Package

objclass
objclass
objclass
objclass

—

Check nested control word objclass
: word.document.8

: word.document.12

: AcroExch.Document.DC
: shockwaveflash

: form.image.1

( MS-CFB doc)

( OOXML doc)

( PDF doc)

( Flash file )
(ActiveX contr. )

L 2

L 2

Extract OLE1.0 NativeStream

Extract OLE packages

¥

—)

Other control words
with data streams

j Extract Overlay Data h

Extract OLE2.0 Compound Doc.

OOXML Analyzer
Analyze OOXML file for

any malicious content

R 2

MS-CFB Analyzer Parse
CDF extract Storage
and object streams

PDF Analyzer
Flash File Analyzer

R 2

¥

Analyze streams for
malicious indicators (
Shellcodes , extract
Scripts, executables etc. -
further analysis)




Example Engine output and Initial Results



Example inspection output

0000000000000000000000060000000000006000000000000105000000000000} { \object\objemb{\*\oleclsid
\ ' 7bD5DE8D20-5BB8-11D1-A1E3-00AGCI0F 2731\ ' 7d}{\*\objdata 010500000100000001000000000000000000000000000000000000000000000000000004
000000000000000000} { \result{\pict\wmetafile8\picwl\pichl\ }}}{\object\objemb\objsetsize\objw9361\objh764
\*\objdata ©1050000020000001100000057672642e44663756d656e742e313200000000000000000000d0000
0000000gAV000000000000000000003000300 e F0900060000000000000000000000010000000100000000000000001000006500000001000000 & 111004
000000 0OF ffffffffffffffrfffffffffffffffrfrrffffffffffffffirfrirrrfrfffffffffifffffffrffrfffffffffffffffffffffrffffffffeee
FEFff e EEE PP FFf e rFEEFrErFEFFFffffffffrrrrrrrrrfrffffffffffffrfffffffffrff

AR R R R R AR A R AR AR AR AR AR AR R AR AR AR AR AR
R R R I A A A A A R AR AR R AR A AR R RARR AR

e Embedded OOXML File

000000000000000P00000000V0V000P0000000000Y
PP20B0C0RRERERECBRRERERERERBRREREREPERBBRRRIRARA0AA02A000A020202020000200020200000000000000000000000000000000000000000004
LT T L e L e e e e e L L R e kLol E mbed ded OOXML document in OLE2 object Brlel el L e e Ll L L L L e L L e e ot ° E)(t racte d an d

000000000 000000VRVRVVVRVAVRVRAVABVRVRRVRY

9400304 1400060003000000

PO0000000VVBB00000VR0000000020000000000000000R00000000000000009c52cblec33010bc23f10f51eed449251eadb646a80871e02535c0d9b237898563 Re-ANnad iyze d

e OOXML : Embedded ActiveX object detected

e RTF : Embedded Open Office XML (OOXML) archive detected inside RTF file
Clean Heuristics Triggered e RTF : ActiveX object detected inside RTF file

e RTF : Embedded object detected inside RTF file

e OOXML : Blacklisted ActiveX object was loaded

e OOXML : Sledge detected inside embedded activeX object

e OOXML : Embedded activeX object was loaded multiple times

e OOXML : Shellcode detected inside embedded activeX object via static scanning

e OOXML : Return Oriented Programming (ROP) Chains detected inside embedded activeX object

e OOXML : Suspicious data streams looking like heap memory address detected inside embedded activeX object
e OOXML : Shellcode detected inside embedded activeX object via stream emulation

Malicious Heuristics Triggered

Suspicious Heuristics 'Iriggered“ & REFOverayatdetseiad

Classification Status [Malicious ¢ | Classified malicious




Example inspection output : Operation North Star - malicious documents

targeting Aerospace & Defense industry (July 2020 )

ult\aspalpha\aspnum\faauto\adjustright\rin0\1lin0\itap@ \rtlch\fcsl
\af31507\afs22\alangl025 \1ltrch\fcsO \f522\1anq1033\langfe1033\loch\af

set51ze\obju10177\ob]h11375

OOXML embedded within RTF

<? version="1.0" encoding="UTF-8" standalone="yes"?>

< xmlns=" http //schemas openxmlfor‘mats or‘g/package/20@6/r‘elat10nsh1ps ><
Id="rId1" Type=" i : i

attachedTemplate”

¢ RTF : Embedded Open Office XML (OOXML) archive detected inside RTF file

Clean Heuristics Triggered ¢ RTF : Embedded object detected inside RTF file
Malicious Heuristics Triggered  OOXML : Template Injection detected inside settings.xml -
Suspicious Heuristics Triggered |
Classification Status :Malicious

[Microsoft Office OpenXML File Detection|Found at offset 0x675

Object Class |Word.Document.12

Object Details Object Type | Embedded object

Clsid |F4754C9B-64F5-4B40-8AF4-679732AC0607

Clsid Description|Microsoft Word Document (Word.Document.12)

. | status |[Found
_rels Directory

h Url Detected|"http://b.reich.io/umlwkm.docx’]




Initial Testing Results — True Positive CVE-2012-0158

Exploits tested from 2012 - 2020

CVE 2013-3906

CVE 2014-1761

Total Number of Samples Tested 15,093
Number of samples successfully 14,495 CVE 2015-1641
executed

CVE-2015-2424
Samples could not run due RTF 598
structure parsing errors CVE-2015-6172
Number of samples Classified ( 14,240 CVE 2016-4117

Malicious + Suspicious )
CVE-2017-11882

CVE 2018-4878
Detection : 94.35% CVE-2018-15982

North Star campaign -
July 2020



Initial Testing Results - FP

False Positives Testing

Total Number of Samples Tested 61,618
Number of samples successfully executed 61,618

Samples could not run due to RTF structure 0
parsing errors

Number of samples Classified Malicious 226
Number of samples Classified Suspicious 152
Number of samples Classified Clean 61,240

Classified Clean : 99.38 %
Classified Malicious + Suspicious : 0.60 %



QUESTIONS ??



