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Speaker Intro - Chintan Shah

• Currently

• Lead Security Researcher : McAfee’s Network Security Platform

• Past

• 15+ Years into Network Security industry

• Speaker @ International security conferences

• Multiple patents on Malware / Exploit detection techniques

• Focus: 

• Open and closed source fuzzing, Vulnerability Research

• APTs / Exploits / Malware Research / Reversing

• Product Research & Dev – New detection tech and methods



• Microsoft Rich Text Format ( MS-RTF ) – Overview and Threat Landscape

• Object Linking and Embedding

• OLE Attack Surface 

• MS-RTF File Structure Parsing and Inspection 

• Engine Arch. and Inspection Flow

• Example Engine Output and Initial Results

Agenda



Retrospection : RTF – A Massive Attack Vector



May 2020 : US Govt. Shares List of Top Vulnerabilities Since 2016 

Top Exploit Vector : Microsoft Office’s OLE



• Amongst the most popular file formats used in Phishing 
attacks today.

• Very powerful and versatile file format

• Can embed many different (vulnerable) object types

• Fonts, ActiveX Controls, Images, Video, docs etc. 

• Carrier for other file formats exploits

• Limited structure awareness and inspection on perimeter

• Can be crafted to break immature RTF parsers

Why MS - RTF ? 



MS – RTF : Primary Attack Vectors

Parsing engine flaws ( Predominantly RTF renderers )

• RTF : Complex structure with nested controls words

• Multiple control word parsing vulnerabilities in the past

• >1800 control words : Many consuming data streams

• Abused to hide malicious resources OR exploit parsing flaws

Object Linking and Embedding

• Dominant attack vector – Massively abused

• Object Linking: Enables remote code download + execute

• Object Embedding: Memory corruption OR aids further exploitation 
OR both



RTF: First Look



Shellcode in “Leveltext” RTF 
control word

Executable embedded in 
“Datastore” control wordMalicious code in pFragments RTF control word

RTF – Abusing Control words

RTF Parsing engine flaws

• RTF control word arguments can trigger parsing engine flaws

• Obfuscated data streams can break immature RTF parsers

• Can bypass many AV detections based on signatures

Hiding malicious resources within control word data

• Embed executables / Shellcodes / Decoy documents in the 
control word data



Object Linking and Embedding and Attack Surface



Object Linking and Embedding ( OLE )

Based on Component Object Model ( COM )

• Provides object creation via RPC

Interoperability

• Provides richer user experience

• Works with 3rd party components

Capability

• Embeds documents, ActiveX objects, Images, 
videos, fonts and other objects

• Can link to external objects

Increased attack surface



{object\objemb

{object\objautlink
{object\objocx

Embedding doc as object

Linking external file as object

Embedding ActiveX 
control as object
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MS –RTF 
OLE Control 

Words

Control Word: “objemb”

• Indicates the embedded 
object inside RTF

• Object type indicated by 
nested control word objclass

Control Word: “objocx”

• Indicates the storage of ActiveX 
control inside RTF 

• objclass indicates type of 
ActiveX control used

Control Word: “objautlink”

• Indicates the linked object 
inside RTF

Control  Word: “objlink”

• Indicates a linked object inside 
RTF

• OLE in RTF : Objects stored as a data to {\object control word

• objemb – embedded object , objautlink – linked object , objocx – ActiveX control

• Control word “objdata” stores object data to be rendered by application - based on CLSID



MS - RTF: OLE object Initialization and Loading

• ole32.dll : InProcServer for instantiating OLE objects

• objclass and objdata has ProgID mapping to OLE control

• CLSIDfromProgID function gets CLSID from registry

• DLL mapping to CLSID is loaded for rendering object

• OleLoad 🡪 CoCreateInstance -> ..



RTF – Object Linking ( CVE-2017-0199, CVE-2017-8759 etc..)



RTF – Object Linking ( CVE-2017-0199, CVE-2017-8759 etc..)



RTF – Object Embedding 

• Allows using RTF as a exploit delivery mechanism : Carrier for other file format exploits

• CVE-2015-2424,CVE-2017-11882,CVE-2017-11826, CVE-2018-0798 and many more..)

• Flash files, PDF documents, OOXML documents, ActiveX controls, images, videos etc.





RTF – OLE Packages: CVE-2018-0798 + script payload, CVE-2018-0802 + Bots

• Allows RTF to be used for embedding payloads

• Executables, JScript, VBscript , Windows Script Components ( SCT files ) and more..

• Packager.dll loaded for processing package data



RTF – OLE Packages



Summarizing -  OLE Attack Surface

CLSID based loading of DLL

• Attackers can supply CLSID in document to load DLL in the process

• Attackers can supply relevant data to be processed by the DLL

• Can be used to bypass Windows mitigations OR Memory Corruption

OLE Packages used to drop payload

• No specific associated data format with OLE packages

• Can be used to embed scripts, executables etc. 

Logic flaws in the OLE objects

• Some OLE objects can provide ability to link RTF to external file and 

execute by invoking handlers

• Leads to download + execute OR Memory corruptions

• Many historical RTF 
exploits used in attacks 
involves OLE

• Many OLE objects in 
Windows. Logic flaw in 
any of them could lead 
to compromise



MS - RTF File Structure Parsing and Inspection 



RTF: Inspection Requirements

Robust RTF document parser

• Parsing of destination control words and extraction of data streams

• Critical to handle control word and stream obfuscations

OLE2.0 Compound document format parser

• Extraction and Inspection of Storage and streams objects

• OLE object could be malformed to confused parsers

OLE Package structure parser

• Extraction of payloads embedded as OLE packages 

Other inspection modules can be integrated

• OOXML Analysis

• PDF file format / Flash File format analysis



MS-RTF : IMPORTANT 
SECTIONS FOR INSPECTION

• Important RTF Non-OLE 
Control Words

• All OLE Control Words 

• RTF Overlay data section for 
malicious content

• All stream objects of OLE2.0 
Compound format for 
malicious code.

• OLE2.0 “CONTENTS” / Ole 
stream objects critical to 
inspect

Detection Focus

Weaponized exploits

• Identifying exploitation methods used

• E.g. RTF links to external resource ( .hta file etc..) 🡪 Likely suspicious

Non-OLE control words and OLE packages

• E.g. Datastore, theme data, and many others..

OLE control words

• objemb, objocx, objlink , objautlink, objhtml etc.

• Extract data stream to all objects and inspect further

RTF Overlay data

• Used to hide malicious resources

• Higher volume is almost always suspicious



RTF Inspection : High Level Block Diagram



RTF 
FILE

Inspect file for OLE objects
• \object..\objemb
• \object..\objautlink
• \object..\objocx
• \object..\objlink
• \object..\objclass Package

Other control words 
with data streams

Extract Overlay Data

Extract OLE packages

Check nested control word objclass
• objclass : word.document.8 ( MS-CFB doc )
• objclass : word.document.12 ( OOXML doc )
• objclass : AcroExch.Document.DC ( PDF doc ) 
• objclass : shockwaveflash ( Flash file )
• objclass : form.image.1  (ActiveX contr. )
• :

Extract OLE2.0 Compound Doc. 

MS-CFB Analyzer Parse 
CDF extract Storage 
and object streams

Analyze streams for 
malicious indicators ( 
Shellcodes , extract 
Scripts, executables etc. - 
further analysis) 

OOXML Analyzer 
Analyze OOXML file for 
any malicious content

Extract OLE1.0 NativeStream

PDF Analyzer
Flash File Analyzer



Example Engine output and Initial Results



Example inspection output

Classified malicious

• Embedded OOXML File

• Extracted and 
Re-Analyzed



Example inspection output : Operation North Star - malicious documents 
targeting Aerospace & Defense industry (July 2020 )
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OOXML embedded within RTF



  Initial Testing Results – True Positive

Exploits tested from 2012 – 2020

Total Number of Samples Tested 15,093

Number of samples successfully 
executed

14,495

Samples could not run due RTF 
structure parsing errors

598

Number of samples Classified  ( 
Malicious + Suspicious )

14,240

Detection : 94.35%

CVE-2012-0158  

CVE 2013-3906 

CVE 2014-1761

CVE 2015-1641

CVE-2015-2424

CVE-2015-6172

CVE 2016-4117

CVE-2017-11882

CVE 2018-4878

CVE-2018-15982

North Star campaign -  
July 2020



  Initial Testing Results - FP

Total Number of Samples Tested 61,618

Number of samples successfully executed 61,618

Samples could not run due to RTF structure 
parsing errors

0

Number of samples Classified Malicious 226

Number of samples Classified Suspicious 152

Number of samples Classified Clean 61,240

Classified Clean : 99.38 %
Classified Malicious + Suspicious : 0.60 %

False Positives Testing



QUESTIONS ?? 


