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50h ; nServerPort

offset pswzServerName
loc_1000E13A: edi ; hSession
mov eax, [esi+loader_config.dga_seed] ds:WinHttpConnect
test eax, eax ebx, eax
jz short loc_10@0E153 ebx, ebx

short loc_1000820C

eax

; hInternet

edx, [esi+loader_config.c2_domain] ds:WinHttpCloseHandle loc_1ee0820cC: ; dwFlags
e, edi ) _ ) edi 100F
dansekbod .rdata:1802D5AC aAriaBodyD11x86 db 'aria-body-d11X86.d11' esi ; ppwszAcceptTypes
ecx - 1002D5AC : ebx ; pwszReferrer
.rdata:1002D5 ) esp, ebp A )
.rdata:1002D5C1 aAzmanager db 'AzManager',9 > ebp ) ; pwszObjectName
.rdata:1002D5CB aDebugazmanager db 'DebugAzManager',@  ; offset puszVert ;
ebx ; hConnect
loc_1000E153: ds:WinHttpOpenRequest
edx, edi esi, eax
ecx, esi esi, esi

get_aria_body_from_c2
[edi+import_table.GetTickCount]
edx, 3A98!

short loc_1000823E

ebx

ecx, eax

; dwContext

generate_sleep_seed esi ; WinHttpCloseHandle ’
ecx edi ; hiInternet 2} ; dwTotallength
eax esi ; WinHttpCloseHandle ; dwOptionalLength
[edi+import_table.Sleep] edi 2 ; lpoOptional
short loc_1000E13A esi 2 ; dwHeadersLength
- ebx 2 ; lpszHeaders
esp, ebp esi ; hRequest
ebp ds:WinHttpSendRequest

eax, eax
short loc_100082CA

©2020 Check Point Software Technologies Ltd.
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50h ; nServerPort

offset pswzServerNime
loc_1000E13A: edi ; hSession
mov eax, [esi+loader_config.dga_seed] ds:WinHttpConnect
test eax, eax ebx, eax
jz short loc_10@0E153 ebx, ebx

short loc_1000820C

eax

; hInternet

edx, [esi+loader_config.c2_domain] ds:WinHttpCloseHandle loc_1ee0820cC: ; dwFlags
e, edi ) _ ) edi 100F
dansekbod .rdata:1802D5AC aAriaBodyD11x86 db Yaria-body-d11X86.d11' esi ; ppwszAcceptTypes
ecx - 1002D5AC ° ebx ; pwszReferrer
.rdata:1002D5 ) esp, ebp A )
.rdata:1002D5C1 aAzmanager db 'AzManager',9 > ebp ) ; pwszObjectName
.rdata:1002D5CB aDebugazmanager db 'DebugAzManager',@  ; offset puszVert ;
ebx ; hConnect
loc_1000E153: ds:WinHttpOpenRequest
edx, edi esi, eax
ecx, esi esi, esi

get_aria_body_from_c2
[edi+import_table.GetTickCount]
edx, 3A98!

short loc_1000823E

ebx

ecx, eax

; dwContext

generate_sleep_seed esi ; WinHttpCloseHandle ’
ecx edi ; hiInternet 2} ; dwTotallength
eax esi ; WinHttpCloseHandle ; dwOptionalLength
[edi+import_table.Sleep] edi 2 ; lpoOptional
short loc_1000E13A esi 2 ; dwHeadersLength
- ebx 2 ; lpszHeaders
esp, ebp esi ; hRequest
ebp ds:WinHttpSendRequest

eax, eax
short loc_100082CA
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With given process
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aCreateDirector:

"UTF-16LE", 'Create Directory [%s] succeeds!',®
aCreateDirectro:

Utk IDIE", ‘Create Directroy [%s) l.)il»"c]:":d',\’ [
aDeleteDirector: s DATA XREf
aRenameSSucceed: DATA X ! +1981 "UTF-16LE", ‘Delete Directory

"UTF-16LE", 'Rename [%s] succeeds!',®

[¥s] succeeds!’',®

aDeleteDirector_0: : DATA' Xf Delete Directo
aRenameSReturns: ‘ X f +1881 "UTF-16LE", 'Delete Directory [%s] returns:%d’',e
"UTF-16LE", 'Rename [%s] returns:%d',0

» align

plign f
i aCreateDirector: : DATA XREF sate Directory
aDeleteDirector: > | . et torys "UTF-16LE", 'Create Directory [%s] succeeds!',@
“UTF-16LE"™, 'Delete Directory [%s] succeeds!’',® ;
i : aCreateDirector_0: : DATA XREf ate Directory
aDeleteDirector_O: : : | Deds /+ "UTF-16LE", 'Create Directory [%s] Failed:%d',e
"UTF-16LE", 'Delete Directory [%s] returns:%d',0
align

aFindfirstfileS_@:

"UTF-16LE", 'F

ndFirstFile [%s] Error:%d‘,0

L Check Point lkaspersky
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; lpData
; 1pType
; lpReserved
offset aDisplayname

[esp+ +hKey] ; hKey

edi ; RegQueryValueExw

eax, eax
loc_10005971

; lpReserved
offset aInstalldate
[esp+ +hKey] ; hKey

; lpData

; 1pType

; lpReserved
offset aDisplayname

ecx, [ebp+hKey]

~ hKey
[ebpevar_21C), e
l":‘.\'r 1C],
loc_10006962

eax, [esp+ +cbData]
eax ; lpcbData
eax, [esp+ +var_678] Data)
eax ; lpData ; lpcbData
5 1lpType 98]
; lpReserved ; lpData
offset aDisplayversion ’ iz;z‘:zwed
Eizg: ::;g;la;,hKey et aDispla{vérsion
call edi ; RegQueryValueExW ; hKey
lea eax, [esp+7Cah+cbData] Exh
push eax ; lpcbData
lea eax, [esp+ +var_638] tal
push  eax ; lppata g "‘llpd’[’"“
push ; lpType s 3oDats

; lpType
; lpReserved
et alnstalldate

[esp+ +cbData], ey]

edi ; RegQueryValueExw 5 hKey
eax, [esp+7Cah+cbData]

eax ; lpcbData >

eax, [esp+ +var_620] ; lpcbData
eax ; lpData 8]

) ; lpType ; lpData

; lpReserved
offset aUninstallstrin

Aria-body information gathering

Cheok Point

; lpType
; lpReserved
set aUninstallstrin

XsFunction information gathering

lkaspersky
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kyawtun119.com Mon:enews.com wdrfjkg129.com n91t78dxr3.com

47.88.236.88 121.127.253.27 119.28.59.92 119.28.26.99

2 2.15 myanmartech.vicp.net
mopo3.net 115.23.172.155 y vicp
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Agenda

- Target

- Infection Chains

- Infrastructure

- Tool Analysis

- Attribution

- Who is behind Naikon APT?

ldentifying Naikon
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} State-sponsored operation

Target - Various government entities in APAC

Overlapping infrastructure with other state-
based threat groups

Code similarity with another APT in this
region

©2020 Check Point Software Technologies Ltd. 22
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Agenda

- Target

- Infection Chains
- Infrastructure

- Tool Analysis

- Attribution

Who is behind Naikon APT?
ldentifying Naikon
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ldentifying Naikon APT

Aria-body loaders — 32bit
€9a23e084eb8cf95b70cde3afc94534b
8561fa029f2158dc9932deeeblfebdac
31a4400789ae43b255464481320baa%e
32b1916abff8bf0e7c51a2584c472451
€2dc85559686575c268c8e97205b7578
b779742b94b9265338c9b21f0cc88ba4d
ca3d5f02f453455f2b5522b8dcecab58
bdlef60ee835dd996ddcf4f22adaall2
1dd0e12a886f3d1bded6e26f53592720
07f724bdc662518cebeac0ca723c929f
dde75e82b665fc7d47cd870dae2db302
20cdf05867967642742d6b947ba71284
9b0cb194dd5e49ab6fbf490de42e6938
b8292fe24db8f86b11e6bf303c5f3acs
35729f8268438d487303b267b26bde65
40c49ecbelb7bd0dbb935138661b6casd
85e5d261c810e13e781f24505bb265ce
77ealeb5f6fd2605454764cd9b7ef62e
ab260f3dclead01dfc6b7139d1eb983c
897994f378577ecle09eaeb953cf603f
1f8f70afcd1a29920cb75e403bc590ff
3d0320af4aeffal2660a3d4d8d6a5¢cf8

96a918b4e54090c0294470c872c1b2075af1a822
3cecff13388d6ab45797ca2455caf5fd04ca9dd9
1e3f303bbb35e709ff9d962c28c071656070aa98
513d99d714985ab53d75894357e4e87c69374862
b01d9454d84d04dd7a594dd2f899¢77a40248618
3f7190d530a98e157d799bdbe4fef8e69f1c50de
0289a6db2fdda581b413768cd9318f33b5c005e7
1d7056elbec6fadfba8b69d725e4a930bdb6fad0
896e44af5a6f88c7be21d2f7225462f273f067f5
1eb758bcb0fc640835962aaa80199bdc867c79e7
2f17d1f1766b2814d6347763c9ad94863e5bd35c¢
31cf5cb37d1d6e62add2cd4e59c2821ala3c54e5
396c0cldcel196e9dc4e65aeb57d2bdlec5e85ba9
69ea467bdfe5b7739553da7f93096a3ac944270c
722b3dafbc14f8dcel1048264451017d3f473f1ac
fe84b53aa8bb4e8ac3d2d9f86d2397d4a3cf5c08
6a5a96f5637c898c0792ca%e76fc1854cf960d59
653aae2210a256a00ead6495e2¢128d36d2ed531
€2d3d9d7d7b64bbc6e522695105¢31d5f1185800
799ffe499b1a0d4b58ad9fa7b065b03432b96a09
441dfedf0583e799d2b37619316f8d924250d878
9dcfObe40d415¢9cd86df39d608046a845b4a9e3

1747tb340794c0c4e746b86c9a77fc568042be9d1dd9d7629b85e110aed34425
fe845ac7525daa5050dc17ca90352afe0f53c04a268832f4b0e93b1d90092175
8c38a9f38fd472867479cbaab9c138df616e60e3bb0863eb21531d68470ff302
a9f0df941172cc4a9c8b242fd41094033e15fa9c5e3781656df3888a4d47f834
fe02467d457e214e82a561de7cfa5e534efdbbbeba7c624be2c7d854b68d9f97
f31a5d3d586924ea2fe274cc644e3d9501efccd52¢150b28f9b1111578ded022
ca2da542ffdbf551a1fa46d073¢63162747df7ab45b6c8890077ce783fchd54e
510d91994c02e92e5354a9cdd51fd2be23583779e07222010a26063bfae2f314
4dcaclb42a0d2308136ce87db28856f1c1888deal0c07f4979f9a3da55268b5a2
45f2dbc7240023308e3193f29¢cc68320a176714e45dbe2ad7096f6f6445b0e4c
249ca984c1a508c4adbd58c3e3675bf22c8e364755250bc44a48913dfd6fe540
a5a0f9117a49ad7246882c938017a6f603180b37e6c6d134b744fb3fbe57722f
1732639fe36¢3ffbe860c09a3b8b92115f31e94e9343cfc346c12048827e9a78%ad78b
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ldentifying Naikon APT

Delivery
fod71f32de83f9ecfdc77801a7lda7bf
08428c94f45fb8ff568a4a288778dfb7

5e37131chd756e10a9392d2280907592

Aria-body loaders — 64bit
b65e38b86bdd048638e17487a9ccel81
97f3d2710d7b05fda7e53bda3cdbb3c8

Aria-body payload
2ce4d68a120d76e703298f27073e1682
a8ee5b59d255a13172ec4704915a048b
e4f097ff8ce8877a6527170af955fc9b
537b21c71eb8381ed7d150576e3e8a48
43798a772bc4c841fc3fOb0aal57cldf
c4397694368a0bfcb27ee91457878ef1

Outlib.dll
63d64cd53f6da3fd6c5065b2902a0162

C&C Servers
realteks.gjdredj[.]Jcom
spool.jtjewifyn[.Jcom
blog.toptogear[.]Jcom
mon-enews[.]Jcom
wdrfjkg129[.]Jcom

560423901a746055a4890c87dabe2c2a59ee917a
00934d22fb37b2def8276bc22ace5dc950b66227
c0c39b4ffebfa7ff627654fbdd53a3bf638dadch

6fbd039cbdf2137a64390b80bad73949a3db5965
088a603d6d144abb40145b6426acdad4b5813942

a84bde7bd58616e6f20bal06cabef138e8cb6904
48d4fe2ca8ed4d71eaa8deadbbae629ded7ef77a7
4e76ad95cbfeadd48cb177c2de9c272141c11b8f4

be04013156a96ffb50646c5delb9ald7de99f0d1
3223e64albfb25bc5ea95890ca438232adcc7c35
608f101efc89fbaf3aa7737b248a91c3d7540d9d

09690a61e5271619910a32efdc91e756d0abdcle

bbs.forcejoyt[.]Jcom
sugano.trictalmk[.]Jcom
dns.seekvibega[.]Jcom
www.qisxnikm[.]Jcom
cpc.mashresearchb[.]Jcom

dns.jmrmfitym[.]Jcom
www.rrgwmmwgk[.]Jcom
dathktdga[.]Jcom
www.kyemtyjah[.]Jcom
n91t78dxr3[.]Jcom

d6841b2a82904efc52c6b0b9375ddd3aa70de360c9f605341631358331a66bal
7df5442e5c334eb81a2f871623fched859148223ef2c543d6ffb0e628d02190d
6a8f59ad46ad22f272d5617e8d8101af820772abd5b162e3e9a9cc5dfb2f46ac

9033¢75777e32c4014914272f78917e3d409¢3191a48a47161e1c152520dc204
481a7868effd2d356f85d9372d1ab5e35e9345e5¢1062f7¢9562f96152246da4d

4cab6bfOb63ceal4cdaddaflcf25e214771c4220ed48fff5fca834efall7e5db
04416f97890a7bbee354e1382b40823dfd74a69a235373be55ebd28ec8035326
2b67693cd1ba08b502d02e63550ad438b12b93b355d16eaca3a9a056cc4b0cbd
9728197¢938baddbd638279f4bd5168c8ace09c5e3441010aa88964f6730e7c6
6e1591f794feca36f5aca5999f367525f58008c27220deedb69d288a2888915c¢
7b4adfb5a6779bd0c89c470ed9aeeale3a352e6d9edffb74alfe3585544ead3a

fOe40b94e5e4cchf94c94843dd1leb8db21e36f5ec5d7ef2a9512b026cef082e1l

news.nyhedmgtxck[.]Jcom
www.ajtkgygth[.]Jcom
kyawtun119[.]Jcom
rad.geewkmyl[.Jcom
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