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Background

• Druva inSync
○ Endpoint backup software
○ Python

3

• Nagios XI
○ Enterprise Server and Network 

Monitoring Software
○ PHP
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Interpreted 
Languages

Bytecode Protections 
Encountered

How I Bypassed 
Them

Topics

00110101
10100101
10001110
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Compiled Interpreted
C, C++, Go, ...

Python, PHP, Ruby, ...
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Druva inSync The protection Code Objects Fixing the 
opcodes

Python Opcode Remapping
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Druva inSync is built with py2exe
Procmon Output

library.zip
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What’s a .pyc file?

• A byte-compiled Python file
• Helps to speed up the load time
• Can be decompiled back into source code (e.g. with uncompyle6)
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Druva inSync The protection Code Objects Fixing the 
opcodes

Python Opcode Remapping
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It won’t decompile!
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.pyc file format
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Magic Number List

Source: https://github.com/python/cpython/blob/5d1f32d33ba24d0aa87235ae40207bb57778388b/Lib/importlib/_bootstrap_external.py#L200
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Opcodes

Source: https://github.com/python/cpython/blob/master/Lib/opcode.py#L177
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Normal Python 2.7 Opcodes

Source: https://github.com/python/cpython/blob/master/Lib/opcode.py#L177
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Druva Opcodes

Source: https://github.com/python/cpython/blob/master/Lib/opcode.py#L177
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Druva inSync The protection Code Objects Fixing the 
opcodes

Python Opcode Remapping
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.pyc format again. But code object
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Code object is executable

Raw bytecode
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Disassembling Code Object in hello.pyc
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Nested Code Object
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More Nested Code Objects
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Druva inSync The protection Code Objects Fixing the 
opcodes

Python Opcode Remapping
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Remap the Opcodes in Code Objects

Druva Opcode Instruction Name Normal Python 2.7 Opcode

111 <--> CALL_FUNCTION <--> 131
64 <--> DUP_TOP <--> 4
71 <--> IN_PLACE_FLOOR_DIVIDE <--> 28
161 <--> MAP_ADD <--> 147
...
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Recursively fix the opcodes...



PHP - SourceGuardian
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The protection PHP Internals VLD Solution
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Do you read SourceGuardian?
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sg_load()

“Our PHP encoder protects your PHP code by compiling the PHP source code 
into a binary bytecode format, which is then supplemented with an encryption 
layer.”

So sg_load() first decrypts and then executes the bytecode



PHP - SourceGuardian
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The protection PHP Internals VLD Solution
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PHP Bytecode

● PHP does not implement a concept of a .pyc file

● However, there are PHP extensions that precompile scripts
○ “OPcache improves PHP performance by storing precompiled script 

bytecode in shared memory, thereby removing the need for PHP to 
load and parse scripts on each request.”

● PHP source code is compiled into bytecode which is executed by the Zend 
VM runtime

Source: https://www.php.net/manual/en/intro.opcache.php
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PHP Hooks and Extensions

● “PHP and the Zend Engine provide many different “hooks” for extensions that 
allow extension developers to control the PHP runtime in ways that are not 
available from PHP userland.”
○ Zend_compile_file()

■ PHP code transformed into bytecode
○ Zend_execute()

■ Bytecode is executed
○ Overwrite Opcode handlers

■ Functions to handle a specific operation (e.g. ECHO)
○ Also misc functions

■ .e.g var_dump()
● Useful for debuggers such as XDebug

Source: https://www.phpinternalsbook.com/php7/extensions_design/hooks.html



PHP - SourceGuardian
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The protection PHP Internals VLD Solution
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Vulcan Logic Dumper (VLD) Extension

https://github.com/derickr/vld
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VLD - zend_compile_file() hook

1. Compile source code from PHP file
2. vld_dump_oparray() - Dump the opcodes
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VLD - zend_compile_file() hook - sg_load()
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Visualizing the Hook
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2nd zend_execute() hook - no opcodes!?
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But why? … Time to debug
1

zend_execute()

2
zend_execute()
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Line Numbers are all 0?!

/*
*/



39

New output! ... New JMP?

Encoded File

Not Encoded (expected output)
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Another sample...
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Wait a sec. JMPZNZ?

Not Encoded (expected output)

Encoded
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Hello World - Back to the Debugger - Op Handlers

struct _zend_op {

opcode_handler_t handler;

znode_op op1;

znode_op op2;

znode_op result;

ulong extended_value;

uint lineno;

zend_uchar opcode;

zend_uchar op1_type;

zend_uchar op2_type;

zend_uchar result_type;

};
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Loaded libraries
handler = 0x7ffff4a09280
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Debugger: JMP Handler
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Enter the SG JMP Handler
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Jmp_addr changed!
Before entering the SG Handler

Before the Zend JMP handler is called
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SourceGuardian JMP Handler
handle_jmp( * zend_execute_data )

1. Current operation (opline) is 
referenced inside 
zend_execute_data.

2. Operands for current operation 
are deobfuscated.

3. Default implementation of the 
Zend VM’s JMP handler is then 
called with valid operands.

4. Operands of current operation are 
restored to their obfuscated 
values.

struct _zend_execute_data {

struct _zend_op *opline;

struct _zend_op {

znode_op op1; // fixed!

ZEND_SPEC_JMP_HANDLER(* zend_execute_data)

struct _zend_op {

znode_op op1; // obfuscated again



PHP - SourceGuardian

48

The protection PHP Internals VLD Solution
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Solution: Fix each zend_op
fix_jmp( * zend_execute_data )

struct _zend_execute_data {

struct _zend_op *opline;

struct _zend_op {

znode_op op1; // fixed!

ZEND_SPEC_JMP_HANDLER(* zend_execute_data)

struct _zend_op {

znode_op op1; // obfuscated again

opline->handler = ZEND_SPEC_JMP_HANDLER

1. Current operation (opline) is referenced 
inside zend_execute_data.

2. Operands for current operation are 
deobfuscated.

3. Zend VM’s JMP handler is called with valid 
operands.

4. Zend_op’s handler address is changed from 
SG address to ZEND_SPEC_JMP_HANDLER

5. Operands of current operation are restored 
to their obfuscated values.

+
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Solution: Fix The Op Array

VLD Dump Op Array

Op array is dumped, showing 
obfuscated values.

zend_execute()

Fix Op Array

Using modified logic from SG 
handlers… the zend_op’s are 
allowed to deobfuscate as 
intended. The op handler is set 
to the zend handler. 

VLD Dump Op Array

“Fixed” zend_op’s are 
dumped with corrected 
operands.

zend_execute()

Zend_ops are executed 
with corrected operands by 
the Zend handler.

When an SG handler runs for a zend_op, 
operands are deobfuscated, zend handler 
executes, and operands are obfuscated again.

Before

After
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5 SourceGuardian Opcode Handlers

42 JMP
100 GOTO

46 JMPZ_EX
47 JMPNZ_EX
152 JMP_SET
158 JMP_SET_VAR

45 JMPZNZ

68 NEW
78 FE_FETCH
77 FE_RESET

107 CATCH
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Classes and functions
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Classes and functions: “main”()
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Classes and functions: func_one()



56

Dump it All!



Dump it All - ClassOne



Dump it All - ClassTwo
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Thanks for joining!

Blogs on Tenable TechBlog:
● Remapping Python Opcodes
● Dumping PHP Opcodes 

Protected by SourceGuardian

Code:
● https://github.com/tenable/poc/blob/master/dru

va/inSync/convert_pyc_opcodes.py
● https://github.com/tenable/vld-sourceguardian


