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about:us

• Omer Ventura

• Security Researcher at Check Point Software 

Technologies’ Network Research team

• Served in a top IDF intelligence unit that 

specializes in network and Cyber-attacks

• Ido Solomon 

• Security Researcher at Check Point Software 

Technologies’ Network Research team. 

• Holds a B.Sc. in Information Systems 

Engineering at Ben-Gurion University.
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• Introduction

• Infection Vector

• Attack Flow

• Threat Actor

• IPRN

• Impact

Agenda
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• Check Point Research has uncovered an ongoing attack on 

Digium Asterisk servers

• The campaign leverages a critical vulnerability in Sangoma 

FreePBX

• This attack turned out to be a part of a wider phenomenon of 

targeting SIP servers for use in an unconventional way

Introduction
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Private Branch EXchange

PBX
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INFECTION VECTOR
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• ‘<domain>/rr.php?yokyok=<cmd>’

̶ ’cat /etc/amportal.conf’

̶ ’cat /etc/asterisk/sip_additional.conf’

Attack on Asterisk
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FreePBX Exploitation
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CVE-2019-19006

FreePBX Exploitation
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CVE-2019-19006

password[0]=<Irrelevant value!>&username=admin
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ATTACK FLOW
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• Two variants of the attacks were recorded

• Initial flow is identical

• Divergence occurs after uploading the PHP webshell

Attack Flow

SIPVicious CVE-2019-19006 Upload temporary 
webshell

Delete previous 
versions and 
competitor 
webshells

Divergence
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Divergence

Second Flow

First Flow

Divergence

First Flow
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First Flow

• Retrieval of Asterisk 
management files

̶ /etc/amportal.conf

̶ /etc/asterisk/sip_additional.conf

• Placing outgoing calls
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First Flow

• Download of a second PHP webshell

̶ Base64-encoded and padded with garbage comments

̶ Password-protected

̶ Can retrieve the credentials to the Asterisk Internal Database and REST Interface

• No evidence of further requests during this flow

̶ Possibly due to the attacker failing to make outgoing calls
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First Flow
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Divergence

Second Flow

First Flow

Divergence

First Flow

Second Flow
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Second Flow

• Download of a second PHP 
webshell
̶ Password-protected

̶ Only serves specific IPs, stored 
as MD5 hashes

• Unauthenticated users and 
unknown IPs receive a fake 
403 Forbidden message
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Second Flow

• The Threat Actor then performs the following actions:
̶ Attempts to update FreePBX Framework, possibly to patch CVE-2019-19006

̶ Attempts to download and execute ‘hxxp://45[.]143.220.116/emo1.sh’

̶ Dead URL (404)

̶ 45.143.220.XX subnet is associated with mass SIP scanning

̶ Creates a new directory at ‘/var/www/html/freeppx’ and moves all files used 
in the attack to it



20©2021 Check Point Software Technologies Ltd. 

Second Flow

• Downlods and saves a PHP file as ‘/tmp/k’
̶ Drops ‘.htaccess’ and ‘config.php’ to disk

̶ ‘/var/www/html/admin/views/’

• ‘.htaccess’
̶ This file allows access to config.php from other URIs

̶ e.g. ’ <server-url>/config’ instead of

    ’ <server-url>/admin/views/config.php’
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Second Flow

• ‘config.php’
̶ Another base64-encoded PHP file, again padded with garbage comments

̶ When decoded, revealed to be a password-protected web panel
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Second Flow
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Complete Flow

Second Flow

First Flow

Divergence
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THREAT ACTOR
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• Hints left behind

• Webshell strings

• Attack Logs

• Who is Inje3ct0r3?

Threat Actors
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• Facebook groups

̶ Active users and admins

̶ Hacking Tools and tutorials

̶ Vulnerable IPs list

• Other relevant groups and 
sites

INJE3CT0R3
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IPRN
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•International Premium Rate Numbers

• IPRN owners get paid for each incoming call

• Each call is priced differently 

̶ Call length 

̶ Origin country

IPRN
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• Attackers can leverage IPRN in order to 
generate additional profit

• IPRN providers and resellers are aware 
of this new market segment

• This practice appears to be common 
among hackers in Gaza and the West 
Bank

The Wide Phenomenon
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The Wide Phenomenon

Getting relevant 
IP ranges

Scanning the IPs 
for different SIP 

services

Creating a 
targets list with 

relevant services

Attempting to 
compromise SIP 

servers

Gaining a 
foothold on the 

servers

Using the 
servers for profit
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ATTACK IMPACT
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• At least 1200 organizations worldwide were targeted

• Impact on compromised systems includes:

̶ Selling calls and infrastructure access

̶ Impersonating the compromised company

̶ Eavesdropping on calls

̶ Using the compromised resources for further attacks

Impact
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• This is an ongoing campaign targeting 
Asterisk servers

• The campaign was orchestrated by actors 
mostly in Gaza and the West Bank

• Exploitation could lead to severe financial 
losses for the victims

Summary
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THANK YOU


